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BANK SECRECY ACT 
REPORTING REQUIREMENTS 



TUESDAY, APRIL 20, 1999 

U.S. House of Representatives, 
Subcommittee on General Oversight 
and Investigations, 

AND THE 

Subcommittee on Financial Institutions 
and Consumer Credit, 
Committee on Banking and Financial Services, 

Washington, DC. 

The subcommittees met, pursuant to notice, at 2:07 p.m., in room 
2128, Rayburn House Office Building, Hon. Peter King, [chairman 
of the Subcommittee on General Oversight and Investigations], and 
Hon. Marge Roukema, [chairwoman of the Subcommittee on Finan- 
cial Institutions and Consumer Credit], presiding. 

Present: Chairman King, Chairwoman Roukema; Representa- 
tives Barr, Paul, Hill, Terry, Sanders, Vento, C. Maloney of New 
York, Bentsen, Sherman, Goode, Mascara, Inslee, Moore, Gonzalez, 
Waters, and Velazquez. 

Chairman King. The hearing will come to order. 

Good afternoon. I would like to welcome you to the second joint 
hearing on money laundering conducted by the Subcommittee on 
General Oversight and Investigations and the Subcommittee on Fi- 
nancial Institutions and Consumer Credit, chaired by Congress- 
woman Roukema. I would like to thank Chairwoman Roukema and 
Ranking Minority Members Bruce Vento and Bernie Sanders for 
their continuing leadership on this important issue. 

Today the subcommittees will be examining the Bank Secrecy 
Act and subsequent legislation which requires the filing of specific 
reports for certain financial transactions. As we know, the explo- 
sion in information technology has proved to be both a curse and 
a blessing. For instance, many people feel their privacy has been 
violated by this information technology. I believe that this mixture 
of beliefs, as to whether or not this is a curse or a blessing, ex- 
plains the tremendous negative public reaction to the proposed 
"Know Your Customer" regulations, which were withdrawn last 
month. 

Today, however, we consider the effectiveness and necessity of 
the Bank Secrecy Act of 1970, or BSA, which is a totally separate 
issue from "Know Your Customer." It is our job today to carefully 
balance two critical goals. First we must ensure that law 
enforcement has the necessary tools to track down and punish 
(l) 
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narco profiteers who create vast fortunes by stealing the lives of 
our young people. But we must also respect individual privacy. 

Last year, financial investigations conducted by the U.S. Cus- 
toms Service, based on reports made pursuant to the BSA and the 
Money Laundering Control Act of 1986, yielded $362.9 million in 
seized drug money. Customs made over 1,000 arrests based on that 
information. And that is just one agency's total for 1998. The DEA, 
FBI, and other agencies, as well as State law enforcement, used 
transaction reports to take billions of dollars from narco terrorists 
in 1998. 

We have invited two panels of distinguished witnesses today, 
representing both sides of this important debate. I will introduce 
the members of the panels after we have opening statements from 
the other Members who are here today. 

Mr. Sanders has not yet arrived, so I will ask Mr. Vento. 

OK. 

Chairwoman Roukema. 

Chairwoman Roukema. All right. I thank you, Chairman King. 
I am somewhat constrained to try to keep my comments short, par- 
ticularly given your nice example here, but I do have a few things 
that I must say. I do welcome this panel here today. 

As you quite correctly noted, we had our first hearing last week 
and had excellent testimony regarding how law officials go about 
their new ways to deal with money laundering. And, of course, 
money launderers, as we have learned, have moved out of the 
banks, but there appears to be — obviously — a significant amount of 
currency — some estimates up to $30 billion — smuggled every day 
out of the United States. 

And I would like to make mention here specifically of the bill 
that I have introduced, H.R. 240— The Bulk Cash Smuggling Act 
of 1999. This bill is meant to address some of these problems. It 
criminalizes the smuggling of cash or currency in excess of $10,000. 
Prison terms for smugglers are authorized. I don't want to go into 
the whole piece of legislation — but I do want to stress today that 
it was identified by people on our panel last week as getting strong 
support from the Treasury, the Justice Department, and Customs 
at our hearing last week. And I would assume and hope that, to 
whatever extent necessary, that our witnesses today address this 
legislative proposal. I don't know that it's complete in and of itself. 
Maybe we should be using my bill as a basis to expand the way 
we address the MSBs. 

We had excellent testimony on the way our departments are 
dealing with enforcing the law, but they do, obviously, need more 
tools. We know that the problem is an extensive one. We had good 
testimony on the success and the extra needs last week. I also 
would like to point out your reference to the "Know Your Cus- 
tomer" regulations and financial privacy. The KYC rules were with- 
drawn. This produces a very difficult situation. It is more than a 
balancing act, although I have used that terminology. The result is 
a conundrum here that we have to deal with in a realistic way. 

Now I want to protect privacy. But I also do not want that to be 
used as a ruse or a means of avoiding the need for the legitimate 
legislation and genuine tools for the departments, whether it be 
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Treasury. Justice Department, or Customs, to come to terms with 
this money laundering problem. 

The money laundering problem is really very basic. It deals in 
very real ways with our whole drug problem, but it also deals in 
ways with avoiding tax laws, and so forth. I am hopeful that this 
testimony here today will give us greater insight as to how we bal- 
ance these competing concerens. But I must say that the privacy 
issue should not be used as a way of avoiding the drug issue and 
protecting those that are destroying our communities and breaking 
the laws. 

With that, I thank you, Mr. Chairman. 

[The prepared statement of Hon. Marge Roukema can be found 
on page 50 in the appendix.] 

Chairman King. Thank you, Chairwoman Roukema. 

Now I am pleased to recognize the Ranking Member of the Gen- 
eral Oversight and Investigations Subcommittee, Mr. Sanders. 

Mr. Sanders. I thank you, Mr. Chairman. I am going to have to 
apologize in advance for leaving soon for another prescheduled 
commitment, but I want to thank you and Chairwoman Roukema 
for holding this important series of hearings on money laundering. 
It is a very important issue. 

The significance of today's hearing is to discuss how to balance 
the Federal Government's obligation to fight money laundering 
with the constitutional obligation to allow financial institutions to 
protect the privacy of consumer financial records. And that is not 
an easy balance to establish, but that is what we have got to work 
on. 

It is important for public confidence in the financial sector that 
banks maintain a greater level of privacy. It is important for a citi- 
zen's confidence in our criminal justice that we have effective meas- 
ures in place to combat the laundering of funds used to finance 
criminal operations. And I think that we can all recognize that all 
of us have a difficult job in front of us in balancing both of these 
needs. 

Congress has the tough job of finding the right statutory balance 
between law enforcement and personal privacy. The Executive 
Branch has the equally tough task of constructing regulations that 
reflect and implement that balance. And the banks have perhaps 
the most difficult job of all. The banks must bring that balance into 
effect, recognizing their own dual statutory and regulatory respon- 
sibility of fraud prevention and data protection. 

Those of us in the Government must be willing to accept criti- 
cism of the current anti-money laundering statutes and reporting 
requirements, but all of us here today must be aware that the 
United States must have strict requirements in place in order to 
combat money laundering used by organized crime, syndicates, 
drug dealers, and terrorists. We must be cognizant that, just as a 
lack of consumer privacy can erode confidence in our financial sec- 
tor, that confidence can just as easily be eroded by a financial sec- 
tor that ignores fraud and corruption. Thank you, Mr. Chairman. 

Chairman King. Thank you, Mr. Sanders. 

I am also privileged to welcome today our colleague, Ms. 
Velazquez. Do you have a statement? 

Ms. VELAZQUEZ. No, I don't, Mr. Chairman. Thank you. 
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Chairman King. I will go to our first panel of witnesses. We are 
ileased to have with us today Treasury Under Secretary James 
lohnson. Under Secretary Johnson oversees all Treasury law en- 
forcement operations and personnel. Also we will welcome back 
today — she also testified last week — from the Department of Jus- 
tice, Deputy Assistant Attorney General Mary Lee Warren. Ms. 
Warren is a seasoned veteran of the war on drugs. She was a chief 
of both the Narcotics and Dangerous Drug Section of Justice as 
well as the Narcotics Unit of the U.S. Attorney's Office in the 
Southern District of New York. 

Also testifying again is Bonni Tischler of the U.S. Customs Serv- 
ice. Ms. Tischler heads up the Customs Services Office of Investiga- 
tion and testified last week at our first joint hearing. And, rep- 
resenting the Federal bank regulators, Mr. Richard Small, from the 
Federal Reserve, and Mr. Christie Sciacca of the FDIC. 

Certainly we in Congress cannot properly consider this issue 
without the benefit of their insight into the industry and their ex- 
pertise. So we will begin with Mr. Johnson. 1 welcome you. 

STATEMENT OF JAMES E. JOHNSON, UNDER SECRETARY, 
ENFORCEMENT, DEPARTMENT OF THE TREASURY 

Mr. JOHNSON. Thank you, Mr. Chairman. 

Chairman King, Chairwoman Roukema, Ranking Members, Con- 
gressman Sanders and Mr. Vento and all Members of the General 
Oversight and Financial Institutions subcommittees, good after- 
noon. I welcome the opportunity to discuss today a critical issue 
facing law enforcement: the role of the Bank Secrecy Act in the 
fight against financial crimes, particularly money laundering. 

I have submitted a longer statement which I would ask, Mr. 
Chairman, if you would have that submitted for the record. 

Chairman King. Without objection. 

Mr. JOHNSON. And, with your permission, I would summarize 
and then make myself available to discuss these issues with the 
subcommittees further. 

Combating money laundering is a key law enforcement priority 
within the Treasury Department and within the Administration. 
Secretary Rubin has often noted that criminals will try every 
means to separate themselves from their illegal operations out they 
cannot, will not, separate themselves from their illegal profits. 
These profits are both the root and the fuel for organized crime; for 
the drug traffickers, the tax cheats, the fraudsters, as well as the 
terrorists. 

As both Chairs noted last Thursday, money laundering is the life 
blood of the criminal organizations that flood our streets with ille- 
gal drugs and guns and enables the financial crimes to go forward, 
the tax code to be violated; it enables the fraudster to thrive. The 
financial underpinnings of these organizations and these individ- 
uals provide a powerful point of attack. To those who suggest that 
we return to the days before the Bank Secrecy Act, before the BSA, 
before currency transaction reports were required, before Sus- 
picious Activity Reports were authorized, I say this: We cannot risk 
a return to the days when criminals could stroll into our financial 
institutions with bags full of cash to be laundered to be used to fuel 
their continuing criminal schemes. 
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I thank the Members of both subcommittees for their longstand- 
ing support of the BSA as a powerful law enforcement tool and a 
safeguard for the integrity of our financial institutions. The BSA's 
value lies in its capacity to address each of the three stages of the 
money laundering process: The "placement" stage, which is the 
first stage: This is a stage in which funds are introduced into the 
financial system in order to move them away from direct associa- 
tion with the crime that generated them; The "layering" stage, 
stage two, involves complex financial transactions to disguise the 
origin, ownership, and destination of the funds. It is designed to 
foil pursuit. And the "integration" stage, stage three, in which the 
money is made available to the criminal once again with its crimi- 
nal origin hidden from view. 

Our comprehensive attack on money laundering is built upon the 
foundation provided by the BSA which, among other things, au- 
thorizes the Secretary of the Treasury to require financial institu- 
tions: A, to keep adequate records to ensure that the details of fi- 
nancial transactions can be traced when necessary; B, to report on 
large-scale transactions in currency; and C, to report on suspicious 
activities. Building on this foundation over the last five years we — 
and by we I mean the Treasury Department, our partners in the 
Justice Department, our partners in the regulatory community — 
have made tremendous strides. 

In the last year alone, for example, the IRS Criminal Investiga- 
tive Division— which, Mr. Chairman, is a division that I don't per- 
sonally oversee, but I am involved with — initiated a total of 1,059 
money laundering investigations. The total provable amount of 
money laundered in those cases amounted to approximately $1.6 
billion. The IRS Criminal Investigation Division seizures in 1998 
amounted to $120 million. For their part, the United States Cus- 
toms Service had seizures in 1998 that amounted to $426.6 million. 
These enforcement activities, in turn, helped increase the risk in 
costs associated with money laundering. Anecdotal evidence from 
Customs and IRS informants indicates that the fees paid by money 
launderers to casas de cambio have increased by approximately 4 
percentage points from 1.5 percent to approximately 5 percent. We 
have increased the cost of their doing business. 

Notwithstanding these successes, our efforts must continue. As 
the Office of National Drug Control Policy reports in its National 
Drug Control Strategy for 1999, Americans spend on the order of 
$57 billion each year on illegal drugs alone. That is an estimation. 
Law enforcement experts have estimated that illicit drug traffick- 
ers enjoy a profit margin of approximately 80 percent. Assuming 
these figures, that would lead to a range of approximately $45 bil- 
lion to $48 billion in narcotics profits. 

With these profits in hands, criminals have at their immediate 
disposal the best tools that money can buy: the latest in computer 
communications and banking technology and high-priced profes- 
sional talent. This presents a tremendous law enforcement chal- 
lenge. The BSA helps us level the playing field. 

For nearly 30 years, the BSA has provided an important founda- 
tion for our efforts. The Currency Transaction Reports, the CTR; 
the Currency and Monetary Instrument Report, known as the 
CMIR; and Suspicious Activity Report requirements are vitally im- 
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g)rtant to our ongoing anti-money laundering mission. Without the 
SA and the information it provides, law enforcement would have 
neither the resources nor the authority required to obtain the infor- 
mation needed to effectively combat money laundering and other fi- 
nancial crimes. 

Through the BSA reporting system, an effective partnership has 
been formed between law enforcement and financial institutions, 
our most effective allies in the fight against money laundering. 
Without this partnership, we could lose the essential paper trails 
that law enforcement needs to chase down these criminals. We 
would lose many of the protections for the integrity of our financial 
institutions. 

In my written testimony, I describe several cases which dem- 
onstrate the value of the BSA to law enforcement, to prosecutors, 
and to investigators, including Operation Casablanca, the largest 
drug money laundering investigation in United States history, hi 
these cases, BSA information was used to help illuminate the fi- 
nancial activities of criminals and to complement other investiga- 
tive techniques. BSA reporting also helps keep financial institu- 
tions free of criminal money and enhances their ability to detect il- 
legal activity directed at those institutions. 

Suspicious Activity Reports also help law enforcement in inves- 
tigations. In Fiscal Year 1997, for example, the FBI reported that 
approximately 98 percent of the 2,536 convictions in financial insti- 
tution frauds came from SARs, Suspicious Activity Reports. 

The Bank Secrecy Act also provides an important deterrent effect 
that pushes criminals to other money laundering methods. One of 
the lessons of the Geographical Targeting Order that resulted from 
Customs' El Dorado Task Force was that, with that order in place, 
money launderers were forced toward bulk cash shipments and the 
result was a large increase in illegal out-bound cash seizures and 
related arrests by the United States Customs Service. 

Now in the wake of the withdrawal of the "Know Your Cus- 
tomer" rule, it is important to distinguish between the proposed 
"Know Your Customer" rules and the existing BSA rules. The Bank 
Secrecy Act's Currency Transaction; Currency or Monetary Instru- 
ments report; and suspicious activity reporting requirements are 
narrow, applying only to information held by financial institutions. 
The SAR rules require the reporting only of particular transactions 
that a bank should know or nave reason to suspect are involved in 
an illegal activity. The SAR rule does not require that a bank ex- 
amine the affairs of every customer. 

The "Know Your Customer" proposed rules, in contrast, could 
have been viewed as far more intrusive. They would have required 
the implementation of a baseline for determining if a given cus- 
tomer's affairs varied from the norm. They would have required 
systems to determine the identity of new customers. They would 
have required monitoring of customer transactions to identify those 
that are inconsistent with the norm for that customer. They would 
have required more internal controls and testing. These require- 
ments go beyond the bounds of the BSA. 

I am aware that concerns have been raised about the privacy im- 
plications of the Bank Secrecy Act. It is not enough simply to state 
that its provisions have been found by the Supreme Court to be 
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constitutional. Of course that doesn't end the discussion, as the 
Right to Financial Privacy Act illustrates. 

I want, however, to emphasize three things. First, the Depart- 
ment of the Treasury recognizes the absolute necessity for a citi- 
zens' faith in the legitimacy of the financial system in all of its as- 
pects, including the protection of financial information from misuse 
of any sort. Second, BSA information is limited to specific cat- 
egories set by statute, based on law enforcement experience. Third, 
the data received by Treasury under the BSA is held in secure 
form and open for use only by criminal and regulatory officials and 
for use in the course of investigations and discharge of their legal 
responsibilities. In the BSA regulations, we have struck the right 
balance between the needs of law enforcement and the interests of 
the banking public in privacy. 

In closing, I thank the subcommittees, Mr. Chairman, Madam 
Chairwoman, for your support and for your indulgence of the 
length of my statement. And I will gladly answer any questions. 

[The prepared statement of James E. Johnson can be found on 
page 58 in the appendix.} 

Chairman King. Thank you very much, Mr. Johnson. 

And Ms. Warren. 

STATEMENT OF MARY LEE WARREN, DEPUTY ASSISTANT AT- 
TORNEY GENERAL, CRIMINAL DIVISION, DEPARTMENT OF 
JUSTICE 

Ms. WARREN. Chairman King, Chairwoman Roukema, Ranking 
Members and Members of the subcommittees, I am pleased to re- 
turn for this opportunity now to discuss the importance to law en- 
forcement of the recordkeeping and reporting requirements of the 
Bank Secrecy Act and the Suspicious Activity Report system. I re- 
quest acceptance of my written statement into the record. 
Chairman King. Without objection. 

Ms. Warren. From the Department of Justice's perspective, both 
from headquarters and in the field, I want to underscore the enor- 
mous importance these recordkeeping and reporting mechanisms 
play in our money laundering ana financial crimes investigations 
and cases. I will highlight some of the steps we and the Treasury 
law enforcement components are taking to ensure that we obtain 
the maximum advantage from this data and offer some specific in- 
stances of the successful use of the information in real investiga- 
tions and cases. 

Those who engage in financial crime and money laundering nec- 
essarily corrupt, distort, and use for their criminal purposes the le- 
gitimate functioning of financial systems. Although they try to pro- 
ceed in secret, each of their criminal activities leaves a tell-tale 
trail. The purpose of the BSA recordkeeping and reporting require- 
ments and the SAR reporting requirements is to ensure that those 
indicia of illicit conduct are recorded, reported, and made available 
to law enforcement and regulators to initiate investigations to cor- 
roborate ongoing investigations and to be available, over time, for 
future investigations. 

Merely criminalizing financial crimes and money laundering is 
not enough. Any nation serious about detecting, investigating, and 
prosecuting these crimes and seizing and forfeiting the proceeds 
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and instrumentalities of such criminal conduct must establish such 
a regime of recordkeeping and reporting. Indeed, we in the United 
States judge the political will of other nations, in part, by their rec- 
ordkeeping and reporting regime. These requirements are basic te- 
nets of international anti-financial crimes and money laundering 
standards, such as those contained within the 40 recommendations 
of the 26-nation Financial Action Task Force. 

These requirements not only alert Federal, State, and local law 
enforcement to possible criminal violations, but also serve to pro- 
tect the safety and soundness of the reporting financial institutions 
themselves. The SAR system is critical to our efforts in identifying 
instances when the financial institutions themselves are victimized 
through fraud and related abuses. It is clear that SARs will become 
ever more important to our anti-financial crime and money laun- 
dering efforts as the availability of CTR exemptions is expanded. 

Money laundering schemes are successful as long as they go un- 
detected. SARs are filed for individual suspicious financial trans- 
actions. Following the leads provided in SARs allows law enforce- 
ment to identify the abuse of financial institutions and, eventually, 
the underlying crime. Without those leads, much of that activity 
would continue unchecked. Whatever the nature of the underlying 
criminal activity, the entities in the best position to bring this ac- 
tivity to the attention of law enforcement are the financial institu- 
tions with whom the money launderers are forced to deal. And law 
enforcement has responded and is responding to these alerts that 
a financial institution knows or has reason to suspect any of the 
untoward listed circumstances that prompt the filing. 

As the Under Secretary mentioned, the FBI, in its Financial In- 
stitutions Fraud Unit initiated or enhanced 98 percent of its inves- 
tigations by the use of SARs. In addition, that kind of information 
led, in the end, just in the last fiscal year, to the return and res- 
toration of $490 million to the victims of those frauds. U.S. inves- 
tigators, prosecutors, and regulators sift through the data, extract 
the most valuable nuggets, and initiate new or corroborate ongoing 
investigations. 

From the outset, when SAR reporting was announced in April of 
1996, its use on an interagency basis was apparent. In 1997, pros- 
ecutors from 20 major districts throughout the country met to- 
gether in a Treasury and Justice conference on anti-money laun- 
dering. One of the important recommendations out of our con- 
ference was that each district should establish a SAR review com- 
mittee. 

Let me offer, by way of illustration, a few cases in point where 
SAR review teams have succeeded. First, in New Jersey. Once a 
month, a task force there chaired by a senior, very experienced as- 
sistant United States Attorney evaluates the SARs that were filed 
in that month. Whether the SAR implicates a possible BSA viola- 
tion — and about 40 percent of them do so indicate — and whether it 
lists a New Jersey zip code. 

The members of that task force are drawn from six investigative 
agencies, from the U.S. Attorney's Office and from the IRS District 
Counsel's office. Prior to the monthly meetings, they are given sam- 
ples of the SARs for review and, at the meeting, discuss the poten- 
tial for investigation, particularly working in a task force way. The 
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New Jersey process has led to many successful prosecutions, in- 
cluding a series of Medicaid fraud cases and several significant 
narcotics money laundering cases. 

In San Diego, there is a similar procedure ongoing and, each 
month, their committee reviews the SARs, typically about 100 per 
month. They have been very successful in identifying leads helpful 
to ongoing investigations, as well as prompting the initiation of 
new investigations. 

The El Dorado Task Force, with which the subcommittees are 
well familiar, has had stunning success and, not surprisingly, the 
task force has relied on this kind of reporting data. 

My written testimony includes a number of success stories drawn 
from ail parts of the country. The underlying crimes run the 
gamut: narcotics, white collar crime, and frauds against the finan- 
cial institutions, all instances where BSA and SAR data were in- 
strumental either in initiating or enhancing the value of investiga- 
tions. This list is, of course, only a sampling of how helpful this 
data is. 

I would like to conclude by again expressing the appreciation of 
the Department of Justice for the continuing support that the sub- 
committees have demonstrated for our anti-money laundering and 
asset forfeiture activities. For our part, we pledge to continue to 
take fullest appropriate advantage of this information in all kinds 
of cases; not just narcotics and fraud cases, but in every available 
area of criminal activity that generates illegal proceeds, often at 
the expense of some of our most vulnerable citizens. It is essential 
that this data remain available to law enforcement and not be cut 
back. Thank you very much. 

[The prepared statement of Mary Lee Warren can be found on 
page 69 in the appendix.] 

Chairman King. Thank you, Ms. Warren. 

Ms. Tischler. 

STATEMENT OF BONNI G. TISCHLER, ASSISTANT COMMIS- 
SIONER, OFFICE OF INVESTIGATIONS, U.S. CUSTOMS SERV- 
ICE 

Ms. TlSCHLER. Chairman King, Madam Chairwoman Roukema, 
Members of the subcommittees, good afternoon. I am pleased to 
join my colleagues today in a discussion on the importance and role 
the Bank Secrecy Act, or BSA, as it applies to our continuing ef- 
forts to disrupt global money laundering. 

The U.S. Customs Service has a broad grant of authority in the 
conduct of international financial crime and money laundering in- 
vestigations. Customs efforts are not limited to drug-related money 
laundering, but to the proceeds of all crime under our jurisdiction. 
Jurisdiction is triggered by the illegal movement of criminal funds, 
services, or merchandise across our national borders and is applied 
pursuant to the authority under the Bank Secrecy Act end the 
Money Laundering Control Act. 

The BSA is an important tool to law enforcement, particularly to 
the Customs Service, in conducting money laundering investiga- 
tions. The audit trails established by the Currency and Monetary 
Instruments Report, or CMLR, and the Currency Transactions Re- 



^icjitized by GOOgle 



10 

ports, or CTRs, afford us the opportunity to trace the movement of 
funds, especially across our borders. 

BSA data is utilized at all stages and in all facets of the inves- 
tigative process. BSA information is used to initiate cases, enhance 
ongoing investigations by providing corroborating evidence and 
identifying additional bank accounts, assets, and conspirators. BSA 
data can be used to establish knowledge of the CMIR reporting re- 
quirements. Historical information that is captured on CMIRs or 
CTRs is used to support ongoing criminal investigations. 

BSA information was used during Operation Casablanca. During 
that investigation, approximately 80 Suspicious Activity Reports, or 
SARs, were found to be related to the investigation. And, in addi- 
tion, Customs special agents and analysts used the information 
from CTRs to further identify subjects and assets linked to the 
overall conspiracy. 

The Customs Service conducts a myriad of investigations includ- 
ing drug smuggling, child pornography, and illegal export inves- 
tigations. BSA data is used in many of them. 

For example, in February 1999, our Dallas office concluded an in- 
vestigation of an organization involved in the interstate transpor- 
tation of stolen baby formula that had been repackaged in counter- 
feit boxes. An analysis of computerized financial records yielded 
numerous suspicious CTRs that were filed by various banks. The 
records revealed that some of the proceeds generated from the sale 
of the stolen merchandise were, in fact, laundered through finan- 
cial institutions in the Middle East. This investigation resulted in 
a 154 count indictment, charging 14 individuals with numerous 
Federal offenses, including money laundering. 

Customs also uses BSA data to identify and target assets owned 
by criminal organizations. One of the key elements to the Customs 
anti-money laundering strategy involves the use of Asset Identifica- 
tion and Removal Groups or AlRGs. These groups are comprised of 
special agents, auditors, and data analysts whose sole purpose is 
to identify, target, and seize the assets of criminal organizations. 
In the past three years, these groups have seized over $296 million 
dollars in ill-gotten gains. 

The Customs Service has developed analytical software which 
has the ability to manipulate import-export trade data, BSA data, 
and law enforcement databases. Using this system, Customs is able 
to determine anomalies, trends, and suspicious activities occurring 
in international commerce. 

Currently we are using the data to focus on the Black Market 
Peso Exchange. The BMPE utilizes international trade mechanisms 
to facilitate the movement of illegally generated proceeds. It is de- 
signed to maneuver around the currency reporting requirements of 
the BSA and is one of the most efficient ana extensive money laun- 
dering systems in the Western Hemisphere. As reported to this 
committee in the last Congress, it is estimated that the BMPE 
launders $4 billion in drug monies per annum and has become em- 
bedded into international commerce. 

The tools contained within the BSA, such as the SARs, are im- 
portant notifiers to law enforcement entities of suspected illegal ac- 
tivity. Timely notification is particularly important in cases involv- 
ing advance fee schemes and other fraudulent schemes where there 
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are identifiable victims. Many times, these victims, who are often 
elderly, would have no hope of restitution or other means of recoup- 
ing their money were it not for the Customs Service and other law 
enforcement entities using BSA data to track down and seize that 
stolen money. 

Virtually all of Customs investigations involving advanced fee or 
prime bank note schemes are initiated from information retrieved 
from a SAR. Our New York office has begun a number of cases in- 
volving these schemes. Customs there has arrested 21 people and 
recovered over $61 million in money that was stolen in these 
schemes. 

It is the Bank Secrecy Act which gives the Treasury Department 
the authority to impose a Geographic Targeting Order. As these 
subcommittees are well aware, it was the New York GTO, which 
was applied in 1996, that put a spotlight on the corruption of 
money services businesses by Colombian and Dominican drug traf- 
ficking organizations. The GTO was issued as a result of Customs 
investigations in New Jersey and New York which showed that the 
twelve originally targeted money services businesses were respon- 
sible for wiring over $800 million to Colombia. To account for that 
figure in legitimate funds, each Colombian household in New York 
would have had to send $30,000 to Colombia each year. Interest- 
ingly enough, the average Colombian household in that area 
earned only about $27,000 per year. 

Operation Wiredrill, which operated under the auspices of the 
Customs-led El Dorado Task Force, conducted investigations stem- 
ming from that GTO. Through March of this year, Wiredrill has 
been responsible for 137 arrests, 83 indictments, 59 convictions, 
and the seizure of over $13 million in cash and bank accounts. 

It is important to note that the Customs Service carefully safe- 
guards BSA information, which is only disseminated for law en- 
forcement purposes. BSA information is available to Treasury law 
enforcement through the Treasury Enforcement Communications 
System, or TECS. Access to TECS is strictly limited and monitored. 
Customs keeps a manual log of the dissemination of BSA data to 
other than Treasury law enforcement agencies that do not have ac- 
cess to the information via TECS. 

Absent the reporting requirements under BSA, there would be no 
audit trail for illicit, anonymous cash. Thank you very much for the 
opportunity to appear before your subcommittees today. I would be 
happy to answer any questions at the appropriate time. 

(The prepared statement of Bonni G. Tischler can be found on 
page 98 in the appendix.] 

Chairman King. Thank you very much, Ms. Tischler. 

And Mr. Small. 

STATEMENT OF RICHARD A. SMALL, ASSISTANT DIRECTOR, 
DIVISION OF BANKING SUPERVISION AND REGULATION, 
BOARD OF GOVERNORS, FEDERAL RESERVE SYSTEM 

Mr. SMALL. Mr. Chairman, Madam Chairwoman, Members of the 
subcommittees, I am pleased to be here today to discuss the Fed- 
eral Reserve's role in the Government's efforts to detect and deter 
money laundering and other financial crimes, with a particular em- 
phasis on matters related to the Bank Secrecy Act and suspicious 
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activity reporting. I will summarize my written statement, which 
has already been submitted for the record. 

The Federal Reserve has a longstanding commitment to combat- 
ing money laundering and ensuring compliance with the Bank Se- 
crecy Act and related auspicious activity reporting requirements by 
the domestic and foreign banking organizations that it supervises. 
Compliance with the Bank Secrecy Act and suspicious activity re- 
porting requirements by financial institutions provides timely and 
valuable information to law enforcement and is the best indicator 
of the existence of satisfactory anti-money laundering and anti- 
fraud policies and procedures. 

Over the past several years, the Federal Reserve has been ac- 
tively engaged in the Government's efforts to deter money launder- 
ing through financial institutions by, among other things, redesign- 
ing the Bank Secrecy Act examination process, developing anti- 
money laundering guidance, regularly examining the institutions 
we supervise for compliance with the Bank Secrecy Act and rel- 
evant regulations, conducting money laundering investigations, 
providing expertise to the U.S. law enforcement community for in- 
vestigation and training initiatives, and providing training to var- 
ious foreign central banks and Government agencies. 

In addition, ten years ago the Federal Reserve stated its own 
anti-money laundering program and appointed a senior official to 
coordinate the Federal Reserve's activities in this area. In 1993, the 
Federal Reserve established a special investigative unit with re- 
sponsibility for, among other things, the oversight of the Federal 
Reserve's anti-money laundering program. However, we have long 
felt that banking organizations and their employees are the first 
and strongest line of defense against money laundering and other 
financial crimes. As a result, the Federal Reserve emphasizes the 
importance of financial institutions putting in place controls to pro- 
tect themselves and their customers from illicit activities. 

Congress, too, has long recognized that a banking organization's 
best protection against criminal activities is its own policies and 
procedures designed to identify and then reject illegal or damaging 
transactions. In 1986, Congress passed a law mandating that the 
Federal Reserve and other Federal banking agencies issue regula- 
tions requiring domestic and foreign financial institutions to estab- 
lish and maintain internal procedures designed to assure and mon- 
itor compliance with the Bank Secrecy Act. 

To understand and properly evaluate the effectiveness of a bank- 
ing organization's Bank Secrecy Act-related controls and proce- 
dures and compliance with the Board's rules issued pursuant to 
congressional mandate, the Federal Reserve has developed com- 
prehensive examination procedures and manuals. In November of 
1997, the Federal Reserve issued newly revised risk-focused Bank 
Secrecy Act examination procedures. These enhanced examination 
procedures specifically address anti-money laundering compliance. 
The examination procedures take a multi-stage "top down" ap- 
proach. 

During every examination of a State member bank and a U.S. 
branch or agency of a foreign bank supervised by the Federal Re- 
serve, specially trained examiners review the institution's previous 
and current compliance with the Bank Secrecy Act. Examiners first 
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determine whether the institution has included the anti-money 
laundering procedures in all of its operational areas and has ade- 
quate internal audit procedures to detect, deter, and report money 
laundering activities, as well as other potential financial crimes. 
This is done through a review of the institution's written compli- 
ance program and documentation of self-testing and training, as 



well as through a review of the institution's system for capturing 
and reporting certain transactions pursuant to the Bank Secrecy 
Act, including any suspicious or unusual transactions possibly asso- 
ciated with money laundering or other financial crimes. 

Before I describe how the Federal Reserve uses Suspicious Activ- 
ity Reports the other Bank Secrecy Act reports, some background 
information regarding the new suspicious activity reporting system 
would be useful. 

In 1985, the five Federal financial institutions' regulatory agen- 
cies developed substantially similar, but not uniform procedures 
and forms, then known as the criminal referral process, to be used 
by all financial institutions operating in the United States to report 
known or suspected criminal law violations. The introduction of the 
concept of a criminal referral form was the result of efforts of the 
Interagency Bank Fraud Working Group which has been address- 
ing the problems of combating white collar financial institution 
crime since 1984. 

The use of the forms and the attendant reporting procedures, 
which were jointly developed by the banking and criminal justice 
agencies participating in the working group, enabled financial in- 
stitutions and the banking agencies to report all instances of sus- 
pected criminal activities to the appropriate law enforcement and 
supervisory authorities. 

Beginning in 1994, the Federal Reserve participated in an inter- 
agency effort to completely redesign the criminal referral process 
for banking organizations. The result of this effort is the existing 
Suspicious Activity Reports. The new Suspicious Activity Reports 
became effective on April 1 of 1996 for all banking organizations 
operating in the United States and subject to the jurisdiction of the 
five Federal banking agencies and FinCEN. 

You asked whether Bank Secrecy Act and Suspicious Activity Re- 
port information has been beneficial to the Federal Reserve's super- 
visory and enforcement initiatives. The simple answer is that such 
information has been valuable and has led to numerous super- 
visory actions addressing wrongdoing by banking organizations and 
persons associated with them. Federal Reserve staff reviews Sus- 

Eicious Activity Reports and Currency Transaction Reports filed by 
anking organizations supervised by us. Our purpose in conducting 
reviews of Suspicious Activity Reports is to identify for further in- 
vestigation potential problems that would normally not be detected 
during the course of an examination, but have been reported by a 
financial institution as being suspicious. Likewise, we receive Cur- 
rency Transaction reports before we conduct Bank Secrecy Act ex- 
aminations in order to better focus the scope of the examination 
and, when necessary, to more precisely target problem areas. 

While the Federal Reserve's investigative initiatives resulting 
from our review of these reports are not public and cannot be dis- 
cussed here, two recent events involving large banking organiza- 
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tions supervised by the Federal Reserved involved public court pro- 
ceedings or reported cases where the organizations' Suspicious Ac- 
tivity Reports were disclosed. For this reason, I am able to provide 
some detail about how the Federal Reserve staff used the informa- 
tion filed by the banking organizations. 

As the result of a Suspicious Activity Report filed by Bankers 
Trust, the Federal Reserve conducted a targeted review of certain 
activities of the bank involving escheatable funds. After our in- 
quiry, staff worked extensively with Federal investigators and pros- 
ecutors and the result was the recent guilty plea by Bankers Trust 
and the imposition of a $60 million fine. 

Similarly, a Suspicious Activity Report containing information of 
suspected criminal activity by a BankBoston official led to the dis- 
covery that the individual apparently defrauded BankBoston out of 
more than $73 million. After reviewing the circumstances sur- 
rounding the official's actions, the Federal Reserve sought and re- 
ceived Federal court orders freezing all of the individual's U.S. as- 
sets. We are continuing to work with law enforcement authorities 
during the course of their criminal investigation on this matter. 
Additionally, on several occasions, the Federal Reserve has com- 
menced enforcement actions against individuals as the result of in- 
formation first reported in a Suspicious Activity Report. 

Currency transaction information provided to the Government 
pursuant to the Bank Secrecy Act has also been a valuable asset 
to the Federal Reserve's enforcement function. A Federal Reserve 
investigation that in large part relied on information reported pur- 
suant to the Bank Secrecy Act, led to the conviction of Bangkok 
Metropolitan Bank for criminal activity related to money launder- 
ing and fraud. This foreign banking organization subsequently was 
ordered by the Federal Reserve to cease all operations in the 
United States. Similarly, Bank Secrecy Act information was used 
during the Federal Reserve's involvement with the recently com- 
pleted Operation Casablanca investigation. 

In addition to the Federal Reserve's efforts to develop appro- 
priate anti-money laundering and anti-fraud related policies and 
procedures for the domestic and foreign financial institutions that 
we supervise and our examination for compliance with those poli- 
cies and procedures, staff of the Federal Reserve has taken an ac- 
tive role among Federal bank supervisors in the law enforcement 
community's battle to deter money laundering by providing exper- 
tise for law enforcement initiatives and training to various Govern- 
ment agencies. 

As bank supervisors, the Federal Reserve believes that it is nec- 
essary to take reasonable and prudent steps to assure that banking 
organizations are not victims of, and also do not knowingly partici- 
pate in, illicit activities such as money laundering or other finan- 
cial crimes. For this reason, and to support our law enforcement 
agencies in their efforts to combat money laundering and other fi- 
nancial offenses, the Federal Reserve's commitment to ensuring 
compliance with the Bank Secrecy Act and suspicious activity re- 
porting requirements continues to be a high bank supervisory pri- 
ority. The Federal Reserve has an important role in ensuring mat 
criminal activity does not pose a systemic threat, and, as impor- 
tantly, in improving the ability of individual banking organizations 
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in the United States and abroad, to protect themselves from illicit 
activities. Both the Bank Secrecy Act and suspicious activity re- 
porting requirements are vital to the continued effort of the Fed- 
eral Reserve and the Government as a whole to combat illicit ac- 
tivities through the financial system. 

Thank you. 

[The prepared statement of Richard A. Small can be found on 
page 103 in the appendix.] 

Chairman King. Thank you, Mr. Small. 

And Mr. Sciacca. 

STATEMENT OF CRISTTK A. SCIACCA, ASSOCIATE DIRECTOR, 
DIVISION OF SUPERVISION, FEDERAL DEPOSIT INSURANCE 
CORPORATION 

Mr. Sciacca. Thank you, Chairman King, Chairwoman Rou- 
kema, Ranking Member Vento, and Members of the subcommittees. 
I appreciate the opportunity to testify on behalf of the Federal De- 
posit Insurance Corporation on the Bank Secrecy Act and the bank 
reporting requirements. 

The FDIC insures the Nation's 10,483 banks and savings institu- 
tions. It is the primary Federal supervisor of 5,853 State-chartered 
banks that are not members of the Federal Reserve System. My 
statement first provides some background on the Bank Secrecy Act 
itself and the FDIC's role in its enforcement. Next I will address 
the question of reporting by the banking industry. 

The FDIC is well aware of the sometimes competing public policy 
issues raised between financial privacy and combating financial 
crimes by statutory requirements that the banking system report 
suspicious activity. Our recent experience with the "Know Your 
Customer" proposal was strong evidence that the American public 
values its financial privacy. The public is rightfully skeptical of the 
Government employing efforts to attack the problem of illegal fi- 
nancial activity through rules that may infringe upon the privacy 
of all individuals. We confirmed through the "Know Your Cus- 
tomer" proposal and the rulemaking process that the public's rela- 
tionship with financial institutions is based on trust, and the Gov- 
ernment must be cautious about adopting rules that might upset 
that trust. 

The integrity of the Nation's banking system is also rooted in 
confidence. Confidence between a financial institution and its cus- 
tomers is what enables banks and other financial institutions to at- 
tract and retain legitimate funds from legitimate customers. Illegal 
activities such as money laundering, fraud, and other transactions 
designed to assist criminals in illegal ventures pose a serious 
threat to the integrity of financial institutions and, therefore, the 
public's confidence in the banking system. Maintaining confidence 
in the Nation's banking system is the mission of the FDIC. 

Highly publicized cases involving money laundering demonstrate 
the importance of Federal supervision and bank vigilance in this 
area. While it is impossible to identify every transaction at an in- 
stitution that is potentially illegal or involves illegally obtained 
money, financial institutions must take reasonable measures to 
identify such transactions in order to ensure their own safe and 
sound operations and their reputations. 
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In October of 1970, Congress enacted the statute commonly 
known as the Bank Secrecy Act, or BSA. The BSA authorized the 
Secretary of the Treasury to require banks to report cash trans- 
actions over $10,000 to the Department of the Treasury. In addi- 
tion, the BSA requires financial institutions to keep records that 
are determined to have a high degree of usefulness in criminal, tax, 
and regulatory matters and to implement programs and compliance 
procedures to counter money laundering. Vigorous enforcement of 
the BSA requirements, beginning in the early 1980's, coupled with 
the criminalization of money laundering by the Money Laundering 
Control Act of 1986, have resulted in the filing of a large number 
of Currency Transaction Reports. In 1992, the Annunzio-Wylie 
Money Laundering Act broadened the reporting requirements by 
authorizing the Secretary of the Treasury to require any financial 
institution and its officers, directors, employees, and agents to re- 
port suspicious transactions relevant to a possible violation of law 
or regulation. 

Pursuant to authority in the Federal Deposit Insurance Act and 
the BSA, as amended by the Annunzio-Wylie Money Laundering 
Act, the FDIC, along with the other Federal financial institution 
regulatory agencies, adopted regulations requiring banks and sav- 
ings institutions to establish and maintain procedures to monitor 
their compliance with the BSA. 

Interagency examination procedures were developed for examin- 
ers to determine bank compliance. At each safety and soundness 
examination, FDIC examiners review a bank's BSA program and 
compliance procedures. Based on our experience with State char- 
tered non-member banks, compliance with the BSA has substan- 
tially improved in the last ten years. Many of the violations are iso- 
lated and most appear to be technical in nature. Many of the viola- 
tions appear to result from a misunderstanding of the CTR report- 
ing exemption rules. 

We do not believe that filing CTRs has created an undue burden 
on financial institutions. Most computer systems readily identify 
transactions that may be subject to the reporting requirements and 
many systems automatically generate CTRs that are ready for fil- 
ing. 

The BSA is a vital component of the United Statea' anti-money 
laundering efforts. The statute and its implementing regulations 
work because of the necessary cooperation between the Govern- 
ment and financial institutions. It would be almost impossible to 
construct an effective system for detecting money laundering and 
preventing criminals from using the financial system without par- 
ticipation by financial institutions. For over a decade, institutions 
have filed reports that have been effective tools in the detection, in- 
vestigation, and prosecution of illegal activity that can damage 
communities, ruin lives, and cause considerable financial losses to 
institutions. While the BSA has not completely eradicated money 
laundering or other financial crimes, it has been a deterrent to 
large-scale money laundering activity in covered financial institu- 
tions. 

The FDIC strongly supports the BSA and other Federal anti- 
money laundering efforts. The integrity and reputation of the 
United States financial sector depends upon the continuing co- 



^icjitized by GOOgle 



17 

operation among financial institutions, law enforcement agencies, 
and the Federal financial institution regulators. Over the past fif- 
teen years, these organizations have formed a vital partnership to 
fight financial crime. We must continue to be vigilant and to bal- 
ance the legitimate concerns of institutions and the privacy rights 
of law-abiding citizens with the needs of the Government to ensure 
continued public confidence in our Nation's banks. 

Again, I appreciate the opportunity to represent the FDIC's 
views on these issues and would be happy to answer questions you 
might have. 

[The prepared statement of Christie A. Sciacca can be found on 
page 114 in the appendix.] 

Chairman KING. Thank you, Mr. Sciacca and all the witnesses. 
I have a few questions. 

Secretary Johnson, at the close of your statement, you did point 
out the importance of privacy and secrecy. Could you give any de- 
tail as to how internal security procedures are implemented to 
limit the access to the database and ensure that contents are not 
improperly disclosed, not just by your office, but by other Federal 
and State users of the data? 

Mr. JOHNSON. Mr. Chairman, I do not have the operational de- 
tails of the systems. I can say, though, that we take significant pre- 
cautions with FinCEN to ensure that the information is closely 
guarded, that it is secure, and the information within FinCEN is 
monitored in terms of access to that information by keystroke. So 
it is very closely monitored. I am aware of, at FinCEN, only three 
instances where there has been some compromise of information. 
Only one of those instances, to my knowledge, involved the CTR 
and that is in the nine years of FinCEN's existence and the mil- 
lions of CTRs and SARs that have been filed. So in terms of inter- 
nal compromise, my sense is that the security arrangements are 
fairly tight. 

Chairman KING. Thank you, Mr. Secretary. 

Ms. Warren, I assume that most SARs do not result in criminal 
prosecution, but they are maintained in the Government's data- 
bases, I guess in perpetuity. Would Justice be amenable to 
expunging those reports after a certain amount of time goes by if 
no criminal prosecution results from them? 

Ms. WARREN. Let me give you my opinion, for the value that it 
might be. Often it is not entered into the databases themselves. It 
is checked against the databases. If it is entered into any databases 
and maintained, I suggest that it could be held for as long as the 
information must be held on file. It often takes quite some time to 
put together these complex cases, sometimes involving many juris- 
dictions and international contexts. Five years might be necessary 
for the retention of this information and, if it had already been re- 
tained for five years, that would then be a total of ten years. 

Chairman King. Right now, there are no limitations at all, right? 

Ms. WARREN. As best I know, there are no such limitations. But 
I will get back to the subcommittees with a firm statement about 
that. 

Chairman King. All right. Thank you very much. 

Mr. Johnson. Mr. Chairman, might I add a little to that answer. 

Chairman King. Go ahead. Sure. 
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Mr. JOHNSON. In terms of the databases, the various law enforce- 
ment entities do have access to different databases. The Suspicious 
Activity Reports are filed most times electronically and they are 
held at the Detroit Computing Center. And that is the locus of the 
Suspicious Activity Reports. In terms of timeframes, as Deputy As- 
sistant Attorney General Warren indicated, it takes very often a 
great deal of time to put together these cases. In fact, Operation 
Casablanca is a case that took many, many years. So it is difficult 
to answer in the abstract whether or not there is a point in time 
in which the information should be expunged from the system. But 
that is an issue that we could explore with you, Mr. Chairman 

Chairman KING. Thank you. 

And this question I would ask to Ms. Tischler, Mr. Small, and 
Mr. Sciacca: The $10,000 threshold, could you support or you rec- 
ommend that that be increased to any amount and, if so, what? In 
other words, do you feel you have reached the point of diminish ing 
returns where we have so many reports filed that they can't be 
properly acted upon and it would make more sense to increase the 
threshold? 

Ms. Tischler. I am going to sound like Attila the Hun. My expe- 
rience with using the Bank Secrecy Act information goes back so 
many years, I do not believe that individuals or organizations walk 
around normally with more than $10,000 in cash. I think that 
criminals do. I think that for individuals or corporations that legiti- 
mately do, in fact, deal in more than $10,000 in cash and deposits 
quite often hit the exemption list for BSA and are, therefore, pro- 
tected and don't generate any. So if you are asking a personal opin- 
ion and not an institutional opinion, I wouldn't increase it. 

Chairman KING. Mr. Small, Mr. Sciacca. 

Mr. Small. Mr. Chairman, in the past we have stated that, when 
there has been discussion about this, that it really is a law enforce- 
ment call and if law enforcement was interested in raising the 
threshold we could certainly support that. We don't have any objec- 
tion to doing that. 

I might add, Mr. Chairman, just to get back to your question on 
Suspicious Activity Reports for a second, one of the reasons that 
there has never been a purging of the system in terms of how long 
to keep those things is that some of the criminal statutes that re- 
ports are made on have at least a ten-year statute of limitations, 
so there is a very long time before an investigation may begin and 
when it can still be legally conducted and the prosecution can re- 
sult. So there has never been a discussion about purging after a 
certain amount of time because of other constraints, legal con- 
straints. 

Chairman King. All right. 

Mr. Sciacca. 

Mr. Sciacca. I would second Mr. Small's statement regarding the 
raising of the threshold, but I also would agree Ms. Tischler that 
there are very few people that I know that walk around with 
$10,000. There are exemptions and there are legitimate reasons to 
have that kind of funds and they are exempted. And there is a way 
to deal with it within the statute. So I do not see a problem with 
the $10,000 threshold, although I could probably be convinced if 
the law enforcement agencies felt that it would be just as effective 



^icjitized by GOOgle 



19 

at a higher level. We would be happy to deal with that and discuss 
that. 

Chairman King. Thank you. 

Mr. Vento. 

Mr. VENTO. Thanks, Mr. Chairman. 

Mr. Johnson, there are a number of reports. One of the over- 
riding themes here is that, while "Know Your Customer" has been 
withdrawn — and I know that you are not, in a sense, as involved 
as some of the regulators, perhaps, were in this — that the, in es- 
sence, the activity surrounding it still persists, in other words, the 
major objections to it, even though it is not, from a regulatory 
standpoint, being implemented, the activities which have, of course, 
caused some concern, some rather substantial concern, or the im- 
plied activities still persist. 

And so, you know, I mean, I am concerned because it seems to 
me that all of you are testifying that we still need the SAR reports 
and find them useful and so there are a number of questions that 
are inspired, sort of, by that particular response. I, frankly, am on 
the side of saying, you know, at this point, they would have to 
show me that it ian t workable, that it is not necessary. And so I 
think you are making probably a pretty strong case. 

But do you have any general response to that, or not, Mr. John- 
son? Or Mary Lee Warren, do you have a response to that, gen- 
erally? Maybe the regulators would be the better, you know 

Mr. JOHNSON. Just very quickly, in the comments of the Mem- 
bers of the committees at the opening of this hearing, there was 
a call for the need for balance. And I think the BSA and I think 
with the implementation of the BSA with respect to the regulations 
that have been put in place, all of those were put in place after pe- 
riods of comment. We have struck an appropriate balance. That 
doesn't mean that we are going to turn a deaf ear to those who 
raise privacy concerns. And there may be some issues with respect 
to that. But we think that, listening to those concerns, we have 
struck an appropriate balance. We have in place a very powerful 
tool to go against very powerful criminal entities and we shouldn't 
abandon that tool. 

Ms. Warren. I can only echo that. I believe the balance is appro- 
priately struck between the necessary intrusion into privacy 
against the need to protect the public and ensure the integrity of 
the financial system. 

Mr. Vento. Well, yes, one of the issues here, Mr. Small and oth- 
ers from the regulator side — I don't know how you pronounce your 
name Mr. Sciacca. It doesn't look like Sciacca. I don't think that's 
the initial of — in any case, but what, Mr. Small and Mr. Sciacca, 
what type of training do we do of the individual? Do we do any 
type of in-service training or outreach to the financial institutions 
to make certain that these types of reports, since these are impor- 
tant reports, lengthy reports, at any given time, hundreds of thou- 
sands that are put out in a given year, and to make them useful, 
what type of in-service, what type of training do we do in terms 
of bank personnel in regard to this? 

Mr. Small. Mr. Vento, one of the things that we do — and all of 
the regulatory agencies do this — is we participate in a number of 
programs sponsored by the various banking organizations through- 
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out the year where we give in-depth presentations on what it is we 
are expecting, how we are interpreting what our regulations are 
that are out there. And being available to answer questions. 

We also, at least at the Federal Reserve, we do training through 
our Reserve banks in the districts that they operate to banking or- 
ganizations. And one of the things that we have been attempting 
to do over the years is try and focus in on what types of reports 
are going to be useful in terms of Suspicious Activity Reports and 
what types of reports do contain information that really possess lit- 
tle value and little assistance to us, to try and focus in on what 
would be useful to law enforcement and to the regulators. 

Mr. VENTO. Mr. Sciacca. 

Mr. Sciacca. I would agree with Mr. Small or echo what Mr. 
Small said and that is that we are available and do participate in 
programs throughout the year. Our training is geared toward our 
examination staff. At the same time, that examination staff is. on- 
site every twelve months, or every eighteen months and we do have 
examination procedures that we do share with the banks. The ex- 
amination process is not simply the oversight process, from our 
perspective, it is an educational process. And we do spend time 
with the bankers and, at any time, we will spend time with the 
bankers during the examination process or otherwise. 

But our own training is geared to the examiner and our examin- 
ers are encouraged to spend time with the bankers during the ex- 
amination process. 

Mr. Vento. Yes, well, really that ought not to just be the respon- 
sibility of the bank regulators, but others that are interested in 
using this information. For instance, there is the — I think it is im- 
plied in some of the testimony — that all of these reports are put in, \ 
and that there never is any feedback. It seems to me if I were sit- 
ting there making all this paperwork, and I am a banker and a 
small banker in Minnesota someplace — if you can imagine that, 
that would be something of a fantasy, but just try — and the fact 
was, you know, I am putting in the reports, but I am never getting 
any feedback from it. So I really don't know if I am — in other 
words, you want to reinforce in a positive way that what I am 
doing is helpful, is being resolved, you know, so is there any feed- 
back in terms of resolution without jeopardizing the cases and so 
forth that you are doing, with regards to the SAR reports or any 
of the reports that you require? 

Mr. Johnson. Sir, at the Treasury Department, we work with 
the Bank Secrecy Act Advisory Group. And one of the issues that 
is, again, underscoring the theme of actually listening to those that 
are regulated and listening to the public, one of the issues that has 
been raised is the notion of feedback. It is a project that has been 
undertaken by a component of the group. We aren't yet in a posi- 
tion to say that we have a final product and a final mechanism for 
feedback. But it is a concern that we have heard and it is a concern 
that we are moving toward addressing. 

Mr. Vento. I think it would be helpful, I mean from my stand- 
point, in terms of trying to encourage positive reports in terms of 
also trying to indicate, you know, in a sense, what are the—and 
then, you know, there are many questions I could ask. One of the 
solutions here is to suggest that, well, if you put in these types of 
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reports, you resolve it, there is no problem there, then you could 
inform the person who is reported upon that there was such a re- 
port made. Or, in fact, you could inform them at the time that such 
a report went in. Of course, I expect at that point that it would, 
it seems to me, have some problems in terms of the prosecution of 
a certain type of behavior. So that is sort of self evidently a prob- 
lem. But what about the conclusion when there is no — that such 
a report was put in? Would either of these or any of these, regard- 
ing the episode or event, be practical? 

Mr. Johnson. 

Mr. JOHNSON. Mr. Vento, the issue of reporting back and feed- 
back is a tough one for us. And what I would like to do is work 
with the committees, work with the Bank Secrecy Act Advisory 
Group members to come forward with a proposal because 

Mr. Vento. Well, I don't find the answer too mysterious here. It 
seems to me that, on many occasions, it is not all — you dont want 
to do that because that would fundamentally pull the rug out from 
under a criminal prosecution. But I am just saying that this is 
being raised. It seems as though Mary Lee Warren wants to re- 
spond. 

Ms. WARREN. Well, there are some times that the information in 
the SAR does not appear to be useful, but it may, within several 
years, when combined with information that we have collected over 
time, all of a sudden spring to importance. So it would be hard to 
say when it would be that you would tell the individual. 

I would like to suggest that it is very helpful to have this hearing 
to give that kind of feedback in a public way of how important the 
SAR reporting is to law enforcement and that we are using it to 
great advantage. 

Mr. VENTO. Well, thanks, Mr. Chairman. 

Chairman King. Ms. Roukema. 

Chairwoman Roukema. Ms. Tischler and probably the rest of the 
panel probably noted how I kind of chuckled when she said she 
didn't want to sound like Attila the Hun or be identified as Attila 
the Hun. I want to say your views are fine with me. I don't think 
of you as Attila the Hun, Ms. Tischler. I think you are more like 
Dick Tracey or maybe J. Edgar Hoover who did so much as head 
of the FBI to bring law and order to this country. That is another 
way of saving I am so pleased what I have heard with this panel 
with respect to the support for BSA. I appreciate that. That doesn't 
mean that we have all the answers to all the questions yet, but I 
think it was Mr. Johnson and/or Ms. Warren who, in one form or 
another said if we are serious about these crimes, we need record- 
keeping and reporting regulations. 

Now, how are we going to improve on current performance? Will 
law enforcement come out with some new strategies? I didn't hear 
anyone speak to the question of the "Know Your Customer" rules. 
As I said in my introduction, this is a profound problem. I would 
love to have any insights or thoughts that any of you would want 
to make here and now. In addition, I would hope that you would 
in follow-up to this committee as to how we can get back to the 
"Know Your Customer" rules. It was probably appropriate to sus- 
pend them at the time. But let us not leave them out there and 
not address the problem in a realistic way. 
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Would anyone want to comment on that? On how we are going 
to get back to that "Know Your Customer" rules? No? 

Why, Mr. Small? 

And then I will get to you, Mr. Johnson. 

Mr. Small. Well, I think, Madam Chairwoman, the issue is that 
we are still trying to resolve that issue internally with the Board 
to determine if there is a next step and what that next step should 
be. And there are issues that we are debating of substance. 

Chairwoman Roukema. Well, there has to be a next step. It is 
not if there is a next step. There has to be, isn't that correct? Or 
are you going to just drop it? 

Mr. Small. Well, I think that is one of the issues that is still to 
be decided. And the Board hasn't made a final determination as to 
if there is a next step and what that next step would be, if there 
is going to be a next step. 

f think it is clear — and it is a recommendation that I have made 
to the members of the Board — that, at a minimum, we need to 
come back with some guidance in this area if we do nothing more 
and that also is still being discussed. 

Chairwoman Roukema. Anyone else? 

Mr. Johnson, would you like to comment on that? 

Mr. Johnson. Well, with respect to the "Know Your Customer" 
rules, they were not issued by the Financial Crimes Enforcement 
Network, hut— and in my testimony, at least in my long statement, 
I talk about the distinction between the suspicious activity report- 
ing regime, which has been very much a valuable tool, as empha- 
sized by law enforcement and the "Know Your Customer" rules. I 
think from the perspective of a person who is not only very con- 
cerned about the problem of money laundering, but also one of the 
people that is very concerned about how we implement the various 
anti-money laundering programs and regulations, what we are 
looking toward in the next steps is trying to get the most out of 
the tools that we have in place and to move down that line. 

Chairwoman Roukema. Well, this gets back to the question that 
I asked of the panel the other day. You and I, in a private con- 
versation, discussed this subject, in fact. The fact is that Treasury 
has been working for a number of years, and are long overdue in 
terms of presenting, the final rules on MSBs. It is also your stated 
intention of having the national money laundering strategy soon. 
Both of these are overdue now. Can you give us some enlighten- 
ment as to what is left to do and how soon you think you will bring 
these to the Hill? They are, of course, related, again, directly to the 
"Know Your Customer^ rules. 

Mr. Johnson. The duty and I think, actually, in many respects, 
the privilege of putting together the national money laundering 
strategy, was something that was given to the Treasury Depart- 
ment at the end of October 1998. 

Chairwoman Roukema. Yes, through statutory requirement. 

Mr. Johnson. Yes, that is right. And I think through the good 
offices if this committee, particularly Ms. Velazquez. 

Chairwoman Roukema. Yes. 

Mr. Johnson. And we are overdue. Our report was due back on 
February 1 and we are working to get a report to the Committee 
and to the Hill and act on it in the next two to three months. With 
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respect to the money services businesses, I believe that my partner, 
Assistant Secretary Bresee, testified that 46 days from her testi- 
mony last week we would report back to the committee on our sta- 
tus. We are working through issues of implementation and issues 
of resources. And I believe that we are due to get back to the com- 
mittee on June 1. 

Chairwoman Roukema. At least a report. I was hopeful that you 
might say with, perhaps, final recommendations. But, in any case, 
does the Fed or the FDIC have any comment to make on that? You 
are working — you are involved, are you not, in the FDIC? No? 

Mr. Small. We are involved in the strategy. We are not involved 
in the MSB rules. 

Chairwoman Roukema. I see. 

Mr. SMALL. And I actually think, by statute, there is a consulta- 
tion requirement for the strategy. 

Chairwoman Roukema, Yes, you are correct. I had forgotten 
that, but I believe you are correct that there is a statutory require- 
ment. Well, we are waiting with bated breath, really. I know Treas- 
ury is very serious about it, but it is very difficult to justify the 
kind of time lag that we have had here. There has been no explicit 
report from Treasury and from others that are involved. Thank you 
very much. 

Chairman KING. Thank you, Chairwoman Roukema. 

Mr. Goode. 

Mr. Goode. Thank you, Mr. Chairman. I would like to ask Mr. 
Johnson, or really anyone on the panel, in the last year, how many 
individuals have you found have violated or been investigated be- 
cause they deposited more than $10,000 in cash? 

Mr. Johnson. Sir, I don't have the precise — I don't have figures 
for the number of CTR prosecutions or violations, whether or not 
they are criminal prosecutions or administrative actions. 

Mr. GOODE. Just give me a ballpark of prosecutions and viola- 
tions that 

Mr. Johnson. I would like to get back to you on that. Any ball- 
park would be speculation on my part. 

Mr. GOODE. Let me ask you this. It would seem to me that the 
sophisticated, knowledgeable money launderers are never going to 
run afoul of the $10,000 limit or your other BSA rules. What is 
your response to that? 

Mr. Johnson. Well, the rules serve a number of functions, one 
of which is to develop a paper trail. The other one is to attempt 
to put a barrier to the first phase of the money laundering process, 
which is placement. With the rules in place, it is more difficult for 
would-be money launderers to place with impunity large quantities 
of money into our financial systems, so they have to go to other 
means, whether or not it is breaking down the deposit into much 
smaller amounts, which increases the costs of the transaction or 
smuggling the large quantities of illicit proceeds out of the country. 
That makes it much more expensive for them to do that. 

And not all of the would-be money launderers are sophisticated. 
When I was a prosecutor, we used to say we would always get the 
defendants because they are smart. And that is the case in certain 
cases where they ignore the rules and it helps to develop an audit 
trail for us. One of the things that we do prosecute — but, again, I 
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don't have the figures — is the actual crime of trying to avoid the 
money laundering requirements, that is, structuring transactions 
so instead of depositing $10,000 into a bank, one might see mul- 
tiple deposits over a series of days or into different banks of $9,900. 

Mr. Goode. And that is a violation? 

Mr. Johnson. That would be if we were able to make out the 
case of criminal intent, that would be one of the violations. 

Mr. Goode. How would you catch somebody if a money launderer 
had a small business like a convenience store that had a lot of 
cash? 

Mr. Johnson. Well, for at least investigative approaches, I might 
do well to defer to Ms. Tischler, but very often, in terms of the 
cases, some of the techniques involve surveillance. Some of the 
techniques involve informant information. There are a wide variety 
of techniques that can be used to identify potential defendants. 

Mr. Goode. So I guess, really, what you are saying, a lot of the 
money launderers aren't sophisticated and they do get caught? 

Mr. Johnson. A lot of persons who are engaged in money laun- 
dering, whether or not they are sophisticated, do take steps that 
trip the protections in our system. And when they do that and we 
are able to, through our investigators, identify them, we can take 
advantage of the information they generate through the Currency 
Transaction Reports. And even, on occasion, when they are in- 
volved in structuring, the suspicious activity reporting regime can 
also come into play. 

Mr. Goode. OK and you will get back to me with, one, the num- 
ber of violations and, two, the number of prosecutions and, three, 
the number of convictions in the last year? 

Mr. JOHNSON. Yes, sir. 

Mr. GOODE. OK. That is all, Mr. Chairman. I yield back. 

Chairman KING. Mr. Hill. 

Mr. Hill. Thank you, Mr. Chairman. 

I have a question for Atilla Warren. You made the comment that 
this is a necessary intrusion into privacy and that you use it to 
great advantage. Should there be any restraints and any bound- 
aries in terms of law enforcement's access to the information that 
you receive from the CTR reports and SAR reports? And, if so, 
where would you draw those boundaries? 

Ms. Warren. Certainly there need to be boundaries in terms of 
the way the material is held and maintained, if not revealed be- 
yond law enforcement until it is part of proof at trial. So there need 
to be those constant restrictions to protect the individual's interest 
in privacy. 

Mr. Hill. But as far as their banking information, do you believe 
that that there should be access without limit? 

Ms. WaRREN. No, and we are really only speaking about the 
SARs now that relate to individual transactions, and the informa- 
tion that is provided about the transaction that the financial insti- 
tution has reason to know, or reason to suspect, is somehow indic- 
ative of a criminal violation is a limitation that is really quite nar- 
rowly drawn. 

Mr. HILL. So how many SARs are filed a year? 

Ms. Warren. I would have to look to FinCEN for that answer. 

Mr. Hill. It is a lot. 
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Ms. Warren. It is a lot. 

Mr. Hill. And the number of prosecutions associated with those 
is relatively small? 

Ms. WARREN. No. It is relatively large. They are used not just for 
individual prosecutions, but often they are used as one part of the 
proof. I believe they are used in a large percentage of our financial 
crimes and narcotics crimes prosecutions. Certainly in terms in the 
investigative stage, they are often part of the proof at trial. 

Mr. Hill. But, just so I understand, is what you are saying is 
that, when you do prosecute someone, a SAR is — there is a high 
probability that a SAR will be part of the evidence against that 
person. But what I am looking at is the number of SARs that are 
hied relative to the number that are actually used in a prosecution. 
Is there any statistical data that the Congress could have to try to 
evaluate this supposed balance between the intrusion on privacy 
and the effectiveness of the tool? 

Ms. Warren. I don't know and I can see what we can do to look 
into it. But let me just give you the figures from the FBI's Finan- 
cial Institutions Fraud Unit, one specific unit within the FBI that 
oversees their investigations across the country. And for 1998, 
there were 2,613 Federal convictions. 98 percent of those were ei- 
ther initiated or enhanced by SARs. That is a striking percentage. 

Mr. Hill. But the question is, how many SARs were filed? I 
mean, you would agree that the number of reports that are filed 
is some measure of the intrusion of privacy? 

Ms. Warren. Yes. 

Mr. Hill. All right. That is the statistic that I am trying to get 
to. 

Ms. Warren. That is one part of what one needs to look at. The 
second part is what kind of information is transferred in that re- 
port to measure the intrusion of privacy. 

Mr. HILL. Mr. Johnson, you made the comment that the regula- 
tions were put in place to strike a balance. How were the regula- 
tions modified to protect privacy in the process of developing the 
regulations? 

Mr. Johnson. The regulations are, I believe 

Mr. Hill. Specific to privacy. 

Mr. Johnson. I believe that I have said that the regulations do 
strike an appropriate balance. 

Mr. Hill. Right. 

Mr. Johnson. Not, necessarily, that they were modified to strike 
a balance. 

Mr. HILL. Well, in the drafting, obviously you tried to strike a 
balance between privacy and the need for this information. What 
arguments, what limitations, what aspects of these regulations are 
there for the purposes of privacy? 

Mr. Johnson. Well, in dealing with the issue what is the balance 
that the regulations strike, an important lesson may be drawn 
from what they don't do. What they don't ask banks to do is iden- 
tify, establish profiles or base lines for particular customers. What 
they don't ask banks to do is monitor customers' accounts on a reg- 
ular basis. What we ask banks 

Mr. Hill. So, they are not as comprehensive as "Know Your Cus- 
tomer." 
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Mr. Johnson. They don't go the distance of "Know Your Cus- 
tomer." They are strongly distinguishable from the "Know Your 
Customer" proposed rules. They look at particular transactions and 
the banks are required to report on transactions that they know or 
have reason to believe are not done, say for economic reasons or ra- 
tional reasons, they are very carefully — and now I am speaking 
about the SAR rules — they are carefully targeted to identify par- 
ticular transactions. It is very different to say I am going to, as a 
banker, I have to look at transactions that are, in some respects, 
suspect, as opposed to the Federal Government is asking me to look 
at all transactions that Jim Johnson engages in. I think we would 
all agree that that is a very, very different sort of inquiry. 

Mr. Hill. Mr. Johnson — if I could ask just one last question, Mr. 
Chairman — you made reference to the BSA advocacy group as help- 
ing you establish the balance with regard to the rules arid regula- 
tions, are there any privacy advocates that are represented in that 
advocacy group? 

Mr. Johnson. There is the Bank Secrecy Act Advisory Group 
that is within Treasury and I believe there is a component within 
that group — I don't know if there are privacy groups, what you 
would define as privacy groups are represented on that compo- 
nent — but there is a subgroup of the Bank Secrecy Act Advisory 
Group that is looking into issues of privacy. 

Mr. HlLL. But are any of them advocates for privacy, I mean, 
representing civil liberty concerns? 

Mr. JOHNSON. I believe the answer is yes, and I can get back to 
you with the names of the individuals that are represented on that 
group that would be responsive to your question. Because my sense 
of the answer being yes may not necessarily agree with what you 
would view as a privacy advocate. So I think, unless we define 
that, we may be speaking at odds. 

Mr. Hill. Thank you, Mr. Johnson. 

Thank you, Mr. Chairman. 

Chairman King. Thank you, Mr. Hill. 

My colleague from New York, Ms. Velazquez. 

Ms. VELAZQUEZ. Thank you, Mr. Chairman. Thank you for allow- 
ing me to participate, to sit in on this subcommittee hearing. 

Mr. Johnson, 1 wanted to take this opportunity to express to you 
my disappointment in terms of the work that the Department has 
done so far in terms of developing the national strategy on money 
laundering. And many questions have been placed, letters have 
been sent to you, and the response has not been there. So today 
I want to take the opportunity to ask a question that has not been 
answered. And I would like to know when this strategy will be re- 
ported to this committee. 

And when we sat down in December in my office, I stressed to 
you the importance of ensuring that State and local law enforce- 
ment organizations were properly included in drafting this strat- 
egy. That is an important element of putting together this coordi- 
nated effort. I asked several specific questions about the level of 
outreach that your office was conducting to State and local law en- 
forcement authorities and your explanation in the letter was not on 
that. In light of this, what lessons have you learned, the Depart- 
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, ment, about conducting outreach? And what areas have you identi- 
fied that need improvement? 

Mr. Johnson. A couple of quick points. One is I took to heart 
your strong urging in the office to make sure that we reached out 
to State and local authorities. And we did that through — at times 
through proxies — through the National Association of Attorneys 
General and others. We are and have been on a relatively short 
timeframe and, as you know, we haven't hit our mark in terms of 
producing for you the strategy that you have been supporting for 
you and the committee, the strategy that you have been supportive 
of. 

As was testified to last week, we are looking at trying to turn 
this around and report back to the committees the strategy in the 
next two to three months. There is more outreach for us to do. This 
is the first time in developing this strategy that, one, it is, as you 
know, it is a novel approach that you provided the energy and the 
vision behind. And it is the first time that we have had to reach 
out in this way to a variety of groups to develop the strategy. As 
our timeliness has indicated, it is not been a process without prob- 
lems and not without its challenges. 

But, make no mistake about it, we view the strategy as a very 
important tool within the law enforcement community. We view the 
effort behind it as very significant. And, you know, I have put as 
many of the resources as I could behind generating a document 
that I believe you would be proud of. 

Ms. Velazquez. What is your timetable? 

Mr. Johnson. We expect to have something to report back to the 
committees within the next two to three months. 

Ms. Velazquez. When we had our meeting in December, you ex- 
plained that your Department had selected the financial crime 
steering committee to begin developing the strategy. I explained to 
you that a larger group was envisioned in my legislation. Addition- 
ally, in my follow-up letter, I explained that the steering committee 
should only be used as a filter. And I asked you to provide me with 
a plan for how the agency will structure and organize this larger, 
more comprehensive anti-money laundering strategy group. Now 
that you have had several months, could you please tell me how 
you have gone about assembling this group? 

Mr. Johnson. Well, what we have done is used the personnel 
within the Financial Crimes Policy Steering Committee to reach 
out and actually conduct the outreach to various interested groups 
that are set forth in the statute and groups that have not been set 
forth in the statute. The policy committee has been, essentially, in 
the position of receiving this information and then personnel on my 
Btaffhave been working to draft the strategy. But the steering com- 
mittee has functioned as a filter to get this information and to put 
it into the document. 

Ms. Velazquez. When will your agency have the plan for the or- 
ganization and structure of the anti-money laundering strategy 
group? 

Mr. JOHNSON. There are two issues, I think, raised by the ques- 
tion. One is sort of the logistics of our getting to completion. And 
I believe that, through the use of the smaller policy steering com- 
mittee to get all of the information and synthesize the information, 
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we have answered the logistical problem, although we are not, 
clearly not, complete with getting this report done. 

There is a second larger issue which is very important to the re- 
port and I believe that when you see the strategy, you will see that 
what we want to do is establish — it is not yet finished, but it is to 
establish around the country groups along the line that Assistant 
Attorney General Warren just testified about, which are bringing 
in groups and establishing localities, groups that would evaluate 
SAR data. We are looking, too, and the President put in the Fiscal 
Year 2001 budget, an appropriated amount that would also work 
toward providing grants to the high-intensity financial crimes 
areas. So that is part of all that we are developing. 

Ms. Velazquez. Now that you have mentioned the grant part, 
what efforts has the agency made to ensure that this funding is 
part of them? 

Mr. Johnson. Well, the first step we took was to make sure 
that — to do our level best and we were successful in making sure 
that funding in the amount of $3 million was included in the pro- 
posed budget that has been sent up by the President. That was 
step one. 

Step two — and this is also something that we drew in part from 
the counsel you mentioned you gave us in your office back in De- 
cember—is that we have been in consultation, not only within 
Treasury, but with the Justice Department, about working to es- 
tablish the best possible mechanism for implementing such a grant 
program, should those funds be appropriated for the grant pro- 
gram. 

Ms. Velazquez. I look forward to seeing the strategy and I look 
forward to working with you. This is an important issue, especially 
for my community where money laundering brings so many crime 
activities and I share with you the fact that in only a 20-block ra- 
dius in my district, I have over 300 wire services, casas de cambio, 
that you mentioned before. So this is an important issue and I am 
telling you that I am going to be making phone calls, I am going 
to be sending letters to your office, until we get this strategy re- 
ported to this committee. 

Ms. Warren, one of the important elements of this strategy is 
that— just one more question, because this is very important and 
it is the essence of the strategy that we put together, a strategy 
that is coordinated with all those agencies that have a stake in 
terms of money laundering. Have you been consulted? 

Ms. Warren. Yes, absolutely. 

Ms. Velazquez. And time has been given to you in terms of al- 
lowing comments and reaction to the strategy? 

Ms. Warren. Yes, and we have done it in writing and orally and 
in a series of meetings. 

Ms. Velazquez. Thank you. 

Thank you, Mr. Chairman. 

Chairman KING. Thank you, Ms. Velazquez. 

Chairman KING. Dr. Paul, you said you were going to pass until 
the second round? 

Mr. Gonzalez? OK. 

Congresswoman Roukema, do you have any? 
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Chairwoman Roukkma. No, I have been very pleased with the 
testimony except I will tell Ms. Velazquez that I asked some of the 
same questions. She and I are on the same page on that issue and 
I credit her for her leadership here. 

Chairman KING. As Ms. Velazquez has shown so much leader- 
ship on so many issues. Thank you. 

All right, I thank the panel for their testimony. I look forward 
to working with you and, again, thank you for your cooperation and 
your assistance. You axe excused. Thank you very much. 

Before we introduce our second panel, I would like to, at this 
time, introduce into the record the statement of Congresswoman 
Sue Kelly who intended to be here today but cannot. And, without 
objection, I order her statement into the record. 

[The prepared statement of Hon. Sue W. Kelly can be found on 
page 62 in the appendix.] 

Chairman King. Now I would like to introduce our second panel 
and we will be finding out what the schedule for votes is going to 
be on the House floor. But we will certainly try to get started with 
this panel and go as far as we can before the votes are called. 

On our panel today we have Mr. John Byrne, who is the Senior 
Federal Counsel of Regulatory and Trust Affairs for the American 
Bankers Association. We have Gregory Nojeim, who is the Legisla- 
tive Counsel for the American Civil Liberties Union, which, of 
course, has been very outspoken on behalf of privacy rights. We 
have Ms. Solveig Singleton. She is Director of Information Studies 
for The Cato Institute and she has recently testified against the 
proposed "Know Your Customer" regulations before a House Judici- 
ary Subcommittee hearing. And, finally, Mr. Winner Parker, who 
is a former Assistant United States Attorney with extensive experi- 
ence prosecuting drug violators. I believe you worked with our col- 
league, Mr. Barr. That is my understanding. 

Mr. PARKER. That is correct. Yes. 

Chairman King. I will ask Mr. Byrne if he would begin his testi- 
mony. 

STATEMENT OF JOHN J. BYRNE, SENIOR FEDERAL COUNSEL, 

REGULATORY AND TRUST AFFAIRS, AMERICAN BANKERS 

ASSOCIATION 

Mr. Byrne. Chairman King, Chairwoman Roukema, Members of 
the subcommittees, I am pleased to be here today to present the 
views of the ABA on the broad issues of privacy, the Bank Secrecy 
Act, and suspicious activity reporting requirements. 

The banking industry has a long history of being beacons of pri- 
vacy, no matter what information gathering requirements we have, 
under law or regulation. Trust is central to a bank's reputation and 
banks take all concerns about privacy protection issues seriously. 
We thank you for this opportunity to discuss issues related to the 
various bank requirements that have been with us in one fashion 
or another for close to 30 years. While the banking industry has 
supported Government efforts directed at money laundering pre- 
vention, we have also frequently raised concerns about the various 
mandates crafted to address that worthy goal. 

As we stated last month at a hearing on the now-defunct "Know 
Your Customer" regulatory proposal, there is a constant dilemma 
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faced by the banking industry: how to balance our obligations to 
identify and record illegal transactions while also protecting the 
privacy of customer financial records. In order to address the im- 
portant consumer privacy concerns that have been expressed re- 
cently, we believe Congress must take the lead 1 — as these sub- 
committees did to have the KYC proposal withdrawn — in explain- 
ing the fact that banks have the dual statutory and regulatory re- 
sponsibility of fraud prevention and data protection. Without a co- 
herent message, consumers will lose confidence in our Nation's fi- 
nancial sector. 

I would also note that Chairwoman Roukema has a bill that ad- 
dresses title problem of bulk cash smuggling, an issue that troubles 
all of us. ABA has been working with the House Judiciary Commit- 
tee over the years to reform the asset-forfeiture laws and we look 
forward to working with Congresswoman Roukema and the com- 
mittee and the House Judiciary Committee in 1999 to deal with 
these issues. 

In my statement today, I would like to briefly address three key 
areas: the cash reporting requirements of the Bank Secrecy Act 
and areas for improvement; suspicious activity reporting require- 
ments and why they continue to be important for fraud prevention; 
and the fact that growing public concerns about privacy must be 
taken into account with any future regulatory proposal. 

As previous witnesses have already pointed out, the Bank Se- 
crecy Act was enacted: To require certain reports or records where 
they have a high degree of usefulness in criminal, tax, or regu- 
latory investigations or proceedings." In 1972, the Bank Secrecy 
Act regulations required banks to file cash reports over $10,000. 
Congress, the agencies, and the industry believe that there was a 
need to change how cash transactions were filed and the 1994 
Money Laundering Suppression Act, under the leadership of this 
lesed. T " ... 



committee, was passed. This law received widespread support, in 
part because of the congressional concern that routine CTRs are ex- 
pensive for financial institutions to file, for the Treasury to process, 
and they impede law enforcement by cluttering Treasury's CTR 
database. We appreciated your efforts then, and we are pleased 
with the forum you are providing now to continue the debate on 
CTR reporting. 

Since banks file millions of routine currency reports each year, 
the 1994 mandate to reduce those filings was indeed welcome. 
While this system is still relatively new, unfortunately the number 
of CTR filings is not dropping as dramatically as both the industry 
and the Government had hoped. If the filings continue to stay at 
needlessly high levels, the usefulness of cash reporting for law en- 
forcement purposes will continue to be called into question. There- 
fore, ABA would recommend that, after a reasonable period of time, 
additional changes to the filing of routine CTRs should be consid- 
ered, such as increasing the threshold for reporting. 

The Suspicious Activity Report, or SAR requirements and their 
predecessor, the criminal referral reporting regulations, have been 
in effect since 1984. These requirements mandate an institution's 
report of possible violations of Federal law to the Treasury Depart- 
ment after the discovery of insider abuse, any violation of Federal 
law, or potential money laundering activities. These forms are filed 
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so that law enforcement can investigate and eventually prosecute 
individuals for committing fraud against a financial institution. 
SARs are not mechanisms to collect information on predictions of 
future illegal activity. In fact, in ABA's comment letter on the need 
to withdraw the "Know Your Customer" proposal, we stressed the 
fact that banks should focus on suspected crimes, not predict pos- 
sible violations of law. 

Madame Chairwoman, during the debate on the KYC proposal, 
there may have been some confusion about the SAR requirements. 
SAR filings are carefully crafted reports that a bank submits to 
FinCEN that indicate a belief that a financial crime may have oc- 
curred. SARs are not filed by front-line personnel and include no 
financial records with the form. It is important to stress that banks 
have multiple obligations to protect accountholders, shareholders, 
and the general safety and soundness of the institution. And SARs 
assist the industry to do just that. It is also no secret that fraud 
remains a major concern for financial institutions and SARs assist 
us in addressing that concern. 

It remains clear that there must be a mechanism by which finan- 
cial institutions can report bank fraud or we will be left without 
a device to assist in the prosecuting of complex financial crime. 
SARs are that mechanism. I would also point out the lack of simi- 
lar SAR requirements on other financial services providers is bad 
public policy and should quickly be remedied. 

Finally, let me just briefly mention the issue of privacy. The 
American Bankers Association believes that we protect— the bank- 
ing industry, that is — customer privacy better than any other in- 
dustry in the United States. We have long protected customer in- 
formation from unauthorized access while fulfilling our mandate to 
report possible violations of law. We recognize, however, that there 
is a need for consumers and policymakers to be made aware of that 
fact. ABA opposed the "Know Your Customer" proposal, among 
other reasons, because the terminology used in the rulemaking 
clearly raised great concern with both bankers and the public about 
privacy. The overwhelming public view of the potential 
invasiveness of the proposal dominated the discussion and the 
agencies took the only proper course by withdrawing the proposal. 

Therefore, we strongly recommend that no future proposal that 
covers financial information should ever proceed to a public rule- 
making .until the agencies have carefully considered the privacy 
ramifications. This is certainly a minor lesson we learned in the 
past six months. 

Finally, we appreciate the opportunity to discuss issues related 
to bank reporting. We have included in our written testimony a 
number of other proposals to deal with the Bank Secrecy Act and 
we would be happy to answer any questions. 

(The prepared statement of John J. Byrne can be found on page 
120 in the appendix.] 

Chairwoman Roukema. [presiding]. Thank you. 

The next person to testify will be from the ACLU, Mr. Nojeim. 
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STATEMENT OF GREGORY T. NOJE1M, LEGISLATIVE COUNSEL, 
AMERICAN CIVIL LIBERTIES UNION 

Mr. Nojeim. Thank you, Chairwoman Roukema, Chairman King, 
Ranking Members Vento and Sanders, and Members of the sub- 
committees, I am pleased to testify before you today on behalf of 
the ACLU about financial privacy and the reporting requirements 
under the Bank Secrecy Act. The ACLU is a nonprofit, nonpartisan 
organization with more than 275,000 members, dedicated to pre- 
serving the principles of freedom set for in the Bill of Rights. 

Today I will explain why the suspicious activity reporting re- 
quirements of the Bank Secrecy Act should be repealed and how 
the overwhelming public response to the "Know Your Customer" 
bank regulations reflects broad public support for repeal. I will 
close by suggesting that an alternative law enforcement model, 
which I will call the American model, for protecting financial pri- 
vacy while fighting crimes such as money laundering, should be 
put in place. My focus on suspicious activity reporting should not 
be taken to suggest that we do not have similar concerns about 
other reporting and recordkeeping requirements of the Bank Se- 
crecy Act. 

Congress has given the Treasury Department a virtual blank 
check. Banks, as a result, must report, "any suspicious transaction 
relevant to a possible violation of law or regulation." The regulators 
determine what is suspicious without sufficient guidance from Con- 
gress. Congress also put banks between a rock and a soft place. It 
threatened the banks with substantial fines and penalties if banks 
failed to report suspicious activity. That is the hard place. Then it 
offered banks a safe harbor from civil liability — even if they report 
innocent customer activity in bad faith — and it even gave a statu- 
tory assurance to the banks that customers wouldn't even know 
that the bank had reported their transaction to the Government. 

Using these authorities and relying on this skewed incentive sys- 
tem, the Treasury Department has issued a hopelessly over broad 
regulation. It effectively requires that every $5,000 transaction that 
a bank has reason to suspect is unusual for a particular customer 
must be reported to the Government whenever the bank knows of 
no reasonable explanation for the transaction, based on available 
facts. I submit that that is extremely broad and that many trans- 
actions that aren't reported fit within that mandate. 

In order to determine whether a large transaction is unusual for 
a particular customer, bank regulators direct banks to collect 
enough information about their customers to develop customer pro- 
files. Then the banks are coerced to monitor customer transactions 
to determine whether large transactions are inconsistent with the 
customer profile. Customers who engage in such transactions are 
reported as suspects to the Federal Government on Suspicious Ac- 
tivity Reports, almost 100,000 times every year. 

All of these requirements appear in the "Know Your Customer" 
section of the Bank Secrecy Act compliance manuals issued by 
bank regulators. The FDIC, the OCC, and the Fed all have these 
manuals. And had the witnesses on the previous panel not been 
asked, none of them would have revealed that they already inspect 
for "Know Your Customer" policies. 
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The Federal Reserve characterizes the adoption of "Know Your 
Customer" programs as "imperative," even though they are not 
presently required by regulation or statute. As a result, according 
to the American Bankers Association, 86 percent of banks respond- 
ing to a 1990 survey had voluntarily adopted such programs, under 
pressure from the regulators. 

In December 1998, bank regulators simultaneously proposed 
near-uniform "Know Your Customer" regulations. The response of 
the public was overwhelmingly negative. Over 250,000 comments, 
almost all opposed to the regulation, were received. Bank cus- 
tomers said that they did not want to be profiled by their bankers, 
have their transactions monitored, and have their bankers report 
unusual transactions to the Federal Government. The proposed 
regulations were quickly withdrawn after the comment period 
closed. 

The current statutory and regulatory scheme guarantees that 
"Know Your Customer* will remain in place. "Know Your Cus- 
tomer" is inextricably entwined with suspicious activity reporting. 
It would be dishonest to suggest that withdrawal of the "Know 
Your Customer" regulations means that "Know Your Customer" 
has been excised from the banking industry. 

The current system that we have in place to stop money launder- 
ing is surveillance based. Personal financial information about 
many people is reported to law enforcement through FinCEN with- 
out any hint of judicial supervision or any showing by law enforce- 
ment of probable cause, reasonable grounds to believe, or other lev- 
els of suspicion. That information is made available electronically 
to many law enforcement agencies and thousands of law enforce- 
ment agents. No court order, warrant, subpoena, or even written 
law enforcement requests showing a need for the information need 
be prepared. 

We propose an alternative model, which I will call the American 
model. It is illustrated here on the poster. 

[The illustration referred to can be found on page 166 in the 
appendix.] 

It is based on principles in the Financial Privacy Act. Basically, 
before personal financial information moves from the bank to law 
enforcement and FinCEN, the principle that a subpoena, with no- 
tice to the customer or notice to a grand jury, as is the case in the 
Financial Privacy Act, or a warrant based on probable cause, is put 
in place. 

A lot of people believe that the affiliate sharing is the biggest 
issue when it comes to financial privacy. We believe that is a big 
issue. But, because law enforcement has the power to deprive peo- 
ple of their liberty, we believe that at least as great a privacy inter- 
est is at stake when personal financial information moves from the 
bank to law enforcement. 

Under this model, intrusive SARs are abolished. The mandates 
of profiling customers; monitoring their transactions; and reporting 
large, unusual ones are abandoned. Substituted for them are vol- 
untary disclosures relevant to a possible violation of law, and the 
reporting only of information that would enable the Government to 
obtain enough information to activate, not circumvent, the sub- 
poena and warrant requirements. 
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And a safe harbor is afforded only disclosures made in good faith. 
A safe harbor, to be safe, need not extend all the way from Boston 
to Miami, as is the case under current law. 

Members of the subcommittees, there is no doubt that law en- 
forcement will argue that the massive invasion of privacy rep- 
resented by the current system, is justified. Well, every fisherman 
knows that if you cast a net wide enough and as many as 100,000 
times in a year, you are bound to eaten a few big fish and a lot 
of small fry. And, as Mr. Goode pointed out, even big fish who are 
smart can get away. But that is not our system. 

We urge you to stop leaving these matters to the same regulators 
who proposed "Know Your Customer." In their view, "Know Your 
Customer* is an appropriate balance between privacy and law en- 
forcement. Congress should step in aggressively to protect financial 
privacy. Thank you. 

[The prepared statement of Gregory T. Nojeim can be found on 
page 141 in the appendix.] 

Chairman King, [presiding]. Thank you, Mr. Nojeim. 

Ms. Singleton. 

STATEMENT OF SOLVEIG SINGLETON, DIRECTOR OF 
INFORMATION STUDIES, THE CATO INSTITUTE 

Ms. Singleton. Thanks very much, Mr. Chairman, Ms. Chair- 
woman. My name is Solveig Singleton. I am a lawyer and the Di- 
rector of Information Studies at The Cato Institute. Thanks for this 
opportunity to comment on the Bank Secrecy Act. My testimony 
will, essentially, examine whether the Act's requirements are con- 
sistent with a coherent Federal privacy policy. 

I am going to emphasize the following points. First of all, to some 
extent, public accountability mechanisms protecting privacy under 
the Bank Secrecy Act have railed in some respects. The second 
point is that, as an approach to crime, the Bank Secrecy Act's re- 
porting requirements seem, by some accounts, to fail elementary 
cost-benefit analysis. That is, while they serve law enforcement to 
some extent, so would a requirement that librarians in book stores 
report the purchases of all subversive books and literature and, yet, 
that would not seem to belong in our country. And then, finally, I 
will touch briefly on the inconsistencies between privacy under the 
Bank Secrecy Act and other Federal privacy policies. 

To begin, then, talking about the Bank Secrecy Act and public 
accountability, Greg Nojeim has mentioned the similarities be- 
tween the Bank Secrecy Act and the FDIC's withdrawn "Know 
Your Customer" proposal. I also talk about this to some extent in 
my written testimony. 

One thing that we learned in the "Know Your Customer** context 
is the importance of public accountability in developing policies 
that impact privacy. One key reason, I believe, that existing regu- 
latory practices under the Bank Secrecy Act have not met with the 
level of public outcry that the "Know Your Customer" proposal did, 
is simply that the public is not well aware of the details of regu- 
latory practice under the Act. Many of the details of regulatory 
practice under the Act, in particular, are developed in the form of 
informal guidelines, manuals, and in training sessions and are 
never put through the various procedures of the Administrative 
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Procedure Act. I believe it is absolutely critical that whatever regu- 
latory practices go forward in this area, that they are brought into 
the light of day and subject to public comment. 

Second, in terms of the Bank Secrecy Act's usefulness to law en- 
forcement, I refer in my written testimony to former bank regulator 
Lawrence Lindsey's views on the failure of the Bank Secrecy Act 
to result in a significant number of convictions, given the number 
of reports filed. Essentially, his evidence suggests that, for the hun- 
dreds and hundreds of thousands of reports filed, the vast majority 
of them never result in any investigation and an even tinier num- 
ber result in any convictions. Essentially, then, the Act's usefulness 
in making our streets safer seems to be highly questionable. 

With respect to the necessity of the Bank Secrecy Act in main- 
taining the stability of the banking system, this appears to be 
largely imaginary. There are many banking systems throughout 
the world that are extremely stable and yet protect customer con- 
fidentiality far more than that of the United States. And, in par- 
ticular, the Swiss banks seem to have no problem in this respect. 

Finally, I think that whatever the Bank Secrecy Act's usefulness 
to law enforcement, there are, nevertheless, limits in the types of 
tools we give to law enforcement in a free country. For example, 
there are a number of things we could do that would be undoubt- 
edly very useful to law enforcement. We could require the reporting 
of purchases of subversive books and literature. We could require 
the telephone company to screen all telephone calls for suspicious 
key words and to forward suspicious conversations to law enforce- 
ment. And, yet, clearly those activities do not belong in a free coun- 
try. 

Finally, I will talk quickly about the conflict between the Bank 
Secrecy Act, privacy, and the Federal privacy policy in the big pic- 
ture. Since 1996, the FTC, Vice President Al Gore, and the Com- 
merce Department have repeatedly emphasized the importance of 
customers having notice and consent of what information about 
them is collected and how it is used. Now, ironically, their atten- 
tion has mostly been focused on companies, private companies, who 
use this information for marketing purposes. And, yet, it is the 
Government that possesses the unique powers to arrest people, to 
prosecute them and to subject them to trial. And I think it is rath- 
er upside down to have a Federal privacy policy which approaches 
the private sector on the one hand as if they were the danger and, 
on the other hand, completely neglects the threat of Government 
abuses of that information. It essentially appears that the Federal 
privacy policy in this respect is upside down. 

Thank you very much. 

[The prepared statement of Solveig Singleton can be found on 
page 167 in the appendix.] 

Chairman King. Thank you very much, Ms. Singleton. 

Mr. Parker. 
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STATEMENT OF WILMER PARKER m, ESQ, FORMER ASSIST- 
ANT U.8. ATTORNEY, ORGANIZED CRIME DRUG ENFORCE- 
MENT TASK FORCE, REGIONAL COORDINATOR FOR THE 
SOUTHEAST REGION AND CHIEF OF THE DRUG DIVISION OF 
THE NORTHERN DISTRICT OF GEORGIA 

Mr. PARKER. Thank you very much, Mr. Chairman, Chairwoman 
Roukema, and all other Members of the subcommittees. My name 
is Wilmer Parker. I am presently a partner in the law firm of Kil- 
patrick Stockton where my practice consists of both criminal and 
civil litigation. Prior to my entering into private practice in May of 
1997, I was a United States prosecutor for approximately nineteen 

Stars, first as a trial attorney with the Criminal Section of the Tax 
ivision here at the U.S. Department of Justice in Washington 
from 1978 to 1983 and then as an Assistant United States Attorney 
for the Northern District of Georgia where I served on the staff of 
many United States attorneys, including that of the Honorable Bob 
Barr who is a Member of this subcommittee. 

I appear here today not only as a former prosecutor familiar with 
the enforcement of the Bank Secrecy Act, but also as a partner in 
a law firm which represents many financial institutions. I have ex- 
perience and insight into the law enforcement interests in the 
Bank Secrecy Act regime. I also have experience and insights into 
the financial institutions' perspectives regarding the enforcement of 
the Bank Secrecy Act. 

For the record, I have attached to my brief opening remarks a 
paper I had previously prepared as an Assistant U.S. Attorney and 
one which I have used many times in making presentations on the 
evolution of drug money laundering prosecutions beginning in the 
1970*8 with the enforcement of the Bank Secrecy Act. I respectfully 
request that my prepared remarks along with this paper be re- 
ceived as if read into the record. 

Chairman KING. Without objection. 

[The information referred to can be found on page 176 in the 
appendix.] 

Mr. Parker. Generally, I would state, Mr. Chairman, that I sup- 
port the current statutory and regulatory aspects of the Bank Se- 
crecy Act, which collectively are the lynch pin to money laundering 
prosecutions of wealth — and I parenthetically emphasize wealth — 
derived from the underground economy, which is an untaxed and 
unregulated economy. This economy includes not only drug traffick- 
ing, but various frauds, tax evasion, acts of racketeering, any 
crime, generally speaking, motivated by greed, and requires its par- 
ticipants, in order to use their new-found, ill-gotten gains to sur- 
face, that is, to launder their wealth. Which generally is in the 
form of bank notes or cash from the underground economy to the 
aboveground economy. 

This surfacing or placement of wealth brings the cash into con- 
tact with the financial system of the United States of America. 
That is, the cash is converted from dollars into an intangible prop- 
erty right reflected by an accounting entry of a credit or a deposit 
on a bank statement. Once converted, the illegal wealth may then 
be transported anywhere in the world at the speed of electricity via 
an electronic funds wire transfer from one bank account to another 
to another to another. From one jurisdiction to another jurisdiction. 
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oftentimes, particularly in offshore financial centers, where bank 
secrecy laws preclude access to that information. 

Because the surfacing of wealth derived from specified unlawful 
activity via the world's financial system is so critical to effective 
money laundering, it is, in my opinion, an appropriate activity for 
the Government to scrutinize. Further, it is perfectly reasonable for 
the Government to require financial institutions to report sus- 
picious activities by customers which are inconsistent with local 
commerce. Just like any other citizen has an obligation to report 
to the police activities which they believe are of a criminal nature, 
it is totally appropriate to require banks to file Suspicious Activity 
Reports. 

To suggest that access to banking records by the Government 
would only be permissible if probable cause of criminal activity is 
shown is too extreme to protect the reasonable expectations of a 
customers' privacy. After all, all we are talking about are numbers 
on a statement, which, in and of themselves, are benign informa- 
tion. It takes human beings to put flesh to the bones, give some in- 
criminating information that one might attach to the banking infor- 
mation. 

Our Nation's financial system is not based on strict banking con- 
fidentiality. The financial data per se is not so sensitive that its 
disclosure to the Government constitutes a violation of any individ- 
ual's privacy interests. 

I thank the committees for its time and I will be glad to answer 
any of your questions. 

[The prepared statement of Wilmer Parker III can be found on 
page 174 in the appendix,] 

Chairman King. Thank you very much, Mr. Parker and I want 
to thank all the members of the panel. I have a few questions. 

Mr. Byrne, do you believe the Federal Government could do a 
better job of keeping your industry informed about the ultimate 
disposition of the reports filed under the Bank Secrecy Act? 

Mr. Byrne. Yes, we do, Chairman King. We have asked in the 
past that there be some better mechanism for feedback. While rec- 
ognizing that ongoing investigations are frequently not the time or 
the place to explain to a bank the value of a particular suspicious 
report, we think some frequent report back on the types of viola- 
tions we have reported, the types of information included on a sus- 
picious report would be valuable so that we don't file information 
that is unnecessary. And I think the agencies are working, law en- 
forcement is working, toward that goal, but we have been asking 
for it for quite a while. 

Chairman King. Thank you, Mr. Byrne. 

Mr. Nojeim, you were talking about the potential danger of the 
information in the database. In fact, in my questioning before, I 
had asked the Justice Department and the Treasury Department 
about that also. Are you aware of any specific instances in which 
the data in the computer base has been leaked or used improperly? 

Mr. Nojeim. I am aware of an instance where a person's activity 
was reported as suspicious, their bank account closed, and they 
were investigated for that activity when, in fact, they were engaged 
in perfectly legal activity that involved moving money from one ac- 
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count to another. But I don't know of a case where information, for 
example, was leaked from FinCEN. 

Chairman King. All right. Thank you. 

Mr. Nojeim. But I would like to address the idea that you had 
for the earlier panel, which was that after a certain amount of 
time, records maintained by FinCEN be expunged. I think that is 
a good idea. 

There is one problem, one thing that you would need to address 
also. The records go to FinCEN and they are maintained electroni- 
cally and law enforcement agencies all over the country get access 
to them. They can download the information. So that a law enforce- 
ment agency in California could take what FinCEN has and main- 
tain it indefinitely if its recordkeeping requirements permitted it to 
do that. So there would have to be another mechanism put in place 
so that, if you want records expunged from law enforcement access, 
expungement applies also to records that are downloaded by the 
various law enforcement agencies. 

Chairman King. If I could just follow-up on that then, if this in- 
formation is available to local law enforcement, what procedures 
are you aware of that the Federal Government follows to ensure — 
or ensure as best they can — that that information is not abused by 
local law enforcement authorities? 

Mr. Nojeim. My understanding is that there is a memorandum 
of understanding between FinCEN and the local law enforcement 
agencies. We asked that those be made available to us. They 
weren't. We will try to seek those memoranda of understanding. 

I also, judging by the descriptions that I have seen at hearings 
before various banking committees, it appears that when law en- 
forcement wants to access the database, it is given complete access. 
It is a gateway or platform approach, I forgot what the term is. But 
there isn't a showing, per transaction, that law enforcement has to 
make before it gets access to what FinCEN has. 

Chairman King. Thank you. 

Ms. Singleton, in your prepared testimony, I think on page three, 
there is a sentence, "From an international perspective, the Bank 
Secrecy Act brings U.S. banks into constant conflict with laws pro- 
tecting financial privacy in many other countries." Now, are you 
proposing the U.S. adopt a model of banking supervision that con- 
forms to systems in places such as the Cayman Islands or Antigua? 
I mean, the fact that there is a conflict isn't necessarily wrong if 
the countries we are in conflict with have laws that encourage drug 
dealing and encourage money laundering. 

Ms. Singleton. I think it is at least important for Federal regu- 
lators to understand the reason that other countries choose to pro- 
tect the financial privacy of their banking customers. In South 
America, for example, kidnapping is a serious problem, and so a lot 
of wealthy South Americans have bank accounts in which their 
identity is concealed where they hold their assets to prevent them- 
selves from becoming a target of kidnapping. As a result, South 
American b anking laws forbid banks doing business in that context 
from revealing the true identity of their customers. And this is fre- 
quently a problem for U.S. banks because, on the one hand they 
are being called upon by U.S. regulators to know who their cus- 
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tomer is, on the other hand they are prohibited by the law of an- 
other country from doing so. 

And so I don't know what the easy solution to that problem is, 
but I think that the assumption is often made by U.S. regulators 
that the laws protecting financial privacy in other countries are 
somehow illegitimate. And I think that assumption is very wrong. 

Chairman KING. Mr. Parker, you want to comment on that? 

Mr. Parker. Well, I really didn't think the "Know Your Cus- 
tomer" regulations were a matter of discussion, although I under- 
stand from Chairwoman Roukema she wishes them to be. The fact 
is that it would be ill-advised for this Nation to try to pattern its 
laws after offshore financial sectors that deal with secrecy because, 
obviously, they do that so they would be able to attract the wealth- 
derived, generally speaking, from conduct that does not — those who 
engage in it — do not wish to have scrutinized. And they are con- 
stantly being used to evade the taxes of this Nation or other de- 
mocracies and, obviously, to conceal and hide wealth derived from 
the underground economy. We need more transparency in our fi- 
nancial sector, not more secrecy, I would suggest. 

Chairman King. Thank you. 

Ms. Roukema. 

Chairwoman Roukema. Thank you. Mr. Parker 

Chairman King. Ms. Roukema, could I Just interrupt for one sec- 
ond. I just wanted to acknowledge Dr. Paul had to leave, but he 
did ask that this statement, as well as the statement by the Cali- 
fornia Bankers' Association, be made part of the record. It is so or- 
dered. 

[The prepared statement of Dr. Paul can be found on page 53 in 
the appendix.] 

[The prepared statement of the California Bankers' Association 
can be found on page 55 in the appendix.] 

Chairwoman Roukema. Needless to say, I think that this panel 
understands that I am for enforcing the law and doing what we 
can, particularly with respect to getting a national money launder- 
ing strategy. It seems to me that the experience of Mr. Parker 
would be very helpful in terms of the debate. I don't know whether 
he and Mr. Byrne could give me a little more specificity as to how 
you would advise the Treasury Department and the others with re- 
spect to the "Know Your Customer" rules as well as the money 
laundering strategy. 

Mr. Parker, do you see any reason why we have not come up 
with such a strategy in the past? Or why Treasury has not been 
able to come up with MSB rules? What would be your rec- 
ommendation here? 

Mr. Parker. Well, I may ask the reason. The reason, I think, lies 
within the internal politics and jealousies of law enforcement, to 
put it bluntly. 

Chairwoman Roukema, You mean, within the Treasury Depart- 
ment and the Department of Justice? 

Mr. Parker. Having left Government almost two years, I can't 
speak to what, specifically, the Congresswoman is addressing, that 
is, this proposed regulation. But it goes without saving that, during 
my years of experience and I am sure it has continued because it 
is part of the nature of law enforcement, that they are very jealous 
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in guarding their turf. And so who agrees to what sometimes can 
be debated for quite some period of time. I do not know personally 
and certainly cannot speak to why the subcommittee has not re- 
ceived the report that the law mandates. I can speculate obviously, 
having been present here today and having heard the concerns of 
many Members of this subcommittee and the responses of the Gov- 
ernment officials. 

Chairwoman Roukema. Well, if you could submit for the record 
your own recommendations based on your experience as to how we 
address this question with some specificity of a national money 
laundering strategy it would be much appreciated. 

Mr. Parker. I am humbled to be asked to do it individually. I 
will be glad to do it. 

[The following information was submitted at a later date by Mr. 
Parker: 

[First, money laundering, while constituting criminal 
activity, is secondary to the specific crimes generating the 

firoceeds which are subsequently laundered. Accordingly, 
aw enforcement agencies primarily focus on the specified 
unlawful activity which generates the proceeds to be 
laundered. As a rule, principal violators are charged with 
money laundering offenses when readily provable. How- 
ever, since large money laundering organizations are not 
generally part and parcel of the criminal organization 
which generates the funds, unless there is support from 
within the law enforcement agency and the prosecuting of- 
fice for additional allocation of resources, leads which may 
be developed to support prosecution of the money launder- 
ing organization are not so developed resulting in money 
launderers avoiding prosecution. 

[Second, based on my experience, it is problematic as to 
whether leads against large money laundering organiza- 
tions are disseminated within any one law enforcement 
agency, much less among the Nation's law enforcement 
agencies. Of course, the creation and implementation of 
the Financial Crimes Enforcement Network (FinCEN) was 
motivated in large part to remedy this deficiency. Its suc- 
cess is questionable. Not, I would suggest, due to those 
who work at FinCEN, but rather due to petty jealousies 
among law enforcement agencies, including State and 
locals. 

[Third, I believe that any effort to create a national 
strategy to money laundering enforcement that does not 
recognize the need for each judicial district to customize its 
priorities and resources is doomed to fail. A national policy 
must recognize that success in enforcing money laundering 
laws will only occur if based on support from local, State 
and Federal law enforcement officers working in a coordi- 
nated environment such as a task force. Such task forces 
are best supervised by the United States Attorney. The 
task force should review local law enforcement intelligence 
and SARs while coordinating their efforts with FinCEN. 
[I also offer the following comments: 
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[A. CTRs should be purged from Government files once 
they have been archived for ten years. 

IB. SARs should be purged from Government files once 
they have been archived for three years. 

[C. A response by a Government agency should be sent 
to a financial institution within six months of receipt of a 
SAR. 

ID. Regarding the proposed MSB regulations the defini- 
tion of "money transmitter" should be limited to those 
"transmitters of funds" currently covered by the BSA regu- 
lations. 

[E. Proposed MSB regulations should not be applied to 
banks and securities broker-dealers which are already reg- 
ulated by other authorities. 

[F. Consistent with congressional intent, independent 
registration of money transmission services and the 
issuers of money orders and travelers checks should be 
limited to large sellers, i.e., businesses with gross trans- 
action amounts of at least $500,000 per month, or $6 mil- 
lion per year. 

[G. Before any "stored value" products are subject to 
MSB regulations, FinCEN must make a legally support- 
able finding that the law enforcement need for such regu- 
lation of "stored value" products justifies the costs and 
burden of compliance to the industry.] 
Chairwoman Roukema. Thank you. 

Mr. PARKER. I am not sure I would want to recommend my ideas 
any better than the collective judgment of the Treasury Depart- 
ment or the Justice Department 

Chairwoman Roukema. Well, I do think, though, it would be 
helpful to all of us to have the insights of someone who has been 
out in the field and has had the kind of experience that you have. 
Mr. Byrne, I greatly respect the ABA and if it was in your testi- 
mony, I didn't hear it. Could you tell me what your own rec- 
ommendation is? You are not suggesting that we totally abandon 
any approach to "Know Your Customer" are you? You are suggest- 
ing a little caution here and a new approach to the issue. Is that 
not correct? Can you amplify on that, please? 

Mr. Byrne. Madam Chairwoman, I think what is clear today 
from this panel and others are the struggles that we are having as 
an industry*. On the one hand, Congress rightly looks at us and 
says, as they did in the 1980's, "You are paying no attention to the 
money coming into your banks. There is money laundering going 
on. We are going to pass all these new laws and regulations. On 
the other hand, in the 1990*8, very logically, consumers want to 
know what we're doing with information; want to be told about cer- 
tain information. 

That balance is our responsibility and I know it has been stated 
by virtually everybody here, but there is not one easy answer. The 
short answer to "Know Your Customer" is I think that should be 

Sane. I will tell you why. Suspicious activity reporting, in my mim- 
ic estimation, is the way to go. We report bank frauds, check 
frauds, counterfeiting. There are mechanisms for banks to do that. 
The "Know Your Customer" concept is a fine concept and that is 
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identifying new accounts, verifying one's identity, reporting sus- 
picious activity when you see them, training employees to do those 
things, and making sure the systems work. Those four elements, 
which are very general, are necessary I also don't think anybody 
would quibble with the need for banks to know who they are doing 
business with. 

But when you go down a road which uses terms such as 
"profiling" and "monitoring" and all the things that raise the con- 
cerns that it did, I don't think there is any way to make that regu- 
lation work. My suggestion would be that banks that do report— 
and they all should — suspicious activities articulate how those re- 
ports are filed, meaning who is responsible for filing for the bank. 
As I say in my testimony, tellers don't fill these forms out. These 
forms are computed after carefully crafted internal vetting of 
whether an activity is a violation of the law or not. 

And I think that should be where the debate centers, as opposed 
to going back to a regulation which obviously most of America felt 
was invasive and the potential was so draconian. So I think we 
need to get away from mere and move toward what is our goal and 
that is to keep money laundering out of banks and report bank 
fraud when we see it. 

Chairwoman ROUKEMA. Well, all right. Thank you. I appreciate 
that, but I don't think we are differing on this. We have to come 
down with some specificity. Now you were specific. You say the 
SARs are the way to go. I don't know if that is adequate. We also 
have the contingent question of the MSBs as well. And they are re- 
lated. 

Mr. Byrne. I would say Chairwoman that what is troubling from 
our perspective is not so much the broader MSB licensing and all 
those other recordkeeping requirements. Financial services provid- 
ers that are not banks should have equal requirements to report 
violations of law and why the Treasury has not accomplished that 
I have no way of knowing, and so I am not taking shots at them. 
But I think if they are going to do anything, I wouldn't worry about 
the MSB overview and all the regulations related to that. I would 
focus on suspicious activity reporting on MSBs and get that done. 

Chairwoman Roukema. Well, that would automatically be inte- 
grated, wouldn't it? If we really had a national money laundering 
strategy, all two or three of those issues would have to be inte- 
grated. 

Mr. Byrne. I would think so, yes. 

Chairwoman Roukema. All right. Thank you very much, Mr. 
Chairman. 

Chairman KING. Thank you, Madam Chairwoman. 

Mr. Hill. 

Mr. Hill. Thank you, Mr. Chairman and I want to thank the 
panel for being here. 

Mb. Singleton, is there any sophisticated statistical analysis of 
the effectiveness of BSA and how many reports are filed, what it 
costs, how many prosecutions that results in? Are you aware of 
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i. Singleton. As far as I know, the best person to contact with 
respect to that is Lawrence Lindsey, who is a former bank regu- 
lator and now at the American Enterprise Institute. Now, he has 
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had some difficulty obtaining recent statistics. I think it is just 
very hard, as you observed in your questions earlier, to get that in- 
formation. 

Mr. Hill. And, so far as you know, are there any privacy advo- 
cates represented on the BSA advisory group? 

Ms. Singleton. I don't know. I think Greg Nojeim has some 
more information about that. 

Mr. HILL. Mr. Nojeim. 

Mr. Nojeim. I don't know. What I was referring to in my testi- 
mony was that the statute doesn't mention privacy advocates. It 
talks about banks and the bank regulators and law enforcement. 

Mr. Byrne. Congressman Hill, if I could just say, I am a member 
of the Bank Secrecy group that is looking at privacy and there is 
a gentleman there from EPIC. We haven't met in quite a while, to 
be candid, but that subcommittee was created to look at the issues 
of expungement of records and the perceived and real invasions of 
privacy mere. So there is a gentleman there. I don't have his name, 
but the organization he represented was EPIC. 

Mr. HILL. OK. I am trying to find out where the balance ought 
to be. In listening to testimony and the regulators propose the 
"Know Your Customer" Act, I see law enforcement and the regu- 
lators believe we need more intrusion into privacy. Privacy advo- 
cates testifying today would say, "No, this is far too intrusive." I 
guess I am curious what the ABA's position is. There was some 
criticism raised in the testimony that ABA didn't even raise the 
privacy issues with regard to "Know Your Customer" until there 
was public outrage with regard to that. Do you want to address 
that? Is that correct? Is that not correct? Do you think the banking 
industry has been a sufficient advocate for the privacy of its cus- 
tomers? 

Mr. Byrne. As I mentioned before, the balance that you have al- 
ready talked about, you know, can only be understood if you are 
in our shoes for a bit and see that on one hand we must report 
fraud, and on the other hand you want us to protect the informa- 
tion. The specifics of "Know Your Customer,'* are that when the 
proposal came out on December 7, we were undertaking a review 
process, as we always do. We were going to go to our bankers, get- 
ting their comments and filing those comments. And we began im- 
mediately to hear from the bankers who told us to say that privacy 
was a major concern. So I think it is a — and I know you are not 
saying this — but it is a tad unfair to suggest that we didn't look 
at that. 

And, in fact, we have done a lot of work in the privacy area in 
the past couple of years and, in fact, testified before Chairwoman 
Roukema's subcommittee on the privacy principles that we estab- 
lished back in 1997. So I think what has happened here is, on the 
one side, you want us to protect the safety and soundness of our 
institutions and, on the other hand, you rightly want to make sure 
that we are not letting data go out the back door and letting folks 
have access to information they shouldn't have. 

So privacy is a big concern of ours and that is why we sent two 
comment letters, one saying "Pull the regulations, this is never 
going to work," and a second more detailed letter addressing the 
specifics I talked about today. 
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Mr. Hill. So has the balance gone appropriately, in your view, 
now where the law is with regard — and the rules and the regula- 
tions — with regard to the Bank Secrecy Act? 

Mr. Byrne. No, I actually don't think they are. I don't have any 

Kjat answers on how that balance should be handled. I think this 
aring, hopefully, is a first step toward dealing with what is it 
that the policymakers want us to do, as well as the regulators and 
the public, and how do we deal with all of that. We certainly can 
deal with the SAR issue. Expunging the SAR data doesn't trouble 
me. I hear law enforcement say after a certain period of time, they 
may even consider doing that. Maybe that would lend some comfort 
to individuals. But these forms, they don't go to customers and they 
shouldn't go to customers. 

Currency Reports they know about. They know that they are 
filed. So I think maybe some education both on our end and the 
policymakers end would help the customer and the consumer un- 
derstand that it is much more complicated than it has been led to 
believe. 

Mr. Hill. Have you made any estimate of the cost that the in- 
dustry incurs for all this reporting? 

Mr. BYRNE. Well, we looked back at currency reporting back in 
the early 1990*8, and we estimated that between $3.00 to $15.00 
per form is what we filed. And if you talk about 12 million or 13 
million forms, then you can do tile numbers. But that was based 
on talking to small and mid-sized and large banks that either did 
it in an automated fashion or simply filed these forms manually. 
It didn't look at overhead and training. So I think that cost would 
be a low estimate of what we are spending. 

Mr. Hill. One of the things that concerns me is I think that the 
public really has no knowledge, they are not aware of all the dif- 
ferent forms and reports that banks are required to make with re- 
gard to their activities. Do you think it would be appropriate, at 
least, that banks periodically inform their customers of the nature 
of the reports that they are required to file and what might trigger 
those reports, in a generic sense, so that the public is aware of your 
responsibilities? 

Mr. Byrne. If you are talking, Congressman, about saying that 
we have reporting requirements such as currency reporting, bus- 

fiicious reporting, and the other things and why they are generally 
iled, that doesn't trouble me. If you are, however, suggesting that 
we have to inform a particular customer that six months ago we 
filed a loan fraud possibility on that person, we would be absolutely 
opposed to that. 

Mr. Hill. Yes. One of the concerns I have is that there is a sig- 
nificant number of SARs, SAR reports, that are filed. And these are 
reports where I presume there is a pretty substantial suspicion of 
activity. And, specifically, with regard to fraud against the bank. 
It troubles me that there are such a large number of these filed 
and so few that are acted on, which would indicate to me that 
something is out of whack here in terms of the bank is — an activity 
is being triggered in the bank to file these reports and that doesn't 
trigger the same kind of response with law enforcement with re- 
gard to their response. Does that trouble you any? 
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Mr. Byrne. Yes, particularly in my testimony, we talk about 
some of the downsides of SARs and one was also mentioned by 
Chairman King, and that is feedback. But, more importantly, if you 
are filing a suspicious report in Boston, Chicago, some major city, 
the U.S. Attorney in that particular city wont take a case unless 
it is over $100,000 or $150,000. As you know, many small banks 
that have frauds committed against them are never going to get to 
that level. So, as a result, you are going to have a lot of SARs that 
we are required to file and, yet, they are not acted on and we un- 
derstand why. It is a resource problem. But there is a frustration 
level based on that and, certainly, that is something that — I don't 
know that there if there are any great answers for it, but that has 
always troubled us. 

Mr. Hill. Thank you, Mr. Byrne. Thank you, Mr. Chairman for 
allowing me the extra time. 

Chairman King. Thank you, Mr. Hill. 

Mr. Ban-. 

Mr. Barr. Thank you, Mr. Chairman. 

Mr. Parker, it is great to see you up here. I appreciate your tak- 
ing the time to share your considerable expertise with the commit- 
tees, both your presence here, as well as your written materials. In 
looking, for example, at the SAR, the instructions, which provide 
a pretty good synopsis of the circumstances under which they are 
required to be followed. 

If, in fact, as to category D: "Transactions aggregating $5,000 or 
more that involved potential money laundering or violations of the 
Bank Secrecy Act," and then, of course, there are three subparts 
there: Transactions involving funds derived from illegal activities," 
and so forth; two, The transaction is designed to evade any regula- 
tions promulgated under the Bank Secrecy Act"; or, three, The 
transaction has no business or apparent lawful purpose or is not 
of the sort in which the particular customer would normally be ex- 
pected to engage," and so forth. 

Would it be your position that, if item number three were re- 
moved, would that do such severe damage to the benefits as you 
have indicated of having SARs as a tool for law enforcement that 
that would gut the entire Act or would maintaining, just in that 
particular section, numbers one and two, you know, still provide 
sufficient importance to the Federal law enforcement to maintain 
it? 

Mr. Parker. It would not gut the Act. That subpart number 
three only has validity if the financial institution engages in some 
"Know Your Customer" practice. Because there is no way, under 
subpart three, that one can compare a transaction as being sus- 
picious or not unless you have an identification of what a normal 
transaction for that customer should be. Which then would require 
the bank to have a knowledge base of the customer's purported le- 
gitimate commercial activity. So, to answer your question directly, 
it would not gut the Act. 

I might add, though, as a corollary, Mr. Barr, that in the Sus- 
picious Activity Report, this is where I believe the Government 
could be more beneficial to the financial institution. I am sort of 
putting on my financial institution hat now, if you will. They need 
to be more objective in defining through regulations what con- 
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stitutes suspicious activity. So there is less subjectivity in an eval- 
uation by a particular teller of whether or not a person who comes 
before them is engaging in suspicious activity. 

As an example, the fact that someone comes in in a tee-shirt and 
clothes and who appears to have, well, whatever their appearance 
is, it doesn't appear to that person that they have the means by 
which they could engage in a transaction of over $10,000 in cur- 
rency. Yet, for someone such as you and I in coat and tie, we walk 
in and plop down $10,000. Why are we not suspicious if they are? 

Mr. Barr. I probably would be. 

Mr. Parker. But, you know, that is — to answer your question, 
though, subpart three could be removed as a basis for filing a SAR 
and, nonetheless, the other two components, I think, would capture 
suspicious activity. 

Mr. Barr. Going back to your previous point, what would be the 
entity which, in your opinion, could best draft those tightened regu- 
lations with regard to better defining what suspicious activity real- 
ly is or ought to be? 

Mr. Parker. Well, I think the entity has to come from the regu- 
latory side of the equation with input from law enforcement. I 
think it is a banking issue, a safety and soundness issue, with 
input from law enforcement. I think, as Mr. Byrne has stated, it 
goes to the essence of maybe fraud being perpetrated against the 
bank, generally speaking. 

Obviously, if the bank knows that it is handling drug money and 
it, nonetheless, goes forward in doing it, it is aiding and abetting 
in a violation of the law. So I would think that that is pretty obvi- 
ous. But I would think regulators are better suited, whether it be 
the Fed, FDIC, whomever. 

Mr. Barr. Do you have any particular language to which you 
have given thought sufficient to give that to us so we could kind 
of look at it? 

Mr. PARKER. No, sir, I was not prepared to address this kind of 
issue when I agreed to appear before the panel. I don't mind trying 

Mr. Barr. Welcome to Washington. If you do have some lan- 
guage, because you have had considerable experience in these 
areas, I would like to receive it. 

Mr. Parker. All right. I will be glad to submit that later on. 
[The following information was submitted at a later date by Mr. 
Parker: 

[As to Mr. Barr's request, I proposed the following 
modification to the current language of sub-part (iii) of 
sub-section (d) of the Suspicious Activity Report Instruc- 
tions. 

iii. The transaction has no [business or] apparent lawful 
purpose [or is not the sort in which the particular cus- 
tomer would normally be expected to engage], and the 
financial institution knows of no reasonable explanation 
for the transaction after examining the available facts, 
[including the background and possible purpose of the 
transaction.] 
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[I suggest the striking of the portions identified above 
by brackets removes any so-called "know your customer" 
policy from the SAR instructions, yet it still requires the 
financial institution to report a transaction that truly is 
suspicious.] 

Mr. BARR. Could I ask just one other question, Mr. Chairman? 

Mr. Nojeim, it is also a delight to see you here today. You have 
tremendous experience in these areas and 1 appreciate that and in 
the areas that we have worked together and I look forward to con- 
tinuing to do that. If you were faced with the following situation: 
that the Bank Secrecy Act will not be repealed. What would be 
your order of priorities to propose changes that would — recognizing 
that there is going to continue to remain some sort of Bank Secrecy 
Act and some legal requirements on banks to do certain reporting 
to Federal law enforcement officials — what would be your rec- 
ommendations as to the top areas that we should look at to tighten 
it up to at least address the major privacy concerns that you and 
others have? 

Mr. Nojeim. I would focus first on 31 U.S.C. Section 5318(g). 
That is the suspicious activity reporting requirement. I think that 
those can be repealed and this model, which I call the American 
model for law enforcement, which is based on the Financial Privacy 
Act, would be sufficient to allow banks to voluntarily report activity 
that they believe is criminal activity. 

Mr. Barr. Thank you. 

Ms. Singleton, would you agree with that in terms of prioritizing 
the most important way we could address these concerns? 

Ms. Singleton. I think that is one approach. Something that I 
would add to it would be to limit the discretion of regulators under 
the Act to propose new "Know Your Customer" practices in the 
form of informal guidelines, training sessions, and so on. So to en- 
sure that any regulatory practice that is being followed under the 
Act goes through public accountability proceedings under the Ad- 
ministrative Procedure Act. I think that restraining agency discre- 
tion to act without public hearings in this matter is extremely im- 
portant. 

Mr. Barr. Thank you. Thank you very much. And thank you, Mr. 
Chairman. 

Chairman KING. Thank you, Mr. Barr. I think it is important to 
state for the record that no one in this committee would ever con- 
sider you to be a suspicious character. 

Mr. BARR. Well, you may be in the minority, but I appreciate 
that. 

Chairman KING. I want to thank the panel for their testimony 
and for giving us their time, their expertise. It is greatly appre- 
ciated by me, and I know by Chairwoman Roukema and all of the 
other Members of the subcommittees. So thank you very much. The 
hearing stands adjourned. 

[Whereupon, at 4:36 p.m., the hearing was adjourned.] 
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Roukema Opening Statement on Money Laundering 

Following a the opening statement of Financial Institutions Subcommittee Chairwoman 
Marge Roukema, R-N.J.-Sth, us prepared for delivery at today's hearing on money laundering. 



Thank you Mr. Cliairman. Ai you pointed out, Mr. C 
joint bearings between our Subcommittee* on the extremely important is 
laundering. 

Oui first hearing, which was held on April 15, focused on 'trends in money la 
We heard from law enforcement officials about the new ways which organized crime is 
laundering its ill-gotten gains. Money launderers have moved out of the banks. It appears that 
significant amounts of cash and currency — up to S30 billion — are being smuggled every day 
out of the U.S. I have introduced H.R. 240, the Bulk Cash Smuggling Act of 1999, to address 
this problem. H.R- 240 criminalizes thesmuggling of cash orcurrcney in excess of 110,000 into 
or out of the United States. Law enforcement will have to show that an individual intended lo 
evade the currency reporting requirements. Smugglers could receive prison terms of up to 5 
yean and would forfeit the cash or currency which is being smuggled. I waa quite pleased to 
receive the strong support ot'Treasury, Justice nnd Customs fortius legislation at our April 15 

There are other trends in money laundering which we heard about on April 15. Money 
launderers are also using the money services businesses or "MSBs" - which includes those 
businesses providing money transmission, travelers checks, money orders, foreign exchange and 
check cashing services. I note that Deputy Asst. Attorney General Warren's testimony today 
discusses a couple of money laundering prosecutions which involved MSBs. We have made a 
good start in establishing a record regarding these new methods of laundering money. 

Today's healing is focused on the BwuY Secrecy Act and its reporting refinements. The 
BSAhaa been in effect since 1970. Major changes were made to the Act in 1986and 1992. We 
will be talking about currency transaction reports - CTRs - and suspicious activity reports - 
SARs. As a general matter, banks must file CTRs for cash transactions over 110,000. In 
addition, banks must file SARs for any transaction, or group of transactions, wliicli tlie bank 
believes are not economically justified or may be part of violation of law. How banks 
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determine what oumUmm ■ 'suspicious activity" - and In SAR reporting requittnient is 

triggered - isoneoftbemajoris*^ we will be looking s4 today. 

Two major issue* we will hear about today related to BSA reporting requirements ire (I) 
regulatory burden Mid (2) financial privacy. Lew (tart with regulatory burden. One of the major 
complaints frmn firuuicial institutions is the amount of report* which have to be filed Financial 
institutions Gle between 10 and 12 million CTRi annually and about 50,000 SARi annually. 
This is a tremendoui amount of repcrta. Some of the testimony today - both the Administration 
and private industry - suggest* that the vast majority of thaw report* are not used in law 
enforcement/money laundering actions. We need to look seriously at whether we can cut down 
on the number of reports filed without comp romising law enforcement efforts on money 
laundering. I would note that Mr. Ban- suggested raising the $10,000 CTR reporting limit and 
indexing it for inflation. The American Bankers Association support* raising the 110,000 limit. 
1 would hope to bear from the Administration on this suggestion ss well as bear and 
recommendations they have on making the reporting system more effective. 

1 would also note that the law enforcement witnesses nude a very strong case for the 
BSA in connection with the money laundering cases which they have been prosecuted. Texas 
Assistant Attorney General Donald Clemmer said that access to BSA reporting data was 

absolutely critical to the money laundering case* they have been prosecuting in Texas. Mr. 
C lemma's testimony was consistent with that of Assistant U.S. Attorney Jodi Avergun, from the 
Eastern District of New York. Ms. Avergun said thst BSA reports - 1750 CTRs for 
transmissions to Columbia -were essential to the HI Dorado Operation under the New York 
Geographical Targeting Order all but eliminating the use of rrtoney transmitters for laundering 
Columbian ntrco dollars. Their powerful testimony showed the connection between reporting 
and fighting drug*. 

Make no mistake - money laundering it connected to the drug trade. The Office of 
National Drug Control Policy estimates that the "social cost*" of illicit drug abuse add* up to 
SI 10 billion a year. U.S. drug users spend more than SS0 billion annually to purchase drug*. 
There are more than 1 million drug arrest* each year. Stopping money ijumVring . or making it 
much more difficult • will help nuke our society better and safer. 

The second issue - financial privacy - is also key. Based on a review of the testimony, it 
would appear tlint many of witnesses want to talk about the recently withdrawn "Know Yoiir 
Customer" regulation and financial privacy. As most of you know, 1 am a strong advocate of 
financial privacy. I wrote the Banking Regulator* in January of this year on the Know Your 
Customer regulations. 1 voiced my concerns - as did others. Withdrawing the rule was theiight 
thing to do. 

I want to make it clear, however, that I support strong money bartering laws and 
regulations. While I am looking for a balance between legitimate privacy concern* and law 
enforcement needs. 1 am very sympathetic to stronger money l«iirnu»inj laws because of the 
drug connection. As I noted above, drugs extract a terrible toll on our society. Atkuyparent 
who has lost a child to drug*. Our drug interdiction policy has not stopped the flow ofillegal 
drugs into the U.S. The drug cartels laundei billions ofdollan in drug money each year. Law 
enforcement has told us that one of the most effective ways to hurt the drug cartels is to 
"capture" the profit by seizing the money when it is being laundered. We must provide taw 
enforcement with the reasonable tools they need - after balancing legitimate privacy concerns - 
so they can address the insidious and illegal drug trade. 
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House Banking Subcommittees on Financial 

Institutions and Consumer Credit and General 

Oversight and Investigations; Hearing on Bank 

Secrecy Act Reporting Requirements 

Tuesday, April 20, 1999 
2:00 p.m 2128 Raybum 

1 would like to flMttk Chairman King, Chairwoman Roukerna and Ranking Members Vento and 
Sanders far agreeing to hold this hearing this afternoon on the important issue of Bank Secrecy 
Act Reporting Requirements. The*; hearings are important; they give ua the opportunity to 
focus on our efforts as a nation to preserve personal privacy and at the same time, discourage 
money laundering — a key to stopping the illegal drug trade. 

The scourge ol drugs on our streets, in our homes, our schools and in our businesses cost an 
unimaginable amount ofpain and suffering to Americans every day. Hie lota of Uvea, break op 
of families mid the destruction of the promise of our youth must be halted It is unfbrtunaa that 
a small amount of privacy must be sacrificed in this effort but after witnessir^ the astounding Wl 
that illegal dugs cause our society, we should not make it easier in any way for the drug pushers 
to prey on our families. Many of the arrests in the waron drugs would nothave been possible 
without these Suspicious Activity and Currency Transaction Reports tipping law enforcement 
off. Thecriminalsofthe future sliouldnot have it any eaLSier, if anything we should make it 
much, much tougher on them. 

Now that does not mean that I am 1 00 percent against any changes to the Bank Secrecy Act In 
fact, I believe that some updating should be made to these laws. Rising inflation should be taken 
into account and the changes in technology should be examined That is why I am pleased that 
the witnesses before us now have agreed to join ua. 1 look forward to di 
with all of you in greater detail. 

Thank you. 
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Subcommittee on General Oversight and Investigations 

Subcommittee on Financial Institutions and Consumer Credit 

House Committee on Banking and Financial Services 

April 20, 1999 



TO^ you for crfh^thiihenng on aKfan inborn* *ndtimcfy«Ajecl When Congress pass ad 
the Bank Secrecy Ad in 1970-and it should be pointed out that the act undermines, not protect!, 

tun, nr trgnlMnty nwadaMJOQI "-pnwiitmp " When i" riwrftiffwatiiy «« cBaflaafed in OB fa*™* 
Bankers Aaan v. Sbuttz, 41 6 US. 2 1 ( 1 974), Supreme Court Justice Will™ O. Douglas found the Bank 

Secrecy Act unconsti tu bona], writing: 

"It is, I submit, sheer nonsense to agree with the Secretary that all bank record* of every citizen 
'have a high degree of usefulness in criminal, t*"* °r regulatory investigation otptoceedmga.' That is 
unadulterated nonsense unless we are to assume that every citizen ii a crook, an assumption I cannot 
make," Justice Douglas concluded. He added, "A mandator} recording of aU telephone conversations 
wiiiildbe better than the recording of checks under the Bank Secrecy Art, If Big Brother is to 
have hit way [emphasis added]." 

Supreme Court Justice Thurgpod Marshall in the tame case warned ofthe gradual erosion o four 
Constitutional rights and added, "1Thc] crucial factor is thai the Govemmart has ^wn no need, compelling 
or otherwise, for the maintenance of such records. Surety the tiW thai sotne may use tv^d>k;iiislrumcnts 
fix illegal purposes cannot justify the Governments rwmingroughshodovCT the First Amendment rights of 
the hundreds oflawful yet controversial organizations like the ACLU. Congress may well have been 
correct in concluding that law enforcement would be facilitated by the dragnet requirements of 
this Act Those who wrote oor Constitution, however, recognized more important values (emphasis 
added]." 

This act has shown that it does not have ahigh degree of usefulness, and violates consumers' 
expectations of pnvi«y rights. In fact forirraFcdraid Reserve Bonn! GovernorLarryLindsey ("Invading 
financial privacy," Financial Tana, March 19, 1999, p. 20) and the banking industry-- as well aa 
consumer and privacy advocates- have questioned the efficacy of the rr^xiiniig requirements. Mr. Lindsey 
has labeled the Fniccessof this approach of unreasonable searching without a warrant or probable cause 
akin to finding a needle in a haystack; such srate of success lampoons the claims that the reporting 
rrqunemenlshave a' "high degree of usefulness" si id nms counter to our fourth amendment Constitutional 
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Ena Irvine a fHowrey ft Simon Attorney* at Law, on behalf of a group r eprta em ing. Weal 
Union Fmsncial Services, Inc., Tnvdai BKPBMl C«HMiy,li 
April !5J9°9hearing(tbeSt 
onFir*ncialli*«tuoOTmICc<*>aTttC^ofthcHooK 

cautioned. ''IbepMkMdmatynmlmafCanff^weht&wmftoiaiKtBtcc nm ii^Baxafte 
BSA [Bank Secrecy Act] program, mdudrag the filing ofSAR'i [Swprkwi Actrvity Report*!, ■wnbch 
maintenance by the government - at the IKS Detroit Computing Center- of extensive data banks of 

generally ignored until rcwsitly. ~in*T *> IT iijiwtllid iln fluliiiiinint 'a— pi iian.il ihii i nit n Hih I 
proofofmiawnduaocwiOTedomg. Tb*|Ni^BMiFundiTranHmttere]GroupbdkM»fl*akeMiMa: 
concern exists regarding the long tana mamtcoaoce of recordaofMpkttoaaDdnnmnrfmiXndfridoab. 
TWi data may leak or be iniiuied." 

Argumenti that theae regulationi deter crime are not substantiated empnicallyiiDrdocitbe 
argument convince banker*. OiMbaiAcorpc«itecomr)h*nccmsns*5gwic*c^ 
me Know Your Customer rule, "Tie intended target* of Die regul^io™ fLe, the crimnBU*] will Hsdy find 
way* to gel around theae requirements . . -It teemi unlikely that UrndnaliwnoaaMajgladnpi.eaaMnit 
murder or engage in other criminal act* will be seriously ducounged ftomdicee act* by the prospect of 
having to He to a banker." 

Ridls>dW,Raln,SenkrFrlkmafmEDi*cc^t^ 
and tin Struggla for Financial Privacy, that lie rapid development and dissemination of technology is 
going to force policy maker* to make different choice* than wr did in the put Now ia the time to 
raevaluaw pa« decision* in a relatively lowaMecn period and reaffirm cv|ikd^ of anppori to raapectonr 
constituents' privacy npectation*. Weneed to paaiH.R. 5IS. the Bank Secrecy Sunset Act, and face 
a review of our policies regarding financial privacy. 
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Chairman 
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House Committee on Banking and F inan cial Services 
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m Rank Sfrrecv Act Reporting Bwpi 



The California Bankers Association, a nonprofit professional association incorporated in 
California and representing virtually all of the commercial banks in the state, appreciates (his 
opportunity to provide this letter of testimony regarding Bank Secrecy Act (BSA) reporting 
requirements. While the CBA originally opposed certain elements of the BSA when it was first 
enacted in the early 1 970's and challenged it in court, the association does believe it is i m port an t 
for banks and other financial institutions to take reasonable measures to prevent them from 
becoming conduits of criminal activities. CBA also continues to believe any measures should 
not impose unreasonable burdens on either banks or bank customers. 

The comments provided below, which are substantially consistent with those of the 
American Bankers Association's, will focus on those aspects of the BSA and anti-money 
laundering laws that CBA believes impose unreasonable burdens, have no law enforcement 
value, or pose significant risks of liability to banks. 

1. EliimnaU Ike S3 000 log. CBA recommends that any remnants of the requirement to 
maintain « log of monetary instruments of S3000 or more be eliminated. Virtually without 
exception, our member banks arc not asked by law enforcement agencies to produce such logs 
for review. Since they do not, in our view, have a "high degree of usefulness in criminal, tax or 
regulatory investigations or proceedings," within the meaning of BSA, the logs should no longer 
be kept for regulatory purposes. 

2. Adjust Ike 119,000 CTR tktakald. CBA also recommends that the currency transaction 
report threshold be adjusted. When this amount was established over a quarter century ago, 
Congress clearly intended to keep track of daily transactions in amounts that far exceeded those 

conducted by individuals and most small businesses. A 110,000 cash transaction today bears 
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little of die gravity of a SIO,000 transaction made in the early 1970's. Since its passage, 
gove rnm ent agencies have become so inundated with CTRs that they have embarked on efforts, 
with limited success, to create various exemptions, but the S 10,000 threshold has not changed. 
Individuals and small businesses are routinely made subjects of CTRs that have no usefulness to 
law enfor c eme n t. 

The proliferation of CTR filings resulting from the 110,000 threshold has also 
engendered excessive filings of Suspicious Activities Reports (SARs) on customers who, for 
personal but not illegal reasons, liave an aversion tn having their activities reported on forms 
captioned, "Internal Revenue Service." 31 CFR l03.21(a)(2Xii) makes any transaction designed 
to evade the filing of a CTR a "suspicious" activity. As a result of the de facto lowering of the 
reporting threshold through the years, legitimate customers are raced with the objectionable 
decision to alter their transactions in order to avoid perceived government intrusion into their 
affairs. Adjusting the threshold would go far to relieve the burden on both financial institutions 



3. Clarify <*<» BSA Imposes no obligation on banks to Investigate or monitor customers 
Other than specific recordkeeping and reporting requirements, nothing in the BSA requires banks 
to investigate or monitor customer transactions for potentially illicit activities. Until recently, 
regulatory provisions requiring banks to report suspicious activities have not been construed to 
impose any affirmative obligation to monitor customer transactions or otherwise take affirmative 
steps to determine whether any transaction is consistent with an established or normal pattern. 
Rather, banks reported only those suspicious transactions that came to their attention through 
BSA reporting or during the normal course of business. 



Within the past few years, m 



(see, for example, the Federal Reserve's Bank Secrecy Act Examination Manual, Section 601), 
the BSA regulation addressing SARs (31 CFR 103.21 [a], particularly subsection [iii]), and the 
recently withdrawn Know Your Customer regulation. CBA asks that the BSA be amended lo 
clarify that banks' obligation to report suspicious activities does not include any duty to monitor 
transactions for unusual or suspicious activities or otherwise take affirmative steps to ascertain or 
report transactions or other information about customers. Similarly, we believe Know Your 
Customer examination procedure 
requirements exceeding those se 

4. Strengthen the safe harbor provision Ttie 1996 BSA amendment was drafted to encourage 
banks to file SARs by conferring upon banks broad latitude to report suspicious activities. A 
bank "may" file a report of suspicious transaction "that it believes is relevant to the possible 
violation of any lav/ or regulation' (Emphasis added). And a bank is "required'' to file a report 
if the transaction fell within one of the enumerated categories of suspicious activities, all of 
which are extremely broad. Read together with the safe harbor language, (see31 CFR 
103.21 [e]), it is clear that the regulation was intended to encourage the liberal filing of SARs and 
to shield banks from liability. Still, a number of law suits has been filed against banks with 
varying success challenging the appropriateness of certain SAR filings. CBA asks that the BSA 



3i 9 inz e d b V Google 



be amended to state in the strongest language possible dial the provision requiring banks to file 
SARs creates do right of action by any person against the [(porting bank. CBA believes the 
existing safe harbor language was intended to provide such protection, but does not provide it 



In addition to me foregoing comments, CBA also wishes to suggest that federal anti- 
money lanmUtinrj laws be reviewed in conjunction with the BSA. Even if BSA were repealed 
entirely, banks would still be subject to those laws and therefore would maintain systems to 
ensure no violation. For now, we suggest thai anti-money laundering laws be amended to 
provide that if a bank has complied with die requirements of BSA, then it will not become 
subject to liability under those laws. At present, BSA compliance is no assurance that the severe 
civil andcriminalpenaltiesofthoselaws will not be invoked against a bank. They contain 
provisions under which a bank, officer or employee may be found liable, including the liberal 
imputation of knowledge of illicit activities from bank employees to the cntne bank. Should 
those laws be subject to review, CBA would be happy to provide suggestions foe statutory 
language changes. 



OL. f^c-y<^~ 
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Teaimony of June* E. Johnson 

Tramny Under Secntvy (EafaccBMU) 

Home Committee on Banking «nd Financial Services 

Subcommittee or Financial Institutions and Consumer Credit 



mi Chairwoman, ranking members, indeed all memoes* of the 
General Oversight and Financial Institutions Subcommittees, good morning. I w el c ome the 
opportunity to discuss one of the most critical issues racing law enforcement today: the role of 
the Bank Secrecy Act (QSA) in the fight against financial crimes, particularly money imnHmng 

Combating money laundering is a key law enforcement priority within the Treasury 
Department. As Secretary Rubin has noted more than once, criminals will try every meant to 
separate themselves from their illegal operations, but they cannot - will not — separate 
themselves from their illegal profits These profits are both the root and fuel for organized crime 
-- for the dni£ trafficker as well as the terrorist. The criminal's inability to separate himself from 
his profits means, therefore, gives us a powerful point to attack both money laundering and the 
underlying criminal activities. Both Chairs took note of this fact last Thursday when they 
observed that money laundering is the life blood of criminal organizations that flood our street! 
with illegal drugs and guns, and enables (he financial criminal, the tax cheat and fraudster, to 
thrive 

I appreciate having this opportunity to discuss the Bank Secrecy Act — the foundation for 
our ami-money laundering efforts. To those who suggest that we return to the days before the 
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BS A, before currency transaction report* were required, before suspicious activity reports were 
authorized, I siy this' Those days were not good. They were not good for the banks. They were 
not good for law enforcement They were not good for the nation. We cannot rilk a return to the 
days before the BSA when criminals could stroll into our financial institutiura with bap full of 
cash to be laundered and fuel then continuing criminal schemes. 

I thank the member* of both subcommittees for their longstanding support of the BSA aa 
a powerful law enforcement tool and a safeguard for the integrity of our financial institution* 
against financial crime, generally, and. in particular, money laundering. The BSA is a powerful 
and effective law enforcemen t tool because it addresses each of the three stages of the money 
laundering process: the "placement" stage in which fund* are introduced into the financial system 
in order to move mem away from direct association with the crime that generated them; the 
"layering" stage involving complex financial transactions to disguise origin, ownership and 
destination and, thus, to foil pursuit: and. the "integration" stage in which the money is made 
available to the criminal once again with its criminal origin hidden from view. 
BSA - Foundation for Oar Attack 

Treasury's comprehensive attack on money laundering is built upon the foundation 
provided by the BSA which, among other things, authorizes the Secretary to require of financial 
institutions adequate records to assure thai the details of financial transactions can be traced 



■hen necessary, as well aa reports on large transactions in currency and suspicious activities. 

Building on this foundation over the last live yeais, uid looking at U.S. Customs and IRS 
alone in the last year, we have made tremendous strides against money launderers- Through 
effective use of the regulatory tool* provided by the BSA, with close interagency cooperation. 
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ami with close collaboration with bank regulators and finand id institution*, law enforcement hat 
made significant cases against money laundering organization*. For example, HIS - Criminal 
Investigation Division (CID) atone initiated a total of 1 059 (373 fraud related; 686 narcotic* 
related) money laundering investigations. The total "provable" amount of money laundered in 
these cases amounted to SI 6 billion. IRS-CID seizures in 1998 amounted to $120 million. 
Meanwhile, U.S. Customs seized S426.6 million in 1998, a substantial increase over seizures of 
1240.5 million for 1997 and S281.5 million for 1996. A measure of the effects of this law 
enforcement activity is the greater cut demanded by money launderen for their services. 
Anecdotal evidence from Customs and IRS informants indicates, for example, that the fees 
charged by money laundercrs avoiding U.S. financial institutions and working through Mexican 
casas de cambio increased by approximately four percentage points, while fees charged by illicit 
casas de cambio have almost tripled. 
The Ch alien p 

Not withstanding these successes, our efforts must continue. As the Office of National 
Drug Control Policy reports in its National Drug Control Strategy for 1999, Americans spend 
5S7 billion each year on illegal drugs alone. ' Law enforcement experts have estimated that 
illicit dnii; traffickers enjoy an 80% profit margin. That being the case, illegal drug sates in the 
U.S. generate an estimated S45.6 billion in profits. With these profits in hand, criminals have at 
their immediate disposal the best tools that money can buy, the best lawyers and accountants, the 
latest in computer, communications, and banking technology. Our vast semi-permeable border* 



' Office ofNational Drug Control Policy. National Drug Control Strategy for 1999, at p. 17. 
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and the globally interlinked financial system* would create far the money Is 
it tor hii crime which, in any event, neither itapect* nor know* ■ 



How do we meet this challenge? Due to the BSA reporting and rocor 
requirement*, die U.S. financial lystem ha* become more tn*Bay*W**l and, no 
inhospitable to money launderen. These fact*, coupled wilti the federal govt 
bringing tougher case* ha* driven narcotic* trafficker! ail their n> 
away from U.S. financial institution*. 

Indeed, recent trend* point to a marked increase in bulk smuggling of ca»h. Seizure* of 
bulk cash shipments at U.S. ports of" enoy have become almost routine at major air and tcaportf 
in the United States. Large bulk cash seizures have been reported in the paatyeai in New York, 
New Jersey, Chicago, Miami, Los Angeles and across the Southwest Border. 

Just last year, the United States Customs Service, working with Assistant US Attorney* 
around the country, concluded Operation Casablanca, the largest drag money laundering 
investigation in U.S. history. In Casablanca, investigators targeted both the infrastructure of the 
Juarez and Cali cartels and the financial systems they used to launder their U.S. drug proceed*. 
To date. Operation Casablanca has resulted in guilty pleat from, among other*, two Mexican 
banks and eighteen Mexican bankers and their associate*. A* Assistant Comminioner Ti*cnkr 
points out in her statement. Customs used BSA information to complement hi other investigative 
techniques. Moreover, this operation highlights the synergies from collaboration between 
investigative bureaus and regulatory agencies. In addition to providing technical rapport, the 
Federal Reserve coordinated enforcement action* against (elected financial if 
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coincide with the leleue of Casablanc a indictment!. 

Then and other anti-money laundering successes am the direct remit of ear three pan 
strategy. First, and building upon the foundation established by the BSA, Treasury and bank 
regulators have worked vigorously to ensure the transparency of the U.S. financial system and, 



enforcement use of the tools provided by the BSA ami the enhanced investigations these enable, 
federal law enforcement has been able to score big successes against organized crime in cases 
like Casablanca. Third, through close cooperation with our overseas partners Treasury has made 
great strides in establishing and securing effective implementation of universally accepted 
minimum standards for anti-money laundering regimes instituted by governments' worldwide. 
The BSA helps set the standard against money laundering worldwide. 

The BSA coupled with vigorous enforcement and effective use of BSA information and 
other tools help level the playing field. Without it. law enforcement would be forced to play 
John Henry 10 the steam engine run by organized criminals. 
Using Ike BSA 

For nearly thirty years, the BSA ha* provided an important foundation for our strategy. 
The two most important reporting rules authorized in 1970 were the reporting by financial 
institutions of transactions in currency in excess of SI 0,000 (using the Currency Transaction 
Report, or "CTR") and the reporting of the transportation of currency and bearer instruments (in 
amounts initially in excess of S5,000-now in excess of S 10,000) into or out of the United Stale* 
( using the Rrport of "International Transportation of Currency or Monetary Instruments, or 
"CM1R"). 
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ThewBSA "p^T 1 '— *■ " "*— | 1 t*' 1992 Anrumo Wyhc Act, 
which provided for reporting of transactions tr^ - notwithstanding the failure to trigger any 
automatic reporting event or threshold - create the suspicionof potentially illegal activity. The 
suspicious activity reporting regime was, in turn, refined by the provisions of die 1994 Money 
Laundering Suppression Act and by related regulatory measures taken by the Treasury 
Department thai led to the development of the current Suspicious Activity Reporting System 
(SARS). All of these provisions are vitally important to our anti-money laamderiag mission. 

Without the infoi mation provided through the CTR, CMER, and SAR requirements, law 
enforcement would have neither the resources nor the legal authority it requires to obtain 
sufficient information regarding transactions and activities related to money laundering and other 
financial crimes. Additionally, through the BSA reporting regime, an effective partnership is 
formed between law enforcement and U.S. financial institutions. It bean repeating that banks are 
our most effective allies in the fight against money laundering. Banks and other financial 
institutions are far better able to identify a transaction or patterns of transaction that are 
suspicious, that have no apparent economic motive or rational relationship to the customer's 
usual pattern of business conduct. 

By engaging the expertise of such individuals through the BSA. law enforcement is 
provided with an invaluable tool in the attack on the underlying criminal schemes said 
organizations, while protecting the integrity of financial institutions and financial payment 
systems. Without this partnership, the essential trails for use by law enfor ce m en t and the 
essential protection of the integrity of financial institutions would be jeopardized. 

As a "roadmap," SARs and CTRs may serve an equally crucial function of confirming 
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orgsnization. The added knowledge can reveal additional at 

accounts, or create ■ more focused picture of the size or operating method* of the n 

knowledge provided by SARacan focus attention on new parti of the "money trail;" or it can 

confirm investigators' judgments and shorten the time and effort necessary to track down 

evidcnceofwrongdomgpiovidedbytliat trail In Mill other cases, the SAR* and CTRs may 

point out that a new investigation is not properly focused. 

Example* of BSA Usefulness 

I would like to give the Committer two examples of canes which were made as a result of 

BSA reports. 

In 1 IS. v. Fesius Nwankwo r et al.. BSA reports and a related investigation revealed that 
Nwankwo, a New Jersey pharmacist defrauded the Medicaid program of approximately SS.S 
million by fraudulently obtaining Medicaid numbers and prescription slips and then falsely 
billing federal and state medical assistance programs for non-existent prescriptions. The Newark 
U.S. Attorney's Office and IRS used BSA reports filed in connection with this criminal scheme 
to help build the largest Medicaid fraud case in the nation to date. Once the pharmacist in this 
case became a cooperating defendant, investigators w 
other associated cases. Using the forfeiture procedures available in money la 
Government haa recovered a total of SS.S million in this case, money which had been laundered 
through various bank and investment accounts. 

Rapid City. South Dakota, indicated certain persons were trying to avoid currency reporting 
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requirements by structuring deposits in amounts under 1 I 0,000. Tht» S AR ■od the mvestigBiion 
tfuu followed uncovered ■ Kbeme to embezzle approximately 12.7 minim from a South Dakota 
College and resulted in a cue when seven individuals were charged in a 125-count indictment 
with money laundering, structuring, conspiracy, obstructing of justice, and tax evasion. The 
primary defendant in the case received a sentence of 1 yean in custody and was ordered to pay 
restitution in the amount of S2.6 million. The co-defaidants received sentences ranging from 24 
months to 97 months in custody. The investigation was conducted by 1RS-CID. FBI, the 
Department of the Interior, and the Department of Education. 

in addition to providing a financial trail to underlying illegal conduct, (he BSA reporting 
requirements provide an important deterrent effect thai push criminals to attempt other methods 
lo launder their money — and thereby provide law enforcement with additional opportunities to 
delect and arrest mem. This is one ofthe chief lesions of Geographical Targeting Order (GTO) 
that resulted from the work of Customs' El Dorado Task Force, Once El Dorado established 
that the Cali Cartel was using certain money transmitting services in the New York arts to wire 
drug profits back to Colombia. Treasury issued a GTO requiring the transmitters and their agents 
lo report detailed information about the senders and recipients of all cash-purchased 
transmissions lo Colombia of S750 or more. The likelihood that such transactions would be 
reported to federal authorities - and possibly create a paper tnil to the underlying narcotics 
trafficking - led the Cartel to move toward riskier bulk cash shipments lo Colombia. The result 
was a large increase in illegal outbound cash seizures and related arrests by U.S. Customs, 
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In addition, as noted, BSA reporting requirements support im po rtaul safety and soundness 
principles. Il is axiomatic that financial institutions capitalized with dirty money, a* well as 
payment systems employed to move such money, are at greater risk than those dealing with 
legitimate assets. BSA reporting requirements help keep such institution* sad systems free from 
the taint of criminal proceeds. 

Another benefit to financial institutions is its help in detecting illegal activity directed at 
financial institutions themselves. As Deputy Assistant Attorney General Mary Lee Warren will 
testify, the FBI's Financial Crimes Section uses SARs to add value to then investigation of 
crimes occurring within financial institutions. In Fiscal Year 1997, the FBI alone reported 2,536 
federal convictions in financial institution fraud matters. The FBI estimates that approximately 
0S% of these cases, which resulted in SS37 million in restitution, were initiated Or enhanced 
through one or more Suspicious Activity Reports. 
BSA vs. Know Your Customer 

hi order to make appropriate judgments about the BSA, il is essential to understand that 
the recently withdrawn Know Yout Customer (KYC) rules were very different from and far more 
intrusive than the BSA, in particular SAR. reporting requirements. First, and generally, the 
BSA's CTR. CM1R, and SAR requirements are narrow and targeted. They apply to information 
held not by the individual, but by a commercial institution. 

Turning to SARS specifically, these rules require the reporting of particular transactions 
thai a bank should know or have reason to suspect can involve illegal activity. This would 
include transactions that have no visible or apparent lawful purpose. The SAR rules thus require 
a bank to make a particular inquiry only in cases that it knows, suspects, or has reason to suspect 
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a given transaction may involve illegal activity. The &AR rules do not require Hut a bank 

The KYC proposed rules, in contra*, could be read to ——J-" ■ general p rog ram to 
cre»tea'l>Mel]K"fb»oe«erminingif»givencuaooier'siairi vary from the norm. Moreover,! 
bank would have to put that baseline in place ill at once. The proposed KYC program would 
have required systems to determine the identity of new customers, to monitor their transaction*, 
and to identify transactiomincooaiatent with the normal and expected trariaactiont for that 
customer. Aanotedby JohnD. Hawke.Jr., Comptroller oflheCurTency,inhiiMarch4 
testimony before the Subcommittee on Commercial and Adminiatrative Law and the Committee 
on the Judiciary, "the proposed regulation ... could have a profoundly advene effect on the nature 
of the relationship banks have witli their customer!, and consequently, on the banking system as 
a whole. Law abiding citizens- who make up the overwhelming proportion of bank cuatomera 
- are likely to have serious concerns that their everyday relationships with their banks will be 
routinely scrutinized for evidence of misconduct. They wilt be understandably apprehensive mat 
(heir bonks will report any transactions that ... don't meet some predetermined customer "profile" 
established by a faceless bank employee or some computer progr am , as a "suspicious activity." 
Finally, the proposed KYC rule would also have required greater internal controls and testing of 
the program, as well as the designation and training of individuals responsible lor monitoring 
compliance. 
The Importance of Privacy 

I am also aware that concerns have been raised about the privacy implications of the Bank 
Secrecy Act. It is not enough simply to state (hat its provisions have been found by the Supreme 



3i 9 inz e d b V Google 



Court to be constitution*!. Of course that does not end the discussion, u the Right to F 
Privacy Act illustrates. 

I want. However, to emphasize three things: Ftiit the Dep a rtment of the Tre asur y 
recognizes the absolute necessity for citizen*' faith in the legitimacy of the financial system in all 
of its aspects, including the protection of financial information from misuse of any sort. Second, 
BSA information is limited to specific categories set by statute, based on law' enforcement 
experience. Third, all of the data received by Treasury under the BSA is held in secure form and 
open for use only by criminal and regulatory officii]) for use in the course of investigations in 
discharge of their legal responsibilities. In the BSA regulation* we have struck the right balance 
between the needs of law enforcement and the interests of the banking public in privacy. 

In closing, I would like to thank the Subcommittees and the full Committee for their 
support of the BSA and the law enforcement and regulatory personnel who rely upon it 

Thank you, Mr. Chairman and Madam Chairman. I would be happy to take any questions 
you or the members of the Subcommittees may have. 
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Chairman King, Chairwoman Roukema and Membcn of flic Subcommittees, 
thank you for the opportunity to discuss the importance to law enforcement of the 
record keeping and reporting requirements in the Bank Secrecy Act (R S A); and the 
.Suspicious Activities Report (SAR) system. In past testimony before this and other 
Committees examining financial crime and money laundering, the Department of 
Justice, the Department of the Treasury and the federal regulators have alluded to 
these record keeping and reporting mechanisms but, to the best of my knowledge, 
we never before have testified directly concerning the crucial part these reporting 
mechanisms play in our enforcement efforts. 

The experts tram the Department of the Treasury and the federal regulators 
on this panel will address in some detail the history of the BSA, its record keeping 
and repotting requirements, the safeguards and prctectJoni afforded nsSornatha 
submitted under their auspices, and address other issues concerning regulatory 
oversight and enforcement. As the panelist from the Department of Justice, and as 
the former Chief of the Narcotics Section for the Southern District of New York, I 
would like to address genetically the incalculable importance this record fc 
and the reporting rnecn SB B a ni p**y JD BUT ""*Ky l«inwVrin£ sssj fmmrari wim 
investigations and prosecutions; the steps we and Treasury taw enforcement 
component* are taking both at Headquarters and in the field to ensure the max 
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ic of An crucial data; aid to conclude with specific anecdotes an the dm of this 

fatpwtioi m nil owi ""* ""■"■f™ 

Why Reporting ii cradal 

Those who engage in financial crime and money laundering necessarily 



il systems. When me check later negotiMei hu fl»udnknt checki oao rtop 
end of the check processors; (he fraudulent telemarketer has fraud proceed* wired 
mailed into his accounts and ultimately to offshore locations; the terrorist wires 
s iUictt proceeds into a U.S. financial instill it ton from an offshore location; the 
■rapt politician moves his illegal campaign cootributioDs through a variety of 
counts at home or abroad; or the Colombian black market peso broker has drug 
wars indirectly deposited into the U.S. financial system through the use of money 
natters, money order sellers or cms decarnhsos, a Ug't m MrtfTy^nirtMiJSflg 
uncial institution or sector is being unknowingly and, we assume, unwittingly, 
■ser r ated by criminals. Each of these criminal activities, however, leaves a trail 
id footprints behind. 7he purpose of BSA record keeping and reporting 
nutrements, as well as SAR reporting requirements, is to ensure that those indicia 
f float conduct are recorded, reported and made available to law enforcement and 
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8 it not enough. 

Any nation serious about detecting, investigating, targeting rod prosecuting these 
crime*, and seizing and forfeiting the proceeds and '"**"""*"****'*— of such criminal 
conduct, must establish a record keeping and reporting regime, commensurate with 
the nature of that nation's financial crimes and money laundering activities, to 
ensure that financial information revealing or suggesting criminal abuse of financial 
systems is made available in a timely manna to law enforcement and regulators. In 
feet, we judge other nations' political will in this area in part by their record keeping 
and reporting regimes. Indeed, such record keeping and reporting underlie 
multinational anti-financial crimes and money l au nd erin g norma, such as the 40 
recommendations of the 26-nation Financial Action Task Force. 

The recording and reporting are triggered by the would-be criminal's 
activities, and serve the purpose not only to alert federal, as well as state and local 
law enforcement to these potentially criminal activities, but also to protect the safety 
and soundness of the reporting institutions. No legitimate financial institution wanls 
to facilitate the receipt or movement of illicit proceeds, regardless of the proceeds' 
origins. 
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Large vshie reporting such as the $10,000 Currency Tranaaction Report 
nt) and the Cnrrancy aid Monetary Instruments Reports (CMtt) drive caah- 



>orting reojuuements and to smuggle the currency m every a 

■veyance and product Utilizing those CTRs and CMIRs, law enforcement has 

acted the movement of illicit cash directly mto the U.S. firumcial system. 

Acting upon direction from me Congress, and in recognition of the success 
i have had in denying cash-based money laundeters and fraudsten direct access to 
ice their illicit cu rrency in the U.S. financial system, FinCEN recently has vastly 
pended the circumstances under which banks can exempt certain customer 
nsactions from the CTR filing req uir e m e n t s . This increase in the number of 
along customers and tra ns a ct io ns exempti o n s necessarily wffll decrease 
xnaticaUy the number ofCTRa being filed annually. As the number of CTRs fall, 
1 value and imp ort a nce of SARs will rise. Thus SARs will become ever more 
portant to our anti-financial crime and money laundering efforts 

Money laundering schemes are successful as long as they go undetected, 
irhout SAR repotting, which is used for reporting suspected currency transactions 
d suspected financial crime, a great deal of financial crime and money laundering 
wJdnotcome to the attention of law eriforcemenL SARs are filed for individua] 
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suspicions financial transactions, but Mowing the leadi provided in SARs allows 
law enforcement to identify both abuse of financial institutions to Iwsndef money 
and eventually the underlying criminal activity. Without mow leads, mocfa of mat 
activity would continue unchecked. Whatever me nature of the underlying criminal 
activity, the entities in the best position to enable law enforcement to "notice" mis 
criminal activity are the financial institutions with wlhcrn the inoncy lauDderen are 
forced to deal. 

The value of these data to federal law enforcement's ability to target and 
attack financial crime and money laundering is readily seen: The FBI reports that n 
FY 98 its Financial Institution Fraud (FIF) Squad had 2,61 3 federal convictions in 
KIF-related matters, and that 98% of these cases were initiated or enhanced bv 
SARs. Significantly, as a result of these cases, initiated or enhanced by SARs, $420 
million was restored to victims. During FV97, the FBI secured 2,536 FlF-related 
convictions, and returned fS537 million^ to victims, again as a result of reliance on 
or use of SARs in 98% of the cases. 

How BSA and SAR Data are Reviewed 

U.S. investigators, prosecutors and regulators are mining BSA/SAR data, 
e xtr ac tin g the most valuable nuggets, initiating or corroborating investigations and 
serving subpoenas and warrants based on that data. 
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The first order of business is to ensure that SAR data is reviewed. From the 
oaiscl <&SAR i tfK>rt ^ vi April \996,ihDinq>atlaBattfimiBmnt1bu&iM. an an 
interagency basis, has been apparent Oo December 4-3, 1997, Assistant United 
States Attorneys (AUSAs) and agents from 20 core money laundering districts 
attended a joint Treasury/Justice Anti-Money Laundering Financial Sector Strategy 
Conference here in Washington. One of the recormnendations emerging from the 
co nf erence was to establish interagency SAR Review Teams to review all S ARs 
filed in those districts where financial crime and money laundering is a priority. 
Each of the 20 districts rep r esen ted acknowledged the importance of applying this 



Let me offer by way of illustration two interagency SAR review team success 
stories, from New Jersey and San Diego, as well as other such efforts in the 
Baltimore-Washington area, and the H Dorado Task Force m the Eastern District of 
New York. 

New Jersey SAR Review Program 

In New Jersey, once a month, a task force, charred by a senior, very 
experienced AUSA, evaluates each SAR that implicates possible BS A violations 
(almost 40 percent of all SARs), and contains a New Jersey zip code (whether the 
account holder's or the bank branch's). New Jersey's Financial Investigations Task 
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Force (FTTF) includes w pWMWMw ii fron 

Criminal Investigation Division (IRS-CID); FBI; DBA; U.S. Custorns Service; the 
U.S. Secret Service; sad me U.S. Postal Service. The Attorney in Charge of the 
United State* Attorney's Office Asset Forfeiture Unit and an IRS District Counsel 
attorney also participates. 

Prior to each monthly meeting, a short version of the SARs whmitied since 
the previous meeting is faxed to the FTTF members. (This is necessary because not 
all agencies have direct access to the SAR database). The FTTF members are 
responsible for checking potential targets' idendfien on their cwn databases prior to 
the meeting; the information obtained from these checks is frequently helpful in 
determining whether more investigation would be worthwhile . 

At the meetings, each potential target is discussed If no interest m former 
investigation is expressed, the case is closed and may be refined to IRS for any 
action mat agency believes appropriate. Where additional investigation is bebeved 
appropriate, the group discusses what investigative technique* should be 
undertaken, and how the relevant agencies might proceed. At subsequent meetings, 
the status of ongoing investigations is discussed, usually briefly. Otherwise, the 
investigation proceeds like any other multi-agency investigation, sharing meat 
information and coordinating their actions. 
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The New Jersey FTTF has been enormously successful. Many significant 
prosecutions hive arisen from FTTF cues, including a aeries of major Medicaid 
fraud cases and several significant narcotics money laundering cases. FTTF 
investigations generated from SARs have also resulted in civil seizures of many 
minions of dollars. Conducting investigations through a multi-agency task force 
brings more resources, data, and experience to the analysis and investigation of 
suspicious activities reported by financial institutions. 

San Diego SAR Review Committee 

In January, 1998, the Southern District of California formed an interagency 
SAR Review Committee consisting of representatives of Federal, State and local 
law enforcement agencies, specifically, an AUSA, the IRS, Customs, FBI, DEA, 
Postal Service, California Bureau of Narcotics Enforcement, San Diego Police 
Department, and San Diego Sheriffs Office. The Committee meets monthly, and 
reviews all SARs (typically about 100) filed by financial institutions in the Southern 
District of California (San Diego and Imperial Counties). 

The Committee hat been very successful in identifying leads for ongoing 
investigations as well as for the initiation of new investigations. Committee 
members have identified at least two to three SARs per month (approximately 45 to 
date) which have furthered ongoing in 
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Approximately five to tea SARs per month, or more then 100 to date, hew 
generated the initiation of new investigations by one or more of the participating 
agencies. Thus fiff, several prnnpontioni have resulted Bom the cx&minattoo of 
SARs. For example, a SAR showing a large number of Western Union deposits by 
a liquor store led to the initiation of a money laundering undercover operation 
targeting the store's owner and manager. In late 1998, the two men were indicted 
for laundering $135,000 in cash represented to be drug proceeds, and are currently 
awaiting trial. Cash and vehicles worth a total of almost $100,000 were seized fer 
forfeiture. In this case, it was the SAR filed by the financial institution that led 
agents to suspect criminal activity at the liquor store, and to conduct further 
investigation. 

In another case, a SAR provided conDboration for information provided by* 
cooperating defendant regarding money laundering at a food market Specifically, 
the SAR showed a large number of Western Union deposits and several checks 
signed by the same person. After investigating further, the Government prosecuted 
the owner of the market, who pleaded guilty to structuring $684,000, «nd forfeited 
assets valued at $50,000. 

Most im p ort an tly, the Southern District of California committee underscored 
that because financial investigations take time (one year is not unusual), tangible 
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result* from a SAR Review Conaursee ere not i mmnm 'a fti , and the tme value oft 
SARD 



BalMaaere-Wsinaaajlin IHdl Cash Task Farce 

Recently, agencies (IRS-CID, DF.A, USCS, FBI, Secret Service, United 
States Attorney!' Offices) in the Baltimore-Washington metropobun area have 
established an nbeit Cash Task Force to develop, integrate and analyze ■^■"■f 
from law enforcement and financial information to identify, combat and *fj!f 
criminal organizations. The Task Force, which will be divided into two unit*, the 
Fraud and Narcotics Units, will review all available financial in*™— <«*, mcJudmg 
SAR data, to develop naeffijenoe for field task forces, and provide financial 
assistance in the early stages of these investigations. Although in its (bnnatrve 
stage, this multi-district approach holds great prornise to track and trace the 
movement of illicit currency and other financial transactions across district baas. 

El Decade Task Farce 

Last week, your Subcommittee* beard teatiaxxry from the U.l Attorney's 

OfafatfaE**miT)ktfatfYkMYritoonm^mimmt§mjr*k*** 

(El Dorado Task Force) that has met with outstanding »we«M ta Identit/lf* and 
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El DondO ii comprised of ■gents and analysts torn numerous neton of federal, 
state and local law enforcement. It was established in 1992 and, from its mceptkc, 
baa beea a inodelofcociwrBnv* law enforcernem effort. Tbe El Dorado Task Font 
in New York is currently c omp ris ed of 13 separate agencies, inchidmg die Custom 
Service, the IRS, the NYPD, the Secret Service, the U.S. Postal Inspection Service, 
all of tbe District Attorneys' Offices in the five boroughs of New York City as well 
as Nassau and Suffolk counties and the New York State Banking Department 
Since its inception in 1992, tbe El Dorado Task Force hi New York has 
targeted systems or industries mat facilitate money laundering and has seized in 
excess of SI 50 million in currency, arrested more man 700 inojviduals and captured 
more than two tons of cocaine and 120 pounds of heroin. Their approach of 
targeting particular industries through which money laundering is accomplished has 
met with extraordinary levels of success and is a model for combating money 



The Task Force reports that it relies heavily on SARs, and on BSA data to 
initiate and enhance its investigations, and that without these reporting requirements 
rts record of success would not have been possible. El Dorado uses SAR and BSA 
data to identify any accounts reported by informants, and, in almost every Jnetance, 
SARs allow El Dorado to identify accounts related either by name, address or social 
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security number. El Dorado also routinely uses SARj to identify money 
hwatt dcriOg /Hick Baika l paao BM c b j M B accounts and to make civil a a fan M l and 

attributes approximately $750,000 m seizures to the ffling of a SAR. In another 
recent case, SAR data was used to identify an individual who illegally remitted 
money to a foreign country without a license. In another investigation, law 
en fo rcement was able to defeat an "innocent owner" claim to $700,000 by showing 
mat the possessor of the currency bad a bank account that contained structured 
proceeds. In another case, based on a SAR filing, the Eastern District of New York 
began an investigation, and ultimately convicted an individual for structuring over 
SI million in what is believed to be tax evasion money. 

The El Dorado project also provides demonstratrati ve support for die 
importance of 31 U.S.C. 5 5325 that requires financial institutions (as broadly 
defined) to maintain identifying information where more man $3,000 in bank 
checks, cashier's checks, travelers checks or money orders are purchased with cash. 
This log requirement was crucial to the GTO and other efforts by the District. 
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Advantages of the Interagency Review Appraach 
A task force approach used in many reined law en fo rcement wen is 
particularly suited to Ac SAR review process. 

e) Although e SAR rarely reveals the nature of die underlying crime, by 
applying a task force approach, at least one of the agencies repr es ented in the Tirk 
Force is likely to identity the criminal activity so the target is less likely to fall 
between the cracks. (Where appropriate, a task force may make referrals to other 
agencies, such as INS, FDA, or state and local law enforcement.) 

b) A task force makes it possible to collect all readily-available data before 
making a decision about how to proceed. 

c) Multi-agency assistance: even where an agency has no special interest in • 
particular case, that agency's representative is available to respond to specific 
requests; &g., mail covers from Postal, import-export information from Customs, 
and so forth. 

d) The task force approach makes it very unlikely that two agencies would 
conduct parallel investigations without knowledge of each other, and thus ensures 
die greatest concentration of efforts without duplication. 

e) When appropriate, overt investigation can be undertaken without fear of 
interfering with another agency's investigation. 
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I) A knowledgeable AUSA is readily available to the agents, and oversight by 
angle AUSA ensuret consistency in prospective approach. 

g) CM forfeit u res are greatly in c re as ed: first, all SARs are reviewed, so 
ssible civil fortehores are not overlooked and second, because there is open 
nanunication concerning all agency efforts, it is easy to make a joint decision to 
ndVc a particular case through ctvfl forfeiture. 

h) The ""**"£■ provide a convenient forum in which to update the members 
pertinent matters such as new regulations, significant cases, new trends in money 
BKiering, and successful investigative techniques. 

FBI Review of BSA/SAR Data 

On April 2. 1998, the FBI's Money Laundering Unit sent a telex to all FBI 
d components asking each to evaluate the utility of establishing, or participating 
an interagency SAR review team such as that in San Diego and New Jersey. The 
I now reports that, in addition to participation in New Jersey and San Diego, it is 
tanpating in such teams, usually headed by an AUSA, in the following ernes: 
juquerque, Atlanta, Buffalo, Cleveland, Detroit, Indianapolis, Los Angeles, 
mteapolis and New York City. Further, FBI now reports that 36 additional 
ices have established an internal SAR review policy to assess toe viability of 
iBBtjai money launderin g and ftawcnal crime ""tstigatwns Theoverall 
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responses indicate a higher percentage of money laundering and other cam being 
opened and/or enhanced by SAR review. 

Finally, die FBI reports that it reviews, either as pari of an interagency effort, 
or unilaterally, virtually every SAR that is filed nationally. Thus, these reports are 
reviewed and analyzed without exception. 

DEA review and use of BSA and SAR data 

DEAshiiflarlyrepomthatithastbuiKltneBSAaodSARdataavailabkan 
die Currency and Banking Retrieval System (CBRS) irreplaceable "to create many 
valuable links between suspected money Uumderers and drug trafficking 
organizations." DEA further states that The fti«™l information housed in the 
CBRS data banks allows DEA intelligence analysts not only to locate assets of 
known suspects, but, more importantly , it allows DEA to establish link* to other 
organizations and/or individuals who are involved in drug trafficking that DEA may 
not have known existed, if not for the BSA/SAR data." 

Beginning in February 1998, DEA's Financial Intelligence Unit at 
Headquarters has had accesi to the CBRS via a FinCEN Gateway terminal. During 
1998, DKA's Washington Division Office, the New York Division Office and the 
St. Loins Division Office also have gained direct access to CBRS data, and each of 
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these Divisions report exles*rve es« cf and value derived from BSA and SAR 
reporting. I%Anpi»tsA^dDoemoarviBcdiraotMcantoC8RSdMi,sVtihn 
"has become n integral put of all DEA financial mvestigatiooj." 

According to CBRS Gateway Mistical reporting for FY98, DBA queried the 
CBRS directly 2,634 times, aod viewed some 3,273 report*, including 2,612 CTRa 
and 409 CMlRs. tma&ama, a eQeri k* 1oVB\4moa&tqpciUtdl n at m »i 
transactions, it had been able to link a company under investigation to bank 



links were established between a target under investigation and foreign account*. 

In addition to its key role in money laundering and financial crime 
e nf orcement program*, the SAR system is critical to our efforts in bringing to justice 
those who victimize our nation's financial institutions **«™fl h fraud and related 
abuses. Not only does the SAR system alert the HM and other investigative 
agencies to possible crimes targeting bank*, thrifts and credit unions, but it also 
ensures through the underlying regulations that evidence is preserved for law 



Anecdotal Information 

In each of the cases described below, BS A and/or SAR data either led to the 
initiation of the investigation, or proved invaluable to its development sod successful 
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■■■J *™ a ««»- y > j r M WHipM 
onakacaed by Ike Loa Atmefcs office of me FBI ami me Ln Aegean Fbbce 
Departnienl (LAPD). f l u m i au l |im1i filial. T ^ m wrf T liiilii n i l. Tim 

B ODO OI the ttnjGSt COBCk CnMf eDRrpnseS Openfmg m me WfSlCni United 

States, and purparts to be one of me leadjng U5. money mufcr agents providing 
services^ Mexico and Latm America. Win as Mock traded oa me NASDAQ OTC 
BuDetm Board, Sopennail was considered a pa* anw« tb* increasing maiibe* of 



nc^dworhooos where banks have redoced nasr presocc. 

The three executives, along with six other employees aad aaaoctans, were 
Mit.rtfd after a federal grand jay retailed a 67-count nawamMI agaattst II 
dn mB nm n a, mcBahug die Supetaiafl Con^onaaon, charaaag aaaajple ooaiparacjea, 
money bondering, evading conency reporting mw a uirtj , aiding and a b tttaug. 
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The initial target of the b 
California. Investigators, working iu an undercover capacity, approached the 
■— fa r, who agreed to launder "drag" money in exchange for a cash fee. 



bySupermaiL A« larger sunn were laundered, the man 
hi* associates working at other store locations. When a new manager took over 
operations at the Reseda store in April 1997, he brought in SupermaiTs corporate 
officers, including the CEO, the President, and the Senior Vice-President 
Pocketing the cash fee, the corporate officers authorized the issuance of money 
orders and the wire transfers of large sums of "drag" money to a secret bank account 
in Miami, Florida, while the cash was used to maintain operations at the Supermail 

To avoid detection by law enforcement, no CTKs or SARs were filed by 

Supermail for any of these transactions, however, CTRs and SARs were filed by the 
beajn intft whkh me oni de pot i u wan undo, and fh— fihngf irigwTH'ai a' ly 
enha n ced the value of other information received. In total, the defendants bamdered 
over $3.2 nation dollars of "drug" money. The investigation is believed to be one 
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of the largest money bmdering "sting" operations targebng » cfeeek cashing 
busmen in United States history. 
(2) U Salle University 
Based upon SARs and cornplaints by vktim-tfevJents, me New Orient 

Lomsiana, a mail order corresriandence school which offered external degree 
studies. The SARs and complaints received concerned the st r u ct urin g and money 
laundering by companies and individuals associated with LaSaOe. La SaOe solicited 
tiuWt. Ihtongh printed ■*— «j«™i*« « nagsasnaa ■»»< "■v* «*™«pt« W i 
national and international student registration of over 15,000 students, but later was 
round to be nothing more man a sophisticated diploma mill not recognized by any 
collegiate accrediting body. Iji Salle defrauded unsuspecting students by leading 
them to believe that they were accredited by die Council on Post Secondary 
Christian Education (COPCE) located in Washington, D.C. COPCEwas 
established by La Salle management as a further level of deception, leading its 
students to believe they were attending an accredited university. La Salle acquired 
approximately $36 million in its mum-tiered ptoy to obtain students. 

The students being targeted by La Salle were defrauded by over $2 million per 
semester in student fees paid by check, credit card or bank draft. La Salle deceived 
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th» victiomndqatl coaaaansinf, **■» COtt Of ftwtiCM Once the victim-student was 
enrolled, (be management would double charge the draft or credit card of the 



La Sane used many ifaeQ companies to conceal the tource of the income it 
generated. Victim students were duped into believing that the university had « 
rehgiows affiliation, and served assnouprofitnutituoon. Over 12 dtfieront bank 
accounts were located by the FBI-some located in the Cayman Islands, maintained 
under various company names. The accounts were used by the president of I -a Salle 
to buy drags, produce pornographic movies, and establish a quasi-militia 

La Salle had evaded local and federal prosecution by operating in various 
locations, starting in California in 1985 and relocating to Missouri, Nevada, 
Arizona, and Florida before relocating to Louisiana in 1992. Pursuant to the 
information provided by SARa and complaints, the FBI executed search warrants in 
Jury 1996. The additional evidence produced by the searches allowed the FBI to 
issue seizure warrants fix bank accounts totaling over $10 million. Later, the borne 
of the La Salle president, valued at approximately $2 million, was forfeited. 

In the rail of 1997, all aaaflanamaal officials of La Salle wen convicted of 
various charges of mail fraud, wire fraud, and money Iwwukring. In 1998, all 



^icjitized by GOOgle 



(3) Median Fraud Caw 

Based upon a criminal referral form, the predecessor to today's SAR 
requirement, the New Jersey FITF, initiated an investigation of the owner of 
Bloomfietd Pharmacy, in Newark. The investigation, which was condnetedjoianjr 
by the IRS, the FBI and the New Jersey Department of Human Services, uncovered' 
a major Medicaid fraud. Ultimately, the owner pleaded guilty to wire fraud and U 
evasion, and is serving a 24-month sentence. 

The investigation expanded to include several other area p h a rm a cies . Two 
other defendants entered guilty pleas and were sentenced, r e s pectively, to 41-month 
and 15-month prison terms. A fourth defe nd a nt went to trial and was se nt enced to 
108 months' incarceration on convictions for money laundering and conspiracy to 
distribute prescriptions without a license. The defendants stole millions of Medicaid 
dollars through fraudulent billing and the illegal dispensing of black market 
prescription drugs. Bloomfield Pharmacy electronically billed Medicaid by 
submrtongthousaricboffmufrilemreimb^ The pharmacy did this 

through the use of stolen, fraudulent, and na aapp f op riaa ad Medicaid cards and 
numbers and blank prescription slips. F o r feitu res m the case totalled $4.2 mtitim m 
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a 12 a 

»l referral* 
(4) Other cases 

(a) In Jaanary 1998, the New York Office of the FBI ri 

|y $10 million from the accounts of wealthy customers, 
it investigation revealed that the subject of the report had created 

d by (be assets of the victim custome d sod 
bad been embezzling funds since 1992. Losses from the embezzlement were 
estimated to be more than $20 million. The subject wis convicted, sentenced to 
more than four years in jafl, and ordered to pay restitution m excess of $17 miBion. 

(b) In October 1996, the Springneld, Illinois, FBI Office recervedaSAR 
indicating that the bank's former vice president and chief operating officer had made 
■ number of suspicious entries in the bank-books. A subsequent investigation 
revealed that the subject had made fraudulent entries in bank records to show that 
several bad loans had been paid in full. The subject in the case was convicted, 
meowed an 18-montfa jail sentence and was ordered to pay more man $272,000 in 
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(c) The Seattle FBI Office umialed an investigation in May 1997, as •rank of 
losses sustained by a bank and a federally insured credit union. Initial reports 
indicated that several individuals had opened accounts and were depositing bad 
checks in their accounts via Automated Teller Machines. After depositing the 
checks drawn on other area banks, the account holders withdrew funds before the 
checks were returned due to insufficient funds. Based on tins information, the 
Seattle Division began researching SARs that were connected to the names on die 
fraudulent accounts. To date, this investigation, which initially demonstrated kwoei 
on only a annul number of accounts, has expanded to reveal a ring of more than 35 
subjects using approximately 60 fraudulent accounts. Losses to local financial 
institutions total approximately SI million. 

(d) In August 1998, an mvestigation was initiated by the Seatfie Office of the 
FBI into a muttimfllion dollar internal embezzlement scheme by three individuals. 
Information provided by a cooperating witness indicated that the subjects had 
conspired to embezzle money from i bank. A SAR provided by the victim bank 
confirmed this information and enhanced the FBI's subsequent investigation. The 
bank estimated that it had lout more than S4 million from the embezzlement over ■ 
five-year period. Two of the bank's employees arranged to issue fraudulent cashiers 
checks to an associate who laundered the checks through his account and split the 
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moaeywttfeba*«q*9ML A fcmtt subject -hamm-l/ iikOli I lit 
urvcivenxatmtheacsane. !■ TTrmrohnr I9H, ftm nf Itw ■riderta psnartal smBj 
to bwk cnbenkneat Charges against one subject are suD pending. More man $2 
imUian in cash, stock, real estate and personal property has been recovered in 



(b) The Seattle FBI Office initiated an investigation in April 1997, baaed upon 
information received from cooperating witnesses and a cooperating defendant in 
three check fraud cases involving a large, loosely-connected criminal enterprise 
m g n g pA in the creation and illegal use of coun te rfe i t and forged identification 
documents and corporate business checks. In order to coordinate these 
investigations, the FBI conducted a detailed analysis of SARs in all three cases. 
This analysis linked the investigations to the same organized groups and helped 
establish a check scam related to 72 different business and personal baric mr-infr 
at five are* financial institutions. The case involved 57 Washington state 
participants and five extraterritorial participants. This is the largest check fraud case 
in Washington state history. More than 200 interviews were conducted related to 
the idcnrifkariori and location of the 57 subjects. More man 1,200 pieces of 
evidence wen forwarded to (be FBI Ubors*oiy for fbrensfc smdysuj. Relevant 
documents included items from more Aan 20 prrvete maildrcj># and check ordering 
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v of the individuals identified as "recruiters" in this 
investigation are admitted gang members, The modus operandi is somewhat 
complex, involving more than twelve steps m the successful execution of the scam 
mat starts with the fraudulent acquisition of state identification carda sxd cuds with 
bank Sand "* nat fenn of * ohock pwsjna , mm at five ma j ot hanks Tumi iliatii 
bank losses, merchant losses, and relevant conduct losaet exceed SI minion. 
Twenty-eight subjects have been charged to date. 

(f) In December 1996, the Salt Lake City FBI Office initiated m investigation 
into the failure of a bank in Montana. The investigation was based on information 
furnished to me FBI which indicated that S7 million was missing from the bank 
Additional information from a SAR confirmed the bank's losses and further 
enhanced the investigation. Through the assistance of former bank employees, of 
eight years of bank records were reviewed and a scheme was uncovered which 
involved systematically draining $10.4 million from the bank. The subject in the 
case employed seven different methods of embezzling funds through the use of 
fraudulent checks, false entries, and money laundering. In July 1997, four 

g a bank officer, were indicted on bank fraud, conspiracy, 
3>. To date, more than $2 ■aaaoi hat been 
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(!) la Aapa 1997. • at Leak haktW • SAR wtai adkaM A* tali 
nosy have boon eaaoenied from om of ill ooaamercal customers. Tnebank 
suspected bast om of the vionaVs enspioyees had opened a seccod cotnancrcial bank 
account without the victim'! knowledge arid had begin embeaznng fcnA from lam 
I, the St Low* FBI Office opened an investigation and 

dktheSAR. The subject was later convicted 
of bank fraud, received a 12-month jaO sentence, and was ordered to pay $200,000 
in restitution, to Oat vscom. 

(h) In January 1997, the lndianapn.ii Office of the FBI received a SAR from an 
Indiana bank. This SAR contained information regarding the owner of a company 
that was in the basinets of building and selling single family homes. The bank 
suspected that the subject was altering pay-off ataa a m a n ti tor coostmrtion loans in 
order to make it appear that a lesser amount was owed at closing. A subsequent 
investigation confirmed tbe bank's suspicious and established that tbe subject used 
her fraudulent scheme to mislead a number of lenders and purchasers involved in 
her new home tales. The subject was convicted, received a jail sentence in excess 
of one year, and was ordered to pay more man S650,0O0 in restitution to die bank. 

(i) The FBI Office in Chicago received a SAR which indicated thatafbrmer 
officer at an Illinois bank bad used his rxuition at the bank to embezzle 
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a pp^juuid y $750,000. The FBI initiated acase in October 1996. During the 
coune of the investigation, the subject kidnaped his two young children and Bed to 
Mexico. The FBI continued its investigation in his absence and eventually arrested 
the subject when be returned to the United States. He was convicted on bank fraud 
charges, received a jaQ sentence of 34 months, and was ordered to pay $750,000 in 
restitution to die bank. 

0) The District of Massachusetts reports two significant investigations and 
prosecutions that resulted from the use of a SAR. Both ofthese cases involved drug 
proceeds, with the first case involving a check casher, and the second a money 
re mi tter. The SAR information was invaluable in each case. 



I would like to conclude by again expressing die appreciation of the 
Department of Justice for the continuing support bat your Subcommittees have 
demonstrated for our anti-money laundering and asset forfeiture activities. The 
Department is striving to ensure nut BSA, SAR and other financial crime-related 
information is reviewed and acted upon by law enforcement not only to fight drag 
trafficking but also to fight terrorism, public official corruption, white collar crime 
and all forms of criminal activity that generate illegal proceeds. It is absolutely 
essential to U.S. law enforcement, investigators and prosecutors, that the BSA and 
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SAR reooid koopNg and laportan; ayataaM canMly ■ ptaoo be roaaand,be 
available to few MOMnl fcr nam ■vtangaejona MM prof cu boot, and dMtti 
cxtnoranaray vitoBble iowdo of ntfbnmtioo not bo oat beck. Tbobk yoi vvim 
oppo rtu ni ty to appear befare yon today. I wontd welcome any qneatiOM yoe May 



^igilized by GOOgle 



8UIBBIUU 

x omce of munamaa 

mnHmOTracwrmimyRVKf 

BEFORETHEHQUaeaUBO IHMIIIII |||| ■»■«■*■»■ aeermiTIOlM AH 
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AWDwyganaATiOMg 



Chairman King, Madam Chairman Roukanw, members of tha •ubcommraae, 

Justice and Traasury In a dl a cuaa to n on tha Importance and rola of tha Bank 
Secrecy Act. or BSA, aa tt appliaa to our continuing afforts to dhtrupt global 



Tha U.8. Cuatoma Service haa a broad grant of authority In tha conduct of 



afforta am not limited to drug re la ted monay laundarlng but to tha procaada of at 
crime. Jurisdiction hi triggered by tha Hlagal movamant of criminal funds. 






Sarvica, In conducting monay laundering In veeugatJona. Tha audit traila 
aatabilahad by tha Currency and Monetary Inatrumenta Report, or CMfft, and tha 
Currency Transactions Report, or CTR, afford us tha opportunity to trace the 
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Ms M«d comiMdis. MA*»MWhtwt dtoiiMlihh 
TR» li UMd to support oagelno criminal kMmlpfloM. 



hitfosttostion, snpfowmstoly 80 Sus p i c ious AcsVift/ Reports, or 8ARs, wsts 



d to bs ratatod to ms Ifwssdpallofi. 
I ma Inlofmaoon from CTRs to further 



Customs Spsclsl AQsnto and analysto 



Tha Cus to ms 8ervfce oonducto s myrtsd of Invsodosdons m c fcidm n , dnig 



For exams**, In Hbnmf HM, our D sM si ofBos concluded an Inv — ttort on of 
nn M Bw J, w ltM ' Imm * Im t h h " 1 — -—-—*■*■ fctotopottolloa of stoton h** 1 *? Jonwula 
d been ispsckagad In countorfstt boxse. An analysis of et 



bonks* Theisoofds isveelod meteonteof moot 
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nflln alnteii win him iii in teiaiiteinf Um iiij h ton m dal laanwdhiin mi toa 
MddnEasL Thlilnw Mgrtonw uH^ln«1S4oountfciJa>iwi<ctWfgh^14 
mimbi ra wtto — am W todaral olhnaia, tootodtog monoy taundottog. 

r i ntoma ilin inn nrtfl data m mintlfj incl tenjii mill nniml h| mte toial 
organizations. Om bIIii toy a nmar lto to tin Cuatoma ant monoy teundortog 
atrategy tovohna lw im of tan tosnttfkatton and Rsmoval Onupa, or MROs. 
Thoao nun am oomsftaod of Spoctol Agontoa audHora, Md drtmrinti 
wfiona iota purposs n to Idsnttfy , tarnst* i nd ssfzs too aasato of criminal 
OfooiitaMHfio* In tna post thros yNit, Inooa groups thtvo satzsd ovor $2M 

Tns Customs Sorvtes hoi dsvslopsd analytical sofhvars which hoo too obtoty to 



oteabtotodsterrnlnaanomatiao.tnMiinain' 

auspicious actfvtttss occuiTlnfl Hi Intomatlonii commsrea. 

Currontry, wo aro using too data to focus on too H a c k nlarint Pooo Exchange, or 
BHPf£* Ths BHPE utHtaaa International trads mochaittatna to facMtete too 
movoroairt of ll l i gaff y gons m tod procoada. H to daalgnad to manauvor around 
toa currancy roportlng roqulromonto of too BSA, and to ono of too moat afUctont 
and axtonalva monsy teundoring system In ttvn Ws s tem tnrnnprnro. Aa 
roportod to ton Cornmrttoo In toa test Congroaa, It h oatlinated toat toa BnPE 
humdora $4 Mann dorlars In drug monks par annum and has boeoma Irnbsddsd 
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onfofCMfMnl onMnv iMjtog BSA data to amok down ind aataa tha atotan raonay 

VfctoalV«Mo* Ci w rt owwilnvo rt lp ^ an«lBwot¥toiady»no#dlMOTprtm>t*i*woto 
■ e h — ■ w» I n H alid from Intof wi awon iwMa»ad from a BAR. OurNawYoffc 






N m Mm Bank Sactacy Act which on** t» TraMwry Dapartmant tha authority to 

BMlwwYortiOTO,wt4chw«^H>»Wln1»>».«^P^»»poo(ghtofltti« 

■■ m i M w f, m uajaiall m ia Tha OTO was teauad m a ntutt of Customs 
hnvaaflgationa In Now Jaraay and Naw Yortt which ahowad that tha 12 onynaKy 
If gatod monay aanrtoa bualnaaaaa want raapnnaH a for wiring war WOO m W on 
l ToacoouritlafdM<«gw»lnlaglth wa lafunda,aachC 
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It to Important to notototf 
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Mr. Chairman. I am pleased to appear before the General Oversight and 
fovestigations Subcommittee and the Subcomminee on Financial Institutions and Conauraer 
Credit to discuss the Federal Reserve's role in the government's efforts to detect and deter man 
laundering and other financial crimes with a particular emphasis on matter* related to the Bant 
Secrecy Act and suspicious activity reporting. 



The Federal Reserve has a longstanding ci 
laundering and ensuring compliance with the Bank Secrecy Act and related suspicious activity 
reporting requirements by the domestic and foreign banking organizations that it supervises. 
Compliance with the Bank Secrecy Act and suspicious activity reporting requirements by 
financial institutions provides timely and valuable information to law enforcement and is the best 
indicator of the existence of satisfactory anti-money laundering and anti-fraud policies and 



Over the past several years, the Federal Reserve has been actively engaged in the 
government's efforts to deter money laundering through financial institutions by. among other 
things, redesigning the Bank Secrecy Act examination process, developing anti-money 
laundering guidance, regularly examining the institutions we supervise for compliance with the 
Bank Secrecy Act and relevant regulations, conducting money laundering investigations, 
providing expertise to the U.S. law enforcement community for investigation and training 
initiatives, and providing training to various foreign central banks and government agencies. 

Ten years ago the Federal Reserve started its anti-money laundering program and 
appointed n senior official to coordinate ilie Federal Reserve's activities in this area. In 1993. the 
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Federal Reserve established ■ special investigation* unit, with responsibility for, among other 

tiungt. Ihe oversight of the federal Reserve's anti-money laundering program. In the same year. 

each of the Federal Reserve Bank* designated a senior experienced examiner lo be me Bank 
Secrecy Act coordinator. 

We have long fell that banking organizations and their employees are me Tim and 
W ron ges t line of defense agaimt money laundering and other financial crime*. Ai a mult, the 
Federal Rt a r r' a cmphasUea the impor ta n ce of financial iaauiunons putting in piece control* to 
protect themselves and their customers from ilhcil activities. 

Congress Mo hat long ncognued mat a banking organization's be*l protection 
against criminal activities is its own policies and procedures designed to identify and then reject 
pnaewtiaily illegal or damaging tianaanioaa In I9S6. Congress passed a law (sections Is) of the 
Federal Deposil Insurance Act) mandating mm the Federal Reserve and the other federal banking 
■giiii ii i issue regulations requiring me domestic and foreign financial institutions thai the 

agencies supervise io establish and maintain interna) procedures designed to assure and monitor 

comp lia nc e with the Bank Secrecy Act. 



To understand and properly evaluate the effectiveness of a banking organization's 
Bank Secrecy Act-related controls and procedures and compliance with the Board's rules issued 
under secticn 840 of the F=e<Jei^ Deposit tosurancc Act. the Federal Reserve has developed 
c omprehensive examination procedure* and manuals, hi November 1997, the Federal Reserve 
issued newly revised risk-focused Bank Secrecy Act examination procedures. These enhanced 
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examination procedure! lake a multi-stage "lop down" approach. 

During every examination of a state member bank and VS. branch or agency of am 
foreign bank supervised by the Federal Reserve, specially trained examiners review the 
institution's previous and current compliance with the Bank Secrecy Act. Examiners first 
determine whether the institution has included aiiti-inooey laundering procedures in all ol its 
operational areas, including retail operation*, credit, private banking, and trust, and hat adequate 
internal audit procedures to detect, deter and report money laundering activities, as well as other 
potential financial crimes. This is done through a review of the institution's written compliance 
program and documentation of self-testing and training, as well as through a review of the 
institution's system for capturing and reporting certain transaction* pursuant to the Bank Secrecy 
Act, including any suspicious or unusual transactions possibly associated with money laundering 
or other financial crimes. 

In those instances where there are deficiencies in the written compliance program, 
failures to adequately document self-testing or training, obvious breakdowns in operating 
systems, or failures to implement adequate internal controls, the Federal Reserve's examination 
procedures require examiners to conduct a more intensified second slage examination that would 
include the review of source documents and expanded transaction testing, among other steps. 
Enforcement actions, including (he assessment of civil money penalties, are used to address 
is where deficiencies are not promptly and fully corrected. 
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a Activity ■ 

Before I describe how the Federal Reserve use* .Suspicious Activity Report* and 
other Bank Secrecy Ao reports, tome background information regarding the new Suspicious 
Activity Reporting lyitem would be tneful. 

In 1983, the five federal financial initilutioni regulatory agencies (the Federal 
Reserve, the Federal Deposit h— ca Corporation, the Office of the Comptroller of the 
Currency, the Office of Thrift Supervision {then the Federal Home Loan Bank Board) and ihe 
National Credit Union Administration) developed substantially similar, but not uniform. 
procedure! and forma, then known at the criminal referral process, lobe used by all financial 
institutions operating in the United State* to report known or impeded criminal law violations. 
The introduction of the concept of criminal referrsj frjrnuwu the result of the effort* of ihe 
interagency Bank Fraud Working Group, which hat been addressing the problems of combating 
white collar financial institution crime since 1984.' The use of the forms and the attendant 
reporting procedure*, which were jointly developed by the banking and criminal justice agencies 
participating in the Working Group, enabled financial institutions and the banking agencies (o 
report all instances of impeded criminal activities to the appropriate law enforce mem and 
supervisory authorities. 

In addition to ensuring the timely provisior of information about known or 
suspected criminal activities to law enforcement authorities, the member agencies on the 



' The Working Group now consists of senior staff representatives from 13 federal agencies. 
including the Federal Reserve, the other federal financial institutions regulators, the FBI. the U.S. 
Secret Service. Ihe Departments of Justice and Treasury, including the Financial Crimes 
Enforcement Network, the IRS's Criminal Investigation Division, and the SEC. The Working 
Group meets monthly, and its various subcommittees meet more frequently when necessary. 
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Working Group recognucd the importance of during criminal tibial nfcn 

mctnsclvea, particularly in the area of background check* and the n 

significant mailer* of mutual interest. Tin mmlfia ■iifTulin iimingiiiM j ilfitii nf iiiiniiil 

referral information w made an objective of the Working Group, and the agency 



Beginning in 1994. the Federal Reserve participated in an interagency effort to 
completely redesign the criminal referral proceaa for banking organizations- The banking 
agencies worked with Treasury's Financial Crimea Enforcement Network ("FinCEN"} ** Hit 
manager of the new proceaa became of thai agency's experience in processing millions of 
currency transaction reports and its database management skills, and because Congress had 
amended the Bank Secrecy Act to require FinCEN to issue auspicious activity reporting rules la 
financial institutions, including banks, broker-dealers, and caainoa. 

The result of this effort is the existing Suspicious Activity Report- The new 
Suspicious Activity Report became effective on April I, 1996, for all banking organizations 
operating in the United Slate* and subject lo the jurisdiction of the five federal banking agencies 
and FinCEN. Prior to the effective date of ine new Suspicious Activity Report, the Federal 
Reserve, each of the other federal banking agencies, and FinCEN issued new rules for the 
reporting of suspicious activity mandating the use of the interagency Suspicious Activity Repot 

Along with the enhanced reporting process, another important improvement isihc 
statutory protection that Congress provided for banking organizations reporting suspicious or 
criminal conduct. The statutory proieciion provides banking organizations and their employees 
with immunity from civil liability for reporting known or suspected criminal offenses or 
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suspicious activities. The law also prohibited financial institution* filing Suspicious Activity 
Reports from notifying anyone involved with repotted transactions about the filinp. These 
protections, long sought by the bunking community snd supported by the Federal Reserve, five 
comfort to banking organizations that they will not be held liable for providing timely and useful 

information lo law enfor cem e n t authorities, or compelled 'o reveal information that has been 
reported to law enfor ce ment authorities to help their crime fighting efforts. 

As more fully detailed by representatives from the various law enforcement 
agencies, information collected and reported pursuant to the requirements of the Bank Secrecy 
Act and the suspicious activity reporting regulations provides necessary and essential assistance 
to government investigators and prosecutors. Similarly, as I explained earlier, during the course 
of en ami nations conducted by the Federal Reserve, » review of the information collected and 
reported pursuant to the Bank Secrecy Act and the suspicious activity reporting requirements 
assists examiners in determining compliance with these regulations. 

You asked whether Bank Secrecy Act and Suspicious Activity Report information 
has been beneficial to the Federal Reserve's supervisory and enforcement initiatives. The simple 
answer is that such information has been valuable and has led to numerous supervisory actions 
addressing wrongdoing by banking organizations and persons associated with them. Federal 
Reserve staff reviews Suspicious Activity Reports and Currency Transaction Reports Filed by 
banking organizations supervised by the Federal Reserve. Our purpose in conducting reviews of 
Suspicious Activity Reports is lo identify for further investigation potential problems that would 
normally not be detected during the course of an examination, but that have been reported by a 



3i,«iz S db, Google 



financial institution u being suspicious. Likewise, we review Currency TrMwcboH Report! 
before we conduct Bank Secrecy Act examinations in order to better focus ihe scope of the 
examinations and, where necessary, lo more precisely target problem areas. 

While Ihe Federal Reserve's investigative inilialives resulting from our review of 
these reports are not public and cannot be discussed here, two recent events involving large 
banking organizations supervised by the Federal Reserve involved public court proceedings or 
reported cues where the organizations' Suspicious Activity Reports were disclosed. For this 
reason. I am able to provide some details about how Federal Reserve staff used the information 
filed by the banking organizations. 

As the result of a Suspicious Activity Report filed by Bankers Trust, the Federal 
Reserve conducted a targeted review of certain activities of the bonk involving eschealable funds. 
After our inquiry, staff worked extensively with federal investigators and prosecutors, and the 
result was the recent guilty pies by Bankers Trust and the imposition of a S60 million fine. 
Similarly, a Suspicious Activity Report containing information of suspected criminal activity by 
a BankBoston official led lo the discovery that the individual apparently defrauded BankBoslon 
out or more than $73 million. After reviewing the circumstances surrounding the official's 
actions. Ihe Federal Reserve sought and received federal court orders freezing all of the 
individual's U.S. assets. We are continuing to work with law enforcement authorities during the 
course of their criminal investigation of ihis matter. Additionally, on several occasions, the 
Federal Reserve has commenced enforcement actions against individuals as the result of 
information first reported in a Suspicious Activity Report. 
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Currency transaction infornubon provided to thr government pursuant lo the 
Secrecy Act has also been a valuable asset for the Federal Reserve's enfor ce ment function. 
bra! Raerw investigation that in large part relied on information reported pursuant 10 the 
Secrecy Act led to me conviction of the Bangkok Metropolitan Bank Tor criminal activity 
I to money laundering and fraud. Thii foreign banking organization subsequ e ntly was 
id by the Federal Reserve to cease all operations in the United Stales Similarly. Bank 
ry Act information wai used during the Federal Reserve'* involvement with the recently 
lewd Operation Casablanca in vesbgation. where Federal Reserve staff worked cktcntively 
ederal law enforcement agencies during the course of their investigation of money 
aing acti vibes by several foreign banking organizations and their employees. 

ii ~ nil 

In addition to the Federal Reserve's efforts lo develop appropriate ami-money 
eriog and ami -fraud related policies and procedure* for the domestic and foreign financial 
KkMts that we supervise and our eiamination for compliance wilh those polices and 
dures. staff of the Federal Reserve has, as I just discussed, taken an active role among 
■I bank supervisors in the law enforcement community's battle to deter money laundering 
ividing expertise for law enforcement in 



The Federal Reserve routinely coordinates with federal law enforeem 



cgard lo potential criminal matter*, including anti-money laundering and financial crime 
tie*. Tte scope c/Uiis crjordiiwtion rmges from our work on the development and 
mentation of the interagency Suspicious Activity Reporting system to the referral of illicit 
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activities on ■ case-by-caae Ml u taw enforcement agencies resulting from examinations of 
banking orgmutioiiiaikJ a review of Suspicious Activity Reports. The aforementioned 
situations involving Ban ken Trust, BankBoston. and Operation Casablanca are good examples of 
our efforts in Chi* area. 

Training provided by Federal Reserve staff lo law enforcement agencies continues 
to include programs at the U.S. Department of [he Treasury's Federal Law Enforcement Training 
Center and at the FBI Academy, at well as training for the U.S. Secret Service and the U.S. 
Customs Service. Additionally. Federal Reserve staff has provided training in anti-money 
laundering procedures lo foreign la* enforcement officials and central bank supervisory 
personnel in such countries u Russia, Poland, Hungary, me Czech Republic, and a number of the 
emerging Baltic states, as well as Brazil, Ecuador, Argentina, and several other countries in the 
Middle and Far East. 

Over the yean the Federal Reserve hat taken the initiative to provide timely and 
useful information to banking organizations with regard to ongoing criminal conduct or potential 
schemes that may have an adverse impact on them. In the last few years, the Federal Reserve and 
the other federal banking supervisory agencies have issued alerts on such matters as "Prime 
Bank" frauds and credit card fraud schemes. Such notices lo the banking industry are intended 
to advise banking organizations and the public about the potential dangers of such schemes and 
practices. 

Also, from time to time, the Federal Reserve has developed and issued policy 
statements with regard to activities occurring in banking organizations that we have determined 
could pose a threat lo the integrity of a bank. One such example was the Federal Reserve's 
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development tnd issuance of t policy statement en "payable through accounts." The purpose of 
the policy statement was to ensure that banks that engage in payable through activity, which 
basically involves the use of a checking account at a bank in the United States by an individual 
who resides outside of this country, have appropriate procedures in place to ensure that no illicit 
activities are being conducted through these accounts. The Federal Reserve's 1997 issuance of a 
sound practices paper on private banking is another example. 



As bank supervisors, the Federal Reserve believes thai it is necessary to lake 
reasonable and prudent steps to assure that banking organizations are not victims of. and also do 
not knowingly participate in, illicit activities such as money laundering or other financial crimes. 
For this reason, and to support our law enforcement agencies in their efforts to combat money 
laundering and other financial offenses, (he Federal Reserve's commitment to ensuring 
compliance with the Bank Secrecy Act and suspicious activity reporting requirements continues 
to be a high bank supervisory priority. The Federal Reserve has an important role in ensuring 
that criminal activity does not pose a systemic threat, and, as importantly, in improving the 
ability of individual banking organizations in the United Stales and abroad to protect themselves 
from illicit activities. Both the Bank Secrecy Act and suspicious activity reporting requirements 
are vital to the continued efforts of the Federal Reserve and the government, us a whole, to 
combat illicit activities through the financial system. 
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Thank you. Chairwoman Roukema. Chairman King. Ranking Me mb er* Vento tod 
winders, uid members of the Subcommittees. I appreciate me opportunity to testify on behalf of 
be Federal Deposit Insurance Corporation on me Bank Secrecy Act and the bank reporting 
requirements. The FDIC insures (he ration's 1 0,413 commercial banks anil savings institotions 
»nd is the primary federal supervisor of 5.853 state-chartered banks mat are not members of the 
Federal Reserve System. My statement first provides some background on the Bank Secrecy Act 
itself, and the FDIC's role in its enforcement. Next, I wUI address the question of reporting by 
the banking industry. 

The FDIC is well aware of the sometimes competing public policy issue* raised between 
financial privacy and combating financial crimes by statutory requirements that the lilrmg 
system report suspicious activity. Our recent experience with the "Know Your Customer" 
proposal was strong evidence that the American public values it* financial privacy. The public 
is rightfully skeptical of the government employing efforts to attack the probl em of illegal 
financial activity through rules that may infringe upon the privacy of ill individuals. We 
confirmed through the "Know You- Customer" rulemaking process that the public's relationship 
Kith financial institutions is based on trust, and the government must be cautious about adopting 
ales that might upset that trust 

The integrity of the nation's bonking system is also rooted in confidence. Confidence 
etween a financial institution and its customers is what enables bank* and other financial 
nstitutions to attract and retain legitimate funds from legitimate customers. Illegal activities, 
-uch as money laundering, fraud, and other transactions designed to assist criminals in illegal 
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par ■ serious threat to the integrity offiaarcial institutions aid, therefore, iht public's 
bank** system. Maintaining confidence in the nation's banking system is the 
oftheFDiC. H|gM^p#fc b »*«MMlw)BWtt»BWiyl«wd»^ dMMrJW fcfc 
of federal supervision and batik vigilance in this area. While it ii impouibie 10 




In October 1 970, Congress wM the statute eommooly known w ihe Bank Secrecy 
Aci.orBSA. The BSA authorized the Secretary of ihe Treasury u require banks to report cash 
tnu>cik>ntoveiSID,OOOtodteDepanmaMoftheTrea*ury. In andhinn, die BSA require 
financial institutions to keep records that ere determined lo have a high degree of usefulness in 
criminal, lax. and regulatory m 

countet money laundering. ViaorousenforesmcfltoftheB 
early 1910s, coupled with the criminalization of money laundering by the Money Laundering 
Control Act of 19*6, hive mulled in the filing ofa large Dumber of currency transaction icpornw 
orCTRs. In 1992, the Arnunzio-Wylie Monr^ Laundering Act broadened the reporting 
requirement* by authorizing the Secretary of the Treasury to require any fin— rial institution, mda 
in oft! cerv directors employees and agentx to report any suspicious transaction relevant to i 
possible violation of law or regulation. As a resuh of the legislation, the Treasury De p a r t men t 
issued regulations requiring financial institubotu to file Suspicious Activity Reports, or SARs. 
Among other things, the regulations eliminated the existing requirement to file CTRs alleging 
suspicious activity. Or* purpose of ihechange was to dnrw a dsstirsction between rotsttM large 
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btmatioti available to investigators in ■ reasonable period of time and effectively up — te d the 



■sporting of apparent illegal activity from that associated with the normal conduct of a 



Pursuant to authority in me Federal Deposit Insurance Act and the BSA ax amended by 
the Annuorio- Wyle Money Laundering Act. the FDIC, along with the other federal financial 
institution regulatory agencies, adopted regulations requiring banks and savings institutions to 
establish and maintain proced ur es to monitor their compliance with the BSA. Institutions are 
required to establish a compliance program that will provide for, at a minimum a system of 
Monad controls to assure ongoing compliance, independent testing for compliance the 
resignation of an individual to be responsible for coordinating and monitoring day-to-day 
Pmpliance. and training for a ppropriate perso nn el. Failure to comply.with the regulations may 
:sult in a supervisory action against the institution. 



Interagency examination procedures were developed for examiners to determine bank 
ompliance. At each safety and soundness examination, FDIC examiners review a bank") BSA 
pr og r a m and compliance procedures. Based on oiir experience with state-chartered non member 
sank*, compliance with the BSA has substantially improved in the last ten years. Although some 
.aolaied violations have been detected, most appear to be technical in nature. Many of these 
violations appear to result from a misunderstanding of the CTR repotting exemption rules. 
Recently introduced amendments to these rules further simplify the exemption process for the 
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• of the BSA that ire currently 



We do not believe that filing CTRi has created mi undue burden on financial natitutjaa 
Moat computer systems readily identify transactions that may be subject to the reporting 
requirements, and many system* automatically generate CTRi that arc ready for filing. All tow 
institutions have to do is review the CTRi generated by the system to determine which of the 
reports require filing. Banks also have the option of reducing paperwork by filing magnetically 
or by following exemption procedures to eliminate filings on qualified businesses and 
government agencies thai routinely deal in large volume* of cash. 

TheBSAissviuuccmponentofUwUnitedStaUM'anti-rn«^lBU»leringeffcfli. Tk 
sutute and its iroplernemi rig regulations wcH because of trg ne^ 

government ami financial institutions. It would be alnwst impossible to construct an effective 
system for detecting money laundering and preventing criminals from using the financial systm 
without participation by financial institutions. For over a decade, institution* have filed reports 
that have been effective tools in the detection, investigation and prosecution of illegal activity 
that can damage communities, ruin lives, and cause considerable financial losses to institutions. 
While the BSA has not completely eradicated money laundering or other financial Crimea, it ha* 
been i deterrent to large-scale money laundering activity in covered financial institutions. 

Money laundererj are well iware of the BSA and are constantly seeking ways to avoid i* 
reporting requirements. For example, breaking large currency transactions into several smaller 
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asactions to avoid CTR's, commonly known at "structuring", mi successful for several yean. 
wever. since financial injutuiioo* bave developed syitemi io detect thia type of activity and 
anptry report h on SARa, the effectiveness of "structuring" at a meana of hiding illegal cash 
* been greatly djananiab ari] 

One recent success story for CTRs and SARs was the arrest and prosecution of about 20 
■pie in connection with a 1 997 robbery of an armored car company in North Carolina, where 
popctratorl netted approximately I17millk>n in cash. A number of banks reported unusual 
I suspicious cob transactions that helped lead law enforcement authorities to several Wpacts 
a. in turn, implicated others involved in the robbery and laundering of the money. 

In summary, the FDIC strongly supports the BSA and other federal anti-money 
idering efforts. The integrity and reputation of the United Stales, financial sector depends on 
continuing coopera ti on among financial institutions, law en fo r ce ment agencies and the 
jal financial institution regulators. Over the past 1 5 years, these organizations have formed a 
J partnership to fight financial crime. We must continue to be vigilant and to balance the 
timale concerns of institutions, the privacy rights of law abiding citizens with the needs of the 
'eminent to ensure continued public confidence in our nation's banks. 

Again. 1 appreciate the opportunity to present the FDiCs views on these issues and would 
happy lo answer any questions you might have. 
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Mr. Chairman and roembm of lbs Subcornniitleca, I an John Byrne, Senior Counad and 
Compliance Manger, with the American Balkan Aaaociation, Washington, D.C. I am pi— ad 
to be bete today to present Ibe view* of ABA on the broad issues of privacy, the Bank Secrecy 
Act and the auspicious activity reporting requ ir ements. 



The ABA 
interests of this rapidly 
regional and money center bank* and holding companies, h well as savings 
t rtH i pm im amA — viw £ * faggta — ejajkej an a *h» laisjaal >— it: t™tw — iwifa 



Mr. Chahman,the banking induatty ha» a longbiatory of being beacons of privacy no 
matter what information gathering requirement* we have under lew or regulation. Trust ia central 
to a bank'i reputation, and bank* lake all concema about privacy protection iaauea aerioualy. We 
thank you for thii opportunity to diacusi iaauea related to die varioui bank requirements, mch aa 
currency transaction reporting and suspicious tranaaction reporting, that have been with ua, in 
one faahion or another, for close to 30 yean. While the banking induatty ho lupportsd 
government effort! directed at money laradering p r e te nti on, we have alao frequently railed 
concerns about the varioui mandates crafted to adorers that worthy goal. Aa we dated last 
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month ill bearing on (be now deAmct "Kaow Your Customer" regulatory proposal, there is a 
constant dilemma faced by the hanking industry -how to balance ctir obligations to identify and 
report illegal traiuu<tiorts while also protecting the privacy of customer financial records. In 
order to address the important consumer privacy concern! that have been expressed recently, we 
believe Congress mutt take the lead (ai this Committee did to have the KYC proposal 
withdrawn) in explaining the tact that banks have the dual statutory and regulatory responiibili ty 
of traudpn^emianar>ddstt protection. Without a coherent maaaagB, consumers will lose 



Mr. Chairman, the American Banlcen Association baa long proposed change* to many'" ™ 
the resorting (tructures unrounding the Bank Secrecy Act, and both Congren and the bank 
regulatory agencies have agreed with many of our suggested changes. ' In addition to legiilau*^*'' 
solutions, the banking industry ha* had the benefit of govenmiental fbruma iik± m the Treaiu«r"3 
DepartnTent'sTiink Secrecy Act Adviic^ Cmwp" to dircuai relevant iraues. TTria group i» 
cornpriaed of public and private lector reprerentativea and nieets regularfy to mrthe* discusl 
wayi of improving the efficiencies of the Bank Secrecy Act This forum is a useful tool for oust 
industry to raise concerns about regulatory issues outside of the IbrmsJ ralemaking process and 
should be a model for other areaa of bank regulation aa well. 
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In my statement today, I would like to address three key men: 

• The cash rcportinji requirement! of the Bank Secrecy Act (BSA) md area! for 



Suspicious Activity Reporting (SAR) requirements and why they continue to be 



* Tlie tact that growing public coneemt about privicy mutt be taken into account with 
any future regulatory proponl. 

I. Cask Reporting and the Bank Secrecy Act; 

Thia law, commonly referred to a* the Bank Secrecy Act (BSA) 1 . wm signed into law on 
Aer26, 1970 (PL 91-50*) andwu enacted "to require certain reporttor record* where they 
s a Ugh degree •f «nMmm in criminal, tax, or regulatory inveatitabons or proceedings." 
nhsm added) 

hi 1993, Mr. Chairman, 1 authored a law review article on the subject of BSA burden! on 
industry and their relative lack of utility . I pointed out that the BSA regulation* have not 
■ye been consistent with the 1970 goals mentioned above, and that subsequent change* to the 
"have resulted in a patchwork of regulation* and lawi that have saddled financial institutions 
i many responsibilitic*" that have "never been subject to any thorough analysis of whether 
have (or will) fulfill thcintendedpurpoaeofthoBSA,"* Congress and the agencies abo 
ived there waa a need to change how cash transaction* were filed and the 1994 Money 
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Laundering Suppression Act wu patted. This law received widespread a^ipott, in put, becsust 
of the congressional concern that routine CTR* "an expensive for financial institution* to file 
and for the Treasury to process, and (they] impede law enforcement by cluttering Treasury's 
CTR database." 1 We appreciated your effort* then, and we are pleased with die forum you m 
providing now to continue the debate on CTR reporting. 

The statutory changes to the CTR reporting system were finally implemented by 
Treasury's Financial Crime* Enforcement Network (FinCEN) in 1998, and financial institutions 
can now reduce, to a one-time filing, cash reports of many retailer*, governmental agencies and 
other legitimate entities. FinCEN deserves much credit for actively " rifi "g industry input while 
trying to improve *n old and cumbersome system. Since bank* file millions of such routine 
CTR* each year, a mandate to reduce those filings was indeed welcome. While this system is still 
relatively new, unfortunately the number of CTR filings is not dropping a* dramatically at both 
the industry and the government had hoped. If the filings continue to stay at needlessly high 
levell, the usefulness of cash reporting for law enforcement purpose* will continue to be called 
into question. Therefore, ABA would recommend that alter a reasonable period of time 
additional chutes to the filing of routine CTRa ihonld be considered, inch at mcrcaslag 
the threshold for reporting.' 



In 1990, the Treasury Department required financial institutions to maint 
chronological "log" of all sales of certain monetary instrument* purchased with over $3000 in 



• Conference Report iccomptoyin* H.R. M74 (H. Repi l03~6J2)p. 1 86 (August 2, 1994). AHA found that ■ LT3 — ^ 
could cost »n iiutituboa snywbere from S3 to SI 5 to file. 

* Several bank ecooomuu determined that ■ props' level for the r e pcenn f threshold in 1991 would be dose ■ 
136,000. See, Alabmu Law Review p. S23. 
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cash. These instruments, (cashier's checks, traveler' i check* or money orders) had been 
characterized by law enforcement h tooli to move illegal monies through the banking system. 

Since law enforcement failed to request copies of those logs lec several years, the banking 
industry requested a change in this recordkeeping mandate. Treasury agreed and eliminated the 
log requirement in 1994 by allowing banks to retain the statutorily required information in any 
Format ts long as it wis accessible within a reasonable period of time- Tr* backing industry 
applsuded the move in concept, but because the infbnnatioo was still required by law, many 
iratihjticeis haw retained a rnonetaryirattluTnernk^ 
This is an unacceptable burden to the industry and runs contrary to the intent of the Treasury 



To remedy this inequity, we recommend an amendment to the original statute thst 
completes the 1 994 eflort by Treasury to both streamiine Bank Secrecy Act recordkeeping 
requirements and "inca^aae the effeetiveneas of mstiruticQS openting under the BS A to detect 
send report actual or potential money laundering." Umler this prcp«*si, finsncial institutions 
would still be required to verify the identity of the customer or noDCustomer purchasing the 
monetary instrument and report possible criminal activity engaged in by those individuals 
mrt gfce a ja 1 of Batahshsj afl of Baa *"** in a litwi nn ttwt pi i rrihait of rhsj masw raw y aaa| Haia wa\ financial 
wistinrti"i« —iM tuf (tra sJ ital lo «""piy ■■'■"■■^i i > I <^ry nf itw rMrMBwnl p" "**"""* fct the 5* 
year retention period under the Bank Secrecy Act. Verificaticfiofacccunthokierswouldbethe 
saw as today, that is by looking at the signature csrd. Nonarcounrbolder purchases would need 
a» reec*d of the idersification verification, as the Treasury iww reu^nres. Therefore, banks would 
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need additional information for nonaccountholden isles but would only hsve to keep copier- of 
tbeinttrumei 



Thi» change cm be accomplished by mending 31 USC 5325 (»X'XB) to 



(■) In General. - No financial institution may inue or lell i bink check, cashier's check, 

traveler's check, or money order to my individual in connection with * transaction or grots) 
of wch cootempormeou* transactions which involves United Slates coins or currency (or 
•uch other monctiry instruments u the »CCTCtuy msy prescribe) in amounts or 
defwtnmatknt of $3000 or more ookH ■ 

(1) tile individual has s transaction account with wch financial inititution ind the 

(A) verifies thai fact through ■ signature card or other information maintained by iuch 
inititution in connection with the account of inch individual ; and 

(B) retain a copy of die Monetary hutmaeent sold. 



Mr. Chairman, thii change will remit in a coat javings to the induatry but, more 
importantly, will eliminate a requirement that neither the industry nor the government believe* 
has any utility. 



The "Suspicious Activity Reporting" or S AR requirement* and their predecessor, the 
criminal referral reporting regulations, have been in effect imce 19*+.* These requirement! 
mandate mat institution! report posiible violation! of federal law to the Treasury Department 



)10AC!31l(i)wdii|^ilMti«ifil»»iaiiWTriMiayr>9«nHMiii^wiWiifin > iir1iaaii*ichaM) 
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(which afaara thia information with federal ind nate law a 



* any violation! of my tederal law, or 



!Tie«fbnniirefiWiolh«l»wenfotwnMWciniiivertgile«Kj(ev«tu«lly)pnMecule 
individuali for committing friud againit a financial imtitubon. SARa are not mcchaninn* to 
collect information on predictiona of illegal activity. to fact, in ABA' i comment letter on the 
need to withAaw the Know Your Caatomer rcgulatcry propceal, we (treated the fact that bank* 
should focu* on tnapected Crimea not predict poaaibte violation! of law. Aaooecommenterput 
it: 

" We have no iaauc with reporting auapkioua activity that our daily procedurea 
identify. We fee! thai mil it a reaponaibility of any individual or entity to report 
UMpocltd erinMt to a law enfo rc ement agency. We do not fed that we ihouM be 
forced to actively seek out any criminal or legal activity. '" 

Mi. Chairman, during the debate on the KYC prapotal, there may have been tome 
confuaton about the SAR req uir emea u . SAR filing* are carefully crafted reporti that a bank 
wbmiti to FinCEN that indicate a belief that a financial crime may have occurred. SARa arc not 
filed by ftont-lina penonnel and include no financial recordi with the form. It ii imp or tan t to 

' See March 4, 1999 teutrw the Federal Raierve Board ftnm Ptaat Vilky Sbb Beak md Tun) Company 
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strew Hut bank* have multiple obligation* to protect accountholder*, ihnhokkn and Ihe 
geneiilaefetyandaoundncssoftr'einatitution, and SARi assist rhc industry lortnjuit that. Uisgas. 3* 
■ho no secret Hut friud remain* a major concern for financial institution*, and SARl ***i*t at basse Ma 



The suspicious activity reporting process doe* crmuun certain flaws. Banks continually -^ 
complain about die relative lack of feedback on how investigation! triggered by SARs are 
pro ce e di ng or the high dollar threshold* that mutt be met in certain parr* of the country before 
United Slate* Attorney will take a financial crime case. Even with these problem*, however, ia — ■ ^ 
remain* cleat that there mint be a mechanism by which financial institution* can report bank 
fraud, or we will be left without a device to assist in the prosecuting of ccoiplex financial crinexe. 
SARa are that mecaamsm. 

Finally, it i* important to also point out that the lack of similar SAB. requirement* on 
other financial service provider! ia bad public policy and should quickly be remedied. 

IIL Privacy Iaaaiea 

Mr, Chairman, the American Bankers Association believes that the banking industry 
protects customer privacy better than any other industry in the United States. We have long 
protected customer information from unauthorized access, while fulfilling our mandate to report 
possible violations of law." We recognize, however, that there is * need for consumer* and 



* ABA nkwd ■ nrvcy on check mud ia 199*. wbjea concluded that 41 J* of all in 
in lMT.remrtina; is ItiaM dfaatvesaaatalgf 1512 onllita. 

* For a detailed unmny of privacy lew ia die United Sato, ate "Financial Privacy ia 
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olicyrnakcn M be amim wn or 'aa» fact. For euqik, Cocaowar si 



Mr. ChaniiM. ABA utyjitdlht propowl, ■noo^ other re wool. b«c<ia« the 
enninok>v ueed in the rukaBatoaa; dearly rued great concern with both banker! and the publk 
ibout privacy. Media report* formed fr p rri il l y on dM profiling md laorato rin g Marian, and 
artvey advo ca te* unaaratandabty upma a n d o u t rag e that their local banter would bo required la 
analyze all cwUncn' frani action* The overwhelming public view of the potential irtvativeneu 

■■withdrawing the propocai. We attach aaan ap pe udU to my tcrtiroony a copy of our March 8th 
comment letter that further dcacribci our concern with the KYC propoael. ABA •trough/ 



to a public raleaaakhtg aa tM tha agaatiei bam carefully coaiidercd the privacy 

ifllhalhiai Thi* it certainly a leaaon learned from the pan ux month*. 

Without (Urther public ducourte about privacy and fraud prevention, our induttry may 

face additional court challenge* from individuali who incorrectly believe that the withdrawal of 
the KYC initiative mean* that banki will no longer report poanble violation* of banking lawi. 
While a recent court caw upheld the atatutory protection" from civil liability for filing a SAR, 
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we urge Congress to conrider adding additional elements to section 5318 of title 31 to 
enure that banks cm continue to comply with their find prevention responsibilities unabated 

Another related issue it the inability of banks to diacloic the fact that former employed 
were terminated for committing fraud against an institution. Insider abuse and bank fraud has 
been the focus ofindustry and governmental concern formany yean. Fraud losses arc in the 
billions of dollars, and banks have stepped up their efforts to report possible crimes, improve 
investigative techniques and create fraud deterrence progra m s. Congress has increased the 
penalties for fraud and for hiring individuals that have been convicted of crimes against financial 



Unfortunately, not all reports are investigated due to limited government resources, so 
crooked employees often go unpunished. In addition, financial institutions cannot inform anouV- m 
institution that an employee was terminated for theft or embezzlement for fear of lawsuits. 
Several states (eleven, at last count) have remedied this situation by granting liability protections! — 
to employers who respond to requests for employee work records including advising of "any 
involvement in a theft, embezzlement, misappropriation, or other defalcation by the subject (br~ 
which the request for reference is made." [See 8-2-1 1 1.5 of the Colorado Statutes] 

In order to protect an individual from misuse of this protection, we urge the Congress to 
consider a change that grants liability protection, but only if the institution does not act with 
malice or reckless disregard for the truth. Financial institutions need this liability protection to 
improve the tools at their disposal for ensuring the safety and soundness of our financial 
industry. It should be noted that the Senate is currently considering a bill with a similar provissi^ 



db,Google 



I 



>. 5) and the Howe Banlring Committee approved a bill Uft October with aproviiion 
Idrcuing thii problem. (H.R. 4005) 



To remedy thii problem, ABA recommend* the following intendment to Title 31 U.S.C. 



[ABILITY PROTECTION FOR DISCLOSURE OF EMPLOYEE MISCONDUCT 

Aay flaaadal iaitJtatioa IM aukei a dbdoaar* ef aay ponlble vfotatfea of 
taw or refalatioa [to tic appropriate pvenwit agcacy, or la rapoaie to ■ 
reqaot from aaother Omucial uutitattoa provide* a writtoa enptoyacat 
refcrtace] or ■ dhdoaare panaaat to thai labtoctfoa or aay other authority, 
■ad aay director, officer, enpkryee, or aacat of nek iaititarJoa, thall aot bo 
tiabl* to aay penoa nadcr aay taw or roaaladoa of aay itate or poUtkal 
■abdtvbdoa thereof, for each dbdomrt or for the faitar* to lodfy the penoa 
lavorvedu the traaiatJtoa or aay one* penoa of inch dl 



rThed»UltaMlrtylBMMBJty«pptatotheflBucJ«llart^ 
wforthctrathl. 



n AMOciation appreciate* the opportunity to diacuit iuuei related 
bank reporting. Thii it an important arcaofbanktn|,aodwe welcome being part of this 
puficant debate. I would to) happy to answer any queatkm. 
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Office of Comptroller of the Currency Robert E. Feldman 

Communications Division 
250 E. Street, S. W. 
Washington, DC 20219 

Attention : Docket No. 98-15 550 17* Street, N. W. 

Wuhingnm. DC 20429 
Attwiriwi- Comraents/OES 

Jennifer J. Johnson Manager 

Secretary Dissemination Branch 

Hoard of Governors of the Recordaof Management & 

Federal Reserve System Information Policy 

20* and Constitution Avenue, N.W. Office of Thrift Supervision 

Waahington, DC 20551 1700G. Street, 

Attention : Docket No. R- 1019 Washington, DC 20552 

Attention : Docket No. 98-1 1 4 

Re: Proposed "Know Your Customer" Regulation 

Ladies and Gentlemen: 

This letter is the Association's second response to the December 7, 1998 notice of 
proposed rulemaking isiued simultaneously by the FDIC. FRB, OCC sad OTS to require 
financial institutions to develop and maintain so-called "Know Your Cuitomer" 
programs. As we promised, the American Bankers Association (hereinafter the "ABA") 
is filing this response to supplement our January 28" comment letter, where we asked tor 
the notice of proposed rulemaking to be withdrawn. 

ABA brings together all elements of the banking community to beat represent the 
interests of this rapidly changing industry. Its membership - which include* community, 
regional and money center banks and holding companies, u well as savings as 
trust companies and saving! banks - makes ABA the largest bank trade ai 
country. 
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OVERVIEW OF THE ENOW YOUR CUSTOMER ISSUE 

As many of the commentert have already stated "it's good business" to know one's 
customer. Our Association pointed out in 1994 thai "[financial institutiona already havei 
well known KYC standard that does ensure compliance with both the Money Laundering 
Control Act tod the Bank Secrecy Act M The hanking industry hat extensive experience in 
reporting possible violations of law through the suspicious activity reporting (SAR) protest, 
traclonH cash transaction* under Bank Secrecy Act and taking appropriate measures to 
prevent check fraud and counterfeiting. In addition, a January 1 W9 phone survey found 
that over BJt%oftheiiistitutic™ pulled bad KYC politics in place. Therefore, aa another 
commenter staled, "it is in our beat interests to know our customers in orons- to reduce our 
losses associated with bank fraud," The industry's problem is, therefore, no* with a bank's 
current use of KYC a* * tool fa reporting violations of law such a* money laundering, but 
with the December 7, 1998 proposal and itt potentially disastrous effect on the U.S. 



The KYC proposal places) a disproportionate burden on the banking industry and fails to 
take into account the lack of similar requirements on otoer financial service providers. 
Therefore, — the creation of new obligations on un industry with our track record snd the 
lack of fairness in this vsstly competitive financial services industry makes it clear that 
the KYC proposal cannot be allowed to go forward. 

As House Banking Committee Chairman Jim Leach (R-IA) stated so eloquently in a 
February 4" letter to the regulators: 

I recognize that the ability of criminal elements to enter the proceed* of 
their illicit activities into die legitimate financial system corrodes the 
integrity of that system, and demands an aggressive response from 
relevant regulatory agencies and law enforcement authorities. However, 



mutt alto be vigilant in its defense of Constitutional liberties, and ensure 
that proposala thai rely upon financial institutions to irmnitor their cuatomen' 
account activity accord proper deference to the privacy concerns of those 
customers. Banking depend* on confidence of depositors in financial 
institutions. A* well intentioried a* the p ropo se d "Know Your Customer" 
regulation is, it is self-evident that given the ""g"'*™*- of the concern* 
that have been registered, implementation in its current form is likely to 
have the counterproductive consequence of undermining rather man 
bolstering public trust in the banking system. 

While the ABA's position is clear - that the KYC proposal mutt be withdrawn -we 

' The AJ1A Money Laundering Tui Foice developed a policy oo, *hit *u dm, u mmnDent Treoury 

sirTr|i | nl llUiinslulj. Sim Xi iiiftsj rtnisil 1(1 mltj in! Iiiiriiiim ill 

rk (FinCEN), did DM promulau* a regnUiiun. The policy can b* found on our 
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recognize that many questions about the proposal remain and we ire using this opportunity 



ABA restate! it* concern that Ibe banking industry will be at a decided competitive 
disadvantage with reaped to our financial services counterpart! m long u there an no 
KYC or auapicioua activity requirements on those entities. To date, the nation's credit 
unions are not covered nor are securities and insurance firms. More i mp or tan tly, the last 
two industries are not even required to file suspicious activity reports. There is now a 
requirement that securities or insurance affiliates of banks to file SARa but not 
unaffiliated finna. The President of a community bank succinctly and directly put it best 
when responding to the question posed by all of the agencies as to whether there is a 
competitive disadvantage: 

"Competitive disadvantage? All other financial inteiincdiarics from 
check cithers to credit unions to insurance firms to securities dealers to 
department stores are outside the regulated domain. Why do you 
even have to ask the question? The disadvantage is obvious.** 

Legitimate customers will conclude that bunks pry into their affairs while other financial 
firms do not 1 The banking agencies must unify in seeing to it (hat all financial service 
providers be treated the same. 



ZfetlNtfM mf Customer U Too Broad 

All of the agencies seek comment on whether the definition of "customer'* is too broad. 
Customer is defined in the proposal as "the person or entity who hat an account involving 
the receipt or disbursal of fundi with a bank and any other person on behalf of whom the 



Two of the agencies state that the term customer coven "direct and indirect beneficiaries" 
of the account Three of the (bur regulator* ( not me OCC ) would include in the 

definition of customer the beneficial owners of personal investment companies, trusts and 
personal mutual investment funds, clients of financial advisors sod borrowers. Those 
same three agencies state that the term customer could ako include the beneficiary of an 
investment fund, a penaion fund, a company whose assets are managed by an asset 
manager, or i controlling shareholder of a closely IteW corporation. The OCC limits the 

m Network (FiuCEN), has been, tor 
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definition to the penoa or entity fix whom the account ii being opened if the bank hu 
knowledge thil the account ii being opened on behalf of ■ third party.' 

It is impossible to identify, with any certainty, every beneficiary or customer that may 
have an interest in an account. As for the question posed by the agencies, the definition of 
-customer" is extremely broad. Thia point becomea even clearer when or* looki at the 
exceptions to the definition already listed by the four ageuciea. For example, a "widely- 
held mutual fund or asset management fund" is only one category of banking business 
that should not be subject to these expansive KYC requirements. Since the KYC proposal 
is supposed to be "risk-based™, ABA concurs with the vast array of commraters who 
have argued for expanding the list of exceptions to include those who pose no threat to 
the financial institution or who are covered by other regulations (Bank Secrecy Act- 
exermw entities, customers of investment advisors registered under the Investment 
Advison Act or under state law; and commodity trading advisors registered under the 
Commodity Exchange *=*> to n*™ * few )- 

Another easy way to identify which accounts should be excluded would be to exclude 
from the definition of customer any individual or corporate entity mat doe* not have the 
authority to engage in financial activities with the funds in the account. If they have no 
control over the asset! in the account, why include them in the definition of "customer"? 

Of course, we would ask thai certain other types of accounts be excluded from the 
definition of customer baaed on the nature of the customer relationship- this would 
include: purchaser* of bank proprietary mutual fund shares, p ar ti cipan t* of pension plans 
where the bank is acting aa trustee, and anyone holding units or shares of bank common 
or collective fund* (the holder of units of these fund* must be a bust account customer). 

The other big category is in the corporate trust area where we would want to exclude 
from the definition of customer, bondholders and shareholders where the bank is 
providing corporate trust or agency service*. Again, we would be excluding people who 
have no control over the assets of the trust in the case of the indenture trustee situation. 
In the tnmafer agent situation the hank is acting as the recordkeeper for corporation's 
stockholdings. The bank simply keep* track of who owns what- 



sl by the regulators relates to 
the potential coverage of KYC to "existing" customers. When the Federal Reserve Board 

first approved the regulation for publication in the Federal Register, the industry 
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immediately registered ill concern about the burden that would be caused if the KYC 
regulation applied to existing customer*. 

With a solid history of money laundering deterrence, the industry already hai in place 
account opening procedural far new account holder*. Adding requirement! on existing 
customer* ii unnecessary and would greatly barm our industry. 

We appreciate that the agencies, in the December 7 proposal, stated that the industry 
would not have to apply KYC to current customers except for identity requirements. A 
bank, however, would be expected to determine the "normal and expected activity" of 
existing customers. The agency goes on to state that: 

"However, depending on the nature of the risk associated with some 
customers, and their transactions (for instance, transactions involving 
private banking customers), it may be necessary to fulfill all of the 
requirements of this regulation as if they were new customers." 

The portion of the proposal addressing existing customers is confusing and will simply 
lead, in our opinion, to examiners using their own judgment on whether to criticize an 
institution for not using KYC policies on an existing customer. Therefore, the whole 
notion of covering existing customers is a compliance nightmare and should be 
immediately withdrawn. 



MonilaHng, Profiling ami Source of Fundi 

The banking industry i« experienced in reporting possible violations of law under the 
suspicious activity reporting (SAP.) regulations, but mere is widespread concern mat the 
KYC proposal will impose significant new regulatory burdens. Most importantly, it fails 
to retain the current policy behind SAR requirements -that of reporting a violation 
AFTER it has occurred. The language of the new proposal replaces that policy with a 
new, vastly more expansive burden of investigating all customers to determine if 
anything illegal has taken place. While the regulators have stated that this it not what was 
intended, the language in the proposal makes this issue very real and of major concern to 
our members, and of course, the public. 

The greatest cause of industry and public opposition has been the use of several broad 
terms or definitions in the proposal. For example, some of the specific parts of the 
proposal (or in some instances, the preamble to the proposal) require a "system" to 
determine a customer's source of funds as well at a requirement to know the normal and 
" h of all ci 



In addition, the proposed rule refers to the need for banks to have ■ system to preflkc and 

i) to determine illegality. ABA attacked this concept as 
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king ago m 1994 when the Treasury Department wu planning to isaue ■ KYC regulation. 



er activity in an integrated way 
throughout the bank i» impractical. Then are thousands of product* 
and account activities available to consumers in the large institutions with 
moat of thoae activities being legitimate. A broad-ban d nuitliaTfing 
requffcmenl wouH >» muhr mrt generally uadeaa for law aadhgaagaaj pUOMtt 

Even then, we recognized the effect monitoring would have on competition when we 
pointed out that 

in the hope* of finding illegal activity would 

the coat structure of bank products to such a degree where U.S. 

longer remain competitive with our overseaa 



at to point out that, although the agenciea have indicated that all tn 
would NOT have to be monitored, the practical response of any institution would be to 
monitor because of the fear that a change m account activity would be missed. The result 
would be that the institution would be second-gueased by the regulators and subjected to 
criticisms, penalties or both. Account usage of any particular iKcount can be expected to 
change during any given year and a bank would never have confidence that certain types 
n* could be ignored under a KYC process. To protect the institution, bank 
ts would surely be advised by the compliance and legal departments to have 
It subjected to yearlong scrutiny at tremendous cost to the industry. ' 

x statements to the effect thai banks already face a monitoring 
requirements under the SAR regulation*. The agenciea have justified the requirement 
concerning monitoring sod assessing the normal and expected transactions as part of the 
SAR process. We disagree. In fact, the SAR, and its predecessor, the criminal referral 
form (CRF) wen designed to have the banks report suspicious activity when it occurs or 
when discovered by the bank. Typically a SAR is filed after the institution acquires 
knowledge of possible illegal activity such as "structuring'' cash transactions to avoid 
reporting. Determining the normal and expected transactions would only be looked at 
after the knowledge was acquired. Therefore, requiring monitoring to determine normal 



harmful public policy. 
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Another ptct of ihii troubling proposal is the idea that * bank muit verify the source of 
funds of individual accountholden. In addition to being a tremendous privacy invasion, 
the cost of developing a system to make these determinations could not even be easily 
quantified. The bank would never be sure it had done enough, front line personnel would 
be placed in the delicate and awkward position of asking many questions that today are 
not ( nor should be) of concern to the bank. As others have stated, the movement toward 
electronic commerce and increased automation would be irreparably harmed if banks had 
to adjust all systems to ensure that we knew the source of funds of all transactions. A 
financial institution should only be concemsd with "source of funds" if there is 
independent knowledge of possible illegal activity by an accountholder. 

Finally, next to the overall privacy issue, the biggest flashpoint for the public was the pan 
of the proposal that isfers to having banks establishing profiles of their customers. The 
agencies have gone to great lengths to assure the industry that there never wss any 
attempt to have banks profile all customers. Unfortunately, the issue has so frightened 
bankers and the public alike that nothing short of eliminating this part of the proposal 
would be acceptable.' 



Privacy and tht KYC Proposal 



There is no one issue that unites alt Americans more than the need to have specific 
privacy protection. The financial services sector prides itself on a long and distinguished 
history of protecting customer privacy better than any other industry in the United States. 
We protect customer information from unauthorized access, while fulfilling our mandate 
to report possible violations of law.' Therefore, the ABA believes that the privacy 
question, no matter how posed, needs to be carefully addressed in this and any future 
regulatory nilemaking or announcement. 

In its most literal reading, the KYC proposal, if adopted, would be an unwarranted 
intrusion into customer privacy protection. As we stated in our January 28* letter, even if 
the intent of the proposal were not as broad as ABA and others have considered it, the 
perception is that one's privacy will be severely compromised. That concern, alone, 
warrants withdrawal of the regulation. The ABA, however, wishes to address other 
aspects of this customer sensitive issue beyond the KYC debate. 

The banking industry laces the most difficult challenge of any group with privacy 
protection responsibilities. The policy debate over how to reconcile the inherent conflict 
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privacy, on the other hind, should continue. 

While ill ofthcigcocki hive asked for comment! on the issue of privacy, the OCC'a 
preamble pose* in ominoui warning to bank*. The agency states mat compliance with it* 
own regulation could result in an invasion of a customer's privacy if the institution 
"misused" (which is undefined) information that wat required to be gathered. A mote 
appropriate approach would be to inform the public that banks still face SAR 
lespontibilitie* and are required to report transactions and perform invert gallons but that 
mote reports we carefully filed by the industry . Warning institutions about the two 



Other lumtt *nd ABA Rtcemmtndiaiiu 

ABA would alio wish to point out that the April 1 , 2000 implementation date, while done 
to acknowledge the Y2K resource allocation issue, is not sufficient time to put into place 
a KYC regulation. Systems development could not begin until 2"* quarter. Federal 
Reserve Board Governor Edward Kelly, Jr. in testimony staled: 

"As part of our operational readiness planning, the Federal Reserve is developing 
procedure* to mange the risk posed by change* to information system* in 1999 and 
the fat quarter of 2000. After the schedule completion oftesting an implementation 
of our critical applications, changes to Federal Reserve policies, rale* ragalatsMs, 
and services thai generate changes to critical kafomtatloi systems create the 
rttkrhattt(«»vsre»Mraayriolc-agerb«(:rH:eo3ipll«at Ccaseqneatry, we 



a* well a* internal hardwire and software change*, during late 1999 and early 2000 
in order to mtnimite the risks and complexities of problem resolution associated 
with the inrroductiO!! of new processing components," 

ABA recommend* that the agencies also immediately eliminate the "Know Your 
Customer" policy requirement* from the Bank Secrecy Act (BSA) examination manual. 
Today, each bank must produces KYC policy to the bank examiner even though there is 
no regulation mandating this. This "de facto" regulation caused the confusion and 
uncertainty that faces our industry in 1999 - having KYC policies but having then 
criticized because an examiner may disagree with it* scope and coverage. This problem 
(oaten distrust and contention in the exam process and can only be remedied by a joint 
announcement eliminating this bad public policy. 

Should the agencies determine not to delete this emotionally charged policy, ABA 
suggest* that bank* simply be directed to have formal procedure* to cover suspicious 
activity reporting. These procedures should be left entirely up to the bank to craft, be of 
course followed by the bank but not subject to examiner criticism. In order to make this 
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alternative viable to the financial service* industry, ABA would add one more condition. 
All examiners, no nutter whit agency, must not be permitted to cite an institution while 
omite tor having a flawed SAR (or KYC) policy, if the policy is being followed by the 
bank. Instead, we urge the relevant banking agencies to amend their examination policies 
so that a bank will no longer have to defend its policies from examiner discrimination. 
Examiners should have to seek a supervisory "rign-ofl" (at the regional or national level) 
before being able to cite a bank for failure to have an effective SAR policy. This rational 
and practical policy will prevent a return to today's ambiguity, conftiaion and unfairness. 



The American Bankers Association appreciates the willingness of the various agencies to 
meet with affected groups during this comment period so that the concerns of the scope 
of the KYC proposal could be adequately discussed. We would again stress that the 

current proposal should be withdrawn. 

Thank you for allowing us to express our views. 



digitized by GOOgle 



[Z£U] 

L n »^_>i b^^y 



STATEMENT 



GREGORY T.NOJEM 

LEGISLATIVE COUNSEL 

AMERICAN CIVIL LIBERTIES UNI 
WASHINGTON N. 



FINANCIAL PRIVACY, 

REPORTING REQUIREMENTS UNDER THE BANK SECRECY ACT AND THE 

"KNOW YOUR CUSTOMER" REGULATIONS 

BEFORE THE 

HOUSE BANKING COMMITTEE SUBCOMMITTEES ON 

GENERAL OVERSIGHT AND INVESTIGATIONS. AND FINANCIAL 

INSTTTUnONS AND CONSUMER CREDTT 



^igilized by GOOgle 



Chairwoman Roukms, Chairman King md Members of tbe Subcommittees: 
I ra pleased to testify today before me Hemic Banking Committee 
n. The ACLU is ; 




We testified an Much 4 before the Judicium Comminee'i Sub 
and Admim'tmti vc Law to register our concern! abait die proponed "Know Your 
Customer" regulations. There was ova wliehruiig public opposition to thou regulations. 
At a result, tbe regulations sere withdrawn. 

Despite tbe fact that those regulations have beat witbdnwn. tbe practices that were it 
issue are still in place because financial institutions have been coerced by the Treasury 
Department to put them in place no a "voluntary" basis. Nov that everyone is aware of 
tbe overwhelming public opposition to these practices, it is time for Congress to step 
forward and prohibit those practices. Moreover. Congress should review the underlying 
statutory scheme with an eye toward limiting intrusive reporting requirements to focus on 
true criminal activity and increasing privacy for all customers in bank transactions. 

Today. I will describe tbe withdrawn "Know Your Customer*' regulations, tbe similar 
practice; already in place at banks, aid die Suspicious Activity Repotting requirements 
that spawned these practices. 1 will explain how Congress in 1970 gave bank regulators s 
"blank check" to compromise customer privacy, and I will paint out what regulators have 

to enhance financial privacy. 

TktPmeoud "Know Your CntoMtr-Xmlatieiu 

On December 7, 1998. tbe Comptroller of tbe Currency, the Office of Thrift 
Supervision. 1 tbe Federal Reserve Board' and the Federal Deposit Insurance Corporation* 
published proposed "Know Your Customer" regulations. Ostensibly, these regulations 



S3 Esd. Ret. 67)14 (EM. 7. \9M>. 
63 Fed. Kef. 67536 (Dtc. 7. 199*)- 
63 Eld. lies. 67)16 (Dec. 7. ISM). 
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(FtnCEN) any hutiDctknn dm at "unpick™" banc they da not conform to htaMrical 

Ova 250,000 cm man wen mbmitied to financial imCmrian regulator! m oppotioco 

■en uibnritted. Mat of moan who nibmipnl tnm «| decried "Know Von CaMomB' 
u i nraive anai of financial privacy. Luc bet month, the pmpo wl refulatkm were 
withdrawn M regulatori and banket* feared that *e very mtearity of the bantine; iysem 
wooM be thtfow d tf Ihey wet pat in place. 

Cmrm-ImrnrCu 



konkauy, withdrawal of the refulatkna don Dot man tbat the public fa aafe from 
privacy haWajdna Accordinf to a lurvty by the American Bantan Aintiabori, 06% of 
rupondini bank* already had TCoow Your Cummer* p W a yaaM or politic* in place it of 
19m.TteFetaiiV.tMritlmia*lehtk*ti*bMiki*iouU*mbiamity"rtfiXiBv 



^ven though not prcaently requited by rej 






n be developed for ta 
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regulKon hive put in pUc*. The obligation to report perianal financial mfanuriqn on 
Sutpicioui Activity Reporti' to easily niggncd. Such repent must be filed whenever i 
financial institution beiit™ that cub anoVor non-cash MDMCttOBT agpegaiinj $5,000 
or more ire "YekvarH to i possible violation of law or refulBlioo 11 such as the Bask 




ft Ibis to den for 

IS "unusual-" tod (ii) most 
roost of meSS.OO 
en April 1, 1996 and September 30, 1997, 110,000 «uch 
reports were filed," and of those report!, approximately 40%" -- 48,00 
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nearly 200 ieporti every work day - were filed by financial irutin nigra to comply 
Ok Sopicjou Activity Repotting leqiiimnerrn. Large financial mraciion on r 
important mikttonei in live* of tome people- They may accompany graduation fri 

farcaacnformen 




oftlO.OOOieparatelyto 



rewkterydiia fmhMaM lolaw eiift » c etli eu i.TneyanifllBdwMi 
the Tie awry D ep a mmu fi Financial Crimea Enforcement Network ("RnCEN") which 
icalty to every U.S. Attorney 1 ! Office and to "" " 



the FBI Secret Service aid CunomSn vice ,'*No 
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PmCEN offers by periodically downloading die en 

nude of ii m the future, even if no liiv enforeenw 
wiftbeiuniteoflir. 
ItpMd. Triii m 




FraCENtiie 

Sic volume of ironed mfcnimiaa inditae o(iniiugof |waailiu'twei""io justify rt> 

lack of comprehensive sunffiol reporting on the usefulness of this ememive wrveill 



ci survey conducted by ihe Amerion B«oker» Aaoofarlca, only 7* of die S«I 



J? 4005-Mo.u,L4*Klirl*gDnt™itt',a oflWSmdHA. ITM-Mamj land 

me $lrtntfyAclofr997: Htoinip Brjz^r <ht Horn* Committal CM &vdnni md Flu 

lOltk Ctmt PP- U-ii (J— I olKotxn B>. Srrtm Dtply CMtfCouul. Ogitx of 
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Suapicioiui Activity t^orraaj. regulation - But ctay a oc m 




they reported « "mtpeea." They do not fell die cm 

Youi Cimomcr" profrwn in place. They are unmf noble by Sic COMCrmt end hi] K) 

include penaltica tor financial aiadnrtiori conduct thai linlfii Ibe privacy policy Entlead, 




■t argued tim Die propoeed regulation tb 
mmul fundi md credi I uniona - to dial banks would not face ■ competitive 
diiadnnragt. Thii ii not i pro-privacy petition. 

As.rault, ACLUhtali3DchediiiiinKiJin^ied'Xi»wY l xiiBinkei Jl ciui!pi 
People who via* ow web *uatlttDJtmiHJCiu.aatat*a0imi 
to write a letter to their banker about financial privacy. They i 
question*. Don the finsncial innitutioo have a "Know Your Cuetomer" ; 
even (bough no federal leguliiicn requires such a program? How many t 
year did the financial institution report a customer lo the government « ' 
suspicious activity form? Privacy is service financial institutions offer th 
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Unfortunately, with limits) ejcepriona including tbe Right Id Financial Privacy Act* 
enacted in 1978 in reapocae to three conn rulings, Concreai hfa corutiitently I united 
inner than cipeodod financial reivacy. Indeed, cot might rightfully conclude mat in 




b 1992 Conjrea unended the Bank Secrecy Aj 

araorst me Suapickwi Activity Rermrtmg requirements. 11 In essence, ii gave tnc Ticasury 

De umiu e ul ■ bunk check to require repotting of my "suspicious Dnacbcn relevant to a 

' ra from civil Liability fhr irpnfting th *T r Tt*"" 1 *" m 



riddled with loopholes, including one very large 
otiaition reporting trader the Bank Secrecy AcL fl 
Privacy Act contemplates Oat notice will he gind 

transferred from cot federal agency to another 24 
Suspicious Activity Reports are furnished by FmCEN to law 
of financial privacy, this it a sorry sate of affairs. 
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TlaM, tlMMtivdy. CodgrcB ihoukl noun dm Suipieioui Activity Report! be ks> to 



mveatigatien within one year of filing. At proem, banker! (tod tbemeatvea between ■ 
rook end a aft place. Tne "Vodt" i> tbt dm* of nunn* uoetkni Hi panattiet far 
violating the Bank Secrecy Act by faffing to die a MpkMM Activity Report, or failing 



Kill. RnCEN reotim nil Ha 



Fourth, Congieta ihouLrt enemc people who t en r uen t ouuin end privacy murati art 
included in Ok Bink Secrecy Act Adviiory Group. Under current lew, the Adviiory 

the Beck Scarry Act reporting rajuiremenu." The Adviiory Group 1 ! mandate should be 
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financial privacy. The Advisory Oroup should meet in public, not ■ecietlv, behind closed 
Fifth, Congress should eisraine Ok Right to Financial Privacy Ad with in eye toward 



Congress should step in aggressively 10 protect financial privacy. Neither the couth doc 
thr^frfs f»*»mjrh*jnh ufl that taatrssK HMUttj tut tajgsfljajQij Idm*. tBaPJWWW 
that they will continue to fiil [o do the job. If Congress fkila to icueil or uibstantially 
modify the statutory buii for the proposed Know Your Oirarjmtr rcguUtioni, or to 
strengthen the Right To Piuncid Privacy Act, ii will itself have perpetrated a marine 
deception on the quarter of a million people who spoke out against (be propoaed Know 
Your Customer reflations. 

What is in place today is a massive financial surveUlsnce system thai fails to properly 



person's life, and are no busj 

(ii) financial institutions should be given proper incentives and disincennvra to en 

thai this principle is upheld; 

(iii) a fhuocisl institudon that is victimized by the criminal conduct of one of its 

customers should be able to report that criminal conduct voluntarily , as is the case 

other crimes, provided proper privacy protections are in place to ensure that no ri> 

(iv) banks should not be protected when they falsely report sa criminal conduct 
confidential information about one of their aislomris, and cturtoirnrs who an not 
ow that the privacy of their financial 



(V) instead of tussive surveillance system mat damages financial privacy, the subpoena 
with notice and the court order baaed on probable cause ought to be the law enfoniment 
tools utilized to fight financial crimes. 

When it comes to protecting the financial privacy rights of Americans, the buck Mont 
with Congress. Neither the courts, the hunkers, nor the bans: regulators can do what you 
must do to protect our privacy. END 
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ooly in icconiinct wilh itrict intenuJ 



with «pplir»b!e law, protect jgninjt fraud 
on- nuke »v«il*ble special offers of 
product! rod services dm we fed may be 
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law. 
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itauld notify us if they receivr; 
infotmation regarding their Oiase 
relationship that they believe to be 



ign products md special offers Hut t 
tod their needs. 



our dedication to inuring thai 
cummer information is properly used and 
appropriately safeguarded. 



These principles art currently applicable to 
Cha.it banks ami affiliates in At conduct of 

thtir consumer business in the United Saies. 



Ccpyritkt C 1999. Tba Que M 
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Cresta r ' s P-i ndoles Of Privacy 



■ ■■ iii*i i miiI !■■ mil) imHuin^mliiiii 



^igilized by GOOgle 



nrsnn 

I n k_^-i s S 



21 2» Kirfenm Hoik Office Buildin| 
Washing™. D.C. KBIS-eOSO 



Dor Chairman King end Chairwoman Roukexni: 



h n • pleasure to testify before jour subcommittees « the sbove- referenced be 
on Apr!) 10. At On ht«ringi, ii became apparent that regulaiois of financial insB 
were iikiilM 10 diaeusi die relatkriihip between die Suspicious Activity Report 
iiiifiemii*! of die Bank Searcy Act and the recently withdrawn 'Know Your 



ill bmtinniciin do jutt diet because their regulators insist dm they 
■tpect financial iusri mriaus for comsluiace with the renonuig 
a of the Bunk Seoecy Act mepect for "Know Your Customer" programi that 

requite the kind of mtnitcsiag sod leportiug thM Mr. Johnson implied bad died when die 

"Know Your Cottonm" i e gulation wet withdrawn. 

hi order to jet the record straight. I have studied to thii letter the "Know Your 
Outomer" recauKroenU from Cental mseeriak from te FDIC end the fwleral Reserve. 

kind of nnutoring and reporting activity diet the Know Your Customer refulitioowai Id 
have required, awl that they risk the ire of their regulator! if they full to conduct men 
activity. financial insEtutioe regulators cannot pretend that the privacy concerns that 
pr om pted over 2)0,000 people to submit unfavorable commenti on the proposed "Know 
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Your Cunomer" itgulura hmve been tddroMd by viibdnwil of ihni rcfuLMHo. 
Thenar fee rriiilBiou wu withdrawn, Ac practice! ttui ■puncd Ac privacy concan 
penis. They pcraifi a ■ lault of the ftcboai of the reguliron. 
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Bank Secrecy Act 

Examination 

Manual 
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w^*"wi will be updated to 
supervisory policies md f 



Federal Reserve System personnel prepared the 

Bank Secrecy Act Examination Manual. The 

manual contain* Federal Reaerve policies and ingiy, we solicit die input and contributioot of 

procedure* designed to twill Federal Reaerve al| supervisory staff and others in re " 

Bank examiners in the review of financial rec- modifying iti 

ocdkeeping practice* and procedures of Jtate tnpndence b 

member banks and foreign financial institutions Supervision and Regulation, Board of Gover 

operating within the United States. ndrs of the Fedenl Reserve System, Washing- 

Ine manual reflects am e ndm e n ts to the Bank ton, D.C. 20351. 
Secrecy Act through 1997. Periodically, the 
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"Know Your Customer" 



INTRODUCTION 

One of the mom important, if not the mott 




• A "know your customer" policy should got 
interfere with the id«tkmhip of the financial 
institution with in good customers. 



CONTENTS OF "KNOW YOUR 
CUSTOMER" POLICY 



tomer" policy It i 

appearances can be deceiving. Fqsej iI IsJ cu 



Jwrtwiml «V«ofBtrwr. -:-f _ . 

ity at the tnstitunon . The concept of "know your 
customer" E, by design, not explicitly defined 
to thai each i nstitution cm adopt procedure* 
bed suited for in own operations. An effective 
"know your customer" policy mutt, at ■ mini- 
men t'i overall expectations and establish 
tpeciflc line responsibilities. While (he officers 
and staff of mailer banks. Edge corporations. 
ind foreign btanches or agencies may have 
more frequent and direct contact with customers 
than targe urban institutions, it is incumbent 
upon all institutions to adopt and follow policies 
appropriate, to their size, location, sod type of 



■ A "know your customer" policy should 
increase the lrkHihood that the financial Insti- 
tution is in compliance with all statutes and 
regulations and sdheres to sound and rccog- 
nirtd banking practices. 

• A "know your customer" policy should 
decrease the likelihood that the financial insti- 
tution will become a victim of illegal activities 
perpetrated by its "customers." 

• A "know your customer" policy that is effec- 
tive will protect die good name and reputation 
of the final 



activities through the financial institution. Like- 
wise, legitimate customers may be turned away 
from the insti tution because their activities we 
perceived to have a criminal tone. It Is also 
i realize ghat various influences on 



no statutorily 
mandated procedures requiring ■ "know your 
customer" policy or specifying the content* of 
such a policy. However, in order to develop and 
mafntfiln a practical and useful policy, ***— M<1 * 1 
me the following 



care to identify the ownership of ill account* 

and of those using safe-custody facilities; 

• Identification should be obtained from all new 



is should be aware of any 



>f^rwliri^l^* 



effective "know your 



edge Of the fnmMrtinn. r«ned out bv the 

customers of the finan ™l JTutini non. Therefore. 

necessary that die "know tout custom er" 



Bunt Srnrcy Aa Manual 
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"Know Your Customer" 






r profile." The primary 2. Consider the 



objective of" such procedural! to enable die 
financial institution to predict with relative cer- 
tainty the type* of transaction* in which a 
customer i* likely to be engaged. The customer 
profile should allow the financial institution to 
understand all facets of the customer's intended 
relationship with the institution, and, realisti- 
cally, d 

ciom Or potentially illegal. 

should then be developed for monitoring trans- 
actions to determine it transactions occur which 
are inconsistent with the "customer profile." A 
"know your customer" policy must consist of 
procedure* mat require proper identification of 
every customer at the time a relationship is 
established in order to prevent the creation of 
fictitious accounts. In addition, the bank's 
employee education program should provide 
examples of customer behavior or activity which 



IDENTIFYING THE CUSTOMER 

As a general rule, a business relationship with 
a financial institution should never be estab- 
lished until the identity of a potential cus- 
tomer, is satisfactorily established. If a potential 
customer refuses to produce any of the 
requested information, the relationship should 
not be established. Likewise, if requested 
follow-up information is not forthcoming, any 
relationship already begun should be termi- 
nated. The following is an overview of general 
s to follow in establishing customer 



Personal Accounts 

1. No account should be opened without satis- 
factory identification, such as: 

• a driver's license with a photograph issued 
by the State in which the bank is located; 

• a U.S. passport or alien registration card, 
together with: 

• a college photo identification card: 

• a major credit card (verify toe current 
status); 

• art employer identification card; 

• an out-of-state driver's license; and/or 

• electricity, I 



residence or place 
of business. If it is not in the are* served by 
the bank or branch, ask why the customer is 
opening an account at that location. 

3. Follow up with calls to the customer's resi- 
dence or place of employment thanking the 
customer for opening the account. Discon- 
nected phoue service or no record of employ- 
ment warrant further investigation. 

4. Consider the source of funds used to open the 
account. Large cash deposits should be 
questioned. 

5. For Large accounts, ask the customer for a 
prior bank reference and write a letter to the 
bank asking about the customer. 

6. Check with service bureau* for indication* 
the customer has been involved in question- 
able activities such as kiting incidents and 
NSF situations. 

7. The identity of a customer it 
lished through an exist! 
the institution such as some type of lorn or 
other account relationship. 

8. A customer may be a referral from a bank 
employee or one of the bank's accepted 
customers. In this instance, a referral alone is 
not sufficient to identify the customer, but in 
most instances it should warrant less vigi- 
lance than otherwise requited. 



Business Accounts 

1. Business principals should provide evidence 

of legal status (e.g. sole proprietorship, part- 
nership, or incorporation or association) when 
opening a business account. 

2. Check the name of a commercial enterprise 
with a reporting agency and check prior bank 
references. 

3. Follow up with calls K 
ness thanking the ci 
account. Disconnected phone service war- 
rants further investigation. 

4. When circumstances allow, perform a visual 
check of the business to verify the actual 
existence of the business and that the busi- 
ness has the capability of providing the 
services described. 

5. Consider the source of funds used to open the 
account. Large cash deposits should be 
questioned. 

6. For large commercial accounts, the foUowtai 
information should be obtained: 



Bank Searcy Acr M 
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"Know Your Customer" 



ili of the business; 

■ ■ description of the customer's principal 
line of business; 

■ ■ lift of major suppliers and customers and 
rheb geographic locations; 

• ■ description of the buriness's primary 
trade area, and whether international trans- 
action* are expected to be routine; and 

• a description of the business operations 
i.e, retail versus wholesale, and the antici- 
pated volume of cash sale*. 



LOAN TRANSACTIONS 

It it important to realize that relationships with a 
l mat take a form other thin 
in be used for illicit purposes. 



cle for criminal enterprises that with to take 
advantage of the proceeds of their illegal activi- 
ties. Therefore, prudent financial institutions 
should apply their "know your customer" pol- 
icy to cus to mers requesting credit facilities from 



Tellers and Lobby Personnel 



In making a determination as to the validity of a 
customer, mere are certain categories of activi- 
ties that are suspicious in nature and should alert 
is at to the potential for the 
r to conduct illegal activities at the 
ii. The categories, broadly defined, are: 

, or suspicious information 
provided by the customer. 

• Cash deposits which are not consistent with 
the business activities of the customer. 

• Purchase and/or deposits of monetary instru- 
ments which are not consistent with the busi- 
ness activities of the customer. 

• Wire transfer activity which is not consistent 
with the business activities of the customer. 

• Stnjcturing of transactions to evade record- 
keeping and/or reporting requirements. 

• Funds transfers to foreign countries. 

The general categories, delineated above, can 
be broken down into various functions of the 
financial institution. Set forth below are more 
specific suspicious activities as related to the 
various functions of the financial institution: 



• Customer it reluctant to proceed with a trans- 
action after being informed that a Currency 
Transaction Report (CTR) will be filed, or 
withholds Information necessary to complete 

• Customer makes frequent deposits or with- 
drawals of large amounts of cunency for no 
ap pa r ent business reason, or for a business 
which generally does not involve laige amounts 

• Customer exchange* large a 
rency from small to large di 

• Customer makes frequent purchases of mone- 
tary instruments for cash In amount* less than 
$10,000. 

• Customer* who enter the bank simultaneously 
and each conduct a large currency transaction 
under $10,000 with different tellers. 

• Customer who make* constant deposits of 
fund* into an account and almost immediately 
request* wire transfers to another city or 
country, and that activity is in 



■ Customer who receive* wire transfers and 
immediately purchases monetary instruments 
for payment to another patty. 

> Traffic patterns of a customer change in the 
safe deposit box area possibly indicating the 
safekeeping of large amount* of cash. 

> Customer discusses CTR filing requirements 
with the apparent intention of avoiding those 
requirements or makes threats to an employee 
to deter the filing of a CTR. 

> Customer requests to be included on the 
institution's exempt list. 



Bookkeeping and Wire Transfer 
Operations 

• Customer who experiences increased v 
activity when previously there has been 
regular wire activity. 
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RETURN TO TABLE OF CONTENTS 

Introduction 

Tbe Financial Recordkeeping and Reporting of Currency and Foreign Transactions Act of 1970(31 U.S.C. 
1051 el srt/.j is ofteu refetied to as "The Bank Secrecy Act" (USA). IB purpose is to require financial 
institutions to inainlain appropriate records and file certain reports, which have a high degree of usefulness 
in criminal, tax, or regulatory investigations or proceedings. The regulation issued by (be Department of 
the Treasury (Treasury) (31 C.F.R. 103) under the BSA wis originally intended to ltd investigations into 
an array of criminal activities, from income tax evasion to laundering of money by organ iied crime. 

In recent yean the reports and records prescribed by tbe bank secrecy rules have been utilized mainly aa 
tools for investigating individuals suspected of engaging in illegal drug activities. Law enforcement 
agencies have found currency transaction reports to be extremely valuable in tracking the huge amounts of 
cash generated by illicit drug traffickers. For this reason and because of the seriousness of the drug 
problem, comprehensive examination procedures were developed to detect possible instances of money 
laundering in federally insured financial institutions. 



The Bank Secrecy Act 



Title n directed Treasury to prescribe regulations governing the reporting of ce 
through financial institutions in excess of S10.000 into, out of, and witiun the United States. The 
recordkeeping and reporting requirements are contained in the implementing regulations. 31 C.F.R. Part 
103, which an included in tbe FDIC loose-leaf service and on the FDIC Intranet 

Currency Transaction Reports 

A financial institution within the United Stares genoadly must file a Currency Transaction Report (CTR) 
Internal Revenue Service (IRS) Form 4789, for each transaction in currency over S10.0O0 Multiple 
currency transactions shall be treated as a single transaction if the financial institution has knowledge that 
they are by or on behalf of any person and result in either cash in or cash out totaling more than S 1 0,000 
during any one business day. In certain cases, transactions spread over a number of days may also 
constitute a reportable transaction. See "Structured Transactions" for details. 



m in currency is any transaction involving the physical transfer of currency from one person to 
another and covers deposits, withdrawals, exchanges or transfers of currency or other payments. Currency 
is defined as currency and coin of the United States or my other country as long as it is customarily 
accepted as money in the country of issue. 

Information Required 
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far the regulation would likely tri 

furtherance of the commission of violations of inter federal law or as pan of auatternof illegal activity 
may call for criminal penalties. 

Comments to the effect that 31 C.FiL Part 103 violations appear to lack willfulness or criminality should 
not be included in the Report Conclusions such as this cannot always be supposed without further 
investigstiou and should only be made by the Treasury Department. On (be other lumd, examiners should 

supported byjnra not opinions. 

When discussing the findings of the examination with bank management, the examiner should be careful 
not lo tell management or lead them to believe that if they comet the deficiencies and violations of 31 
C.F.R. Pan 103, Uus action wiu eliminate the possibility of civil nwoey penalties for past violations. Thst 
decision Is left to Treasury. 

Referrals to Treasury for Civil Money Penalties 

It is FDICs policy to refer significant violations of the BSA by insured noomember bants to Tteasnry for 

review and possible assessment of civil and/or criminal penalties. If situations exist which appear to 
warrant a referral, cumbers should consult with their Ri^knalOtSixbefccenrcceednif farther. If the 
decision is made to proceed with die referral, the original of the referral should be sent to FtnCEN after 
w by Regional Office staff. A copy should be sent to the Special Activities Section in Washington. 
n should not advise the financial institution that a civil penalty referral is being submitted to 
Treasury. If an investigation by the IRS Criminal Investigation Division is wananted, it may be 
compromised by disclosure of this in" 
routinely notified of all BSA vi ' 



"Know Your Customer" Policy 



avoid criminal exposure 

iave a clear and concise 




activity at the ipgnunon. The concept of "fan>w your customer* it, by design, not eapliciliY defined so that 
each institution can adopt procedures best suited for its own opt _ - - 

establish specific line responsibilities. While the officers and SB 



incumbent upon all institutions to adopt and follow policies afif i rt aif to their size, location, and type of 

Objectives of "Know Your Customer'' Policy 

1. A "know your custosoat" policy should inert* 
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3. Identification should be obtained from all new customers; 

4. Evidence of identity should be obtained from customers seeldng to conduct significanl 

in activity or activity th 



An integral pat of an effective 1 

transactions earned out by Hie cm 



"know your customer" procedures fapablitiicd by the instiiiitjon allow foe the coUf tjorj of su fficient 
information lo develop i Transaction profile" of each customer , The primary objective of such procedures 
is to enable the financial institution to predict with relative certainty tbe types of transactions in which ■ 
customer is likely to be engaged. Internal systems should the n he develoreii fn, mnniinrint trammr Hont tn 
detennine if transactions occur which are inconsistent with the customer's "tauisactiop profile" . A "know 
your customer" policy must consist ot procedures thai require proper identification of every customer at tbe 
time a relationship is established in older to prevent the creation of fictitious accounts. In addition, tbe 
bank's employee education program should provide examples of customer behavior or activity, which may 
warrant investigation. 

Identifying The Customer 

As a general rale, a business relationship with a financial institution should never be established until the 
identity of a potential customer is satisfactorily established. If a potential customer refuses to produce any 
of tbe requested information, the relationship should not be established. Likewise, if requested follow-up 
information is not forthcoming, any relationship already begun should be terminated. 



Payable Through Accounts 
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The Bank Secrecy Act and Privacy Policy 



Lawyer, The Cato Institute 
MM Maawrhw iti Aw NW 
WacUngtoB, DC 20M1 
(W2)» 



before the 
ILS. Hoqm of ReprcMntattvea Committee on 



OnnbJW aearlMj itaammg (ft* Halt ftamty Act Mi Nfartal rami 



Mr. Chairman, my name ii SoJveig Singleton and I im ■ lawyer at the Cato Institute. 

Thank you fortius opportunity to comment oo the Bank Secrecy Act My testimony examines 

whether the Acts reporting requirements ire consistent with i coherent federal privacy policy. I 

will make the following points: 

> Reporting reCjuirtinerits such as tboae created by (he Bank Secrecy Act poae a unique threat, 
because government alone ha* the power or arreat and prosecution, and to demand asset 



Current informal regulatory practices under The Bank Secrecy Act are the same is or similar 
to the very proposals overwiKlmingly rejected by the public in the recent inquiry into the 
mC* "Know Yc«r Customer" proposal. 

The Bank Secrecy Act doe* not make our streets safer. 

The Bank Secrecy Act 1 ! reporting roquirernenti do not belong in a free country, any more 
than iliw requiring the reporting of purchases of "subversive" books ai*j literature would 
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belong. 
Privaey Hooey in bktBtg Picture 

Since electronic commerce began to put an ■ growth spurt, headed for ungainly 
adolescence, various agencies and individual* in the executive branch and in various agencies 
have offered up many pronouncements on privacy. These announcements are inconsistent with 
policies developed under the Bank Secrecy Act, as if the right hand of government does not 
know what the left hand is doing. 

Since 1996, the FTC baa initiated a large number of workshops, reports, and proceedings 
on the importance of privacy. These have been directed at the private lector businesses that 
collect information from customers for marketing purposes. But what about reporting practices 
tinder the Bank Secrecy Act? Under the Act, aljout 85 percent of bants engage in some form of 
customer profiling, compiling suspicious activity reports to file with regulators enjoying unique 
powers to arrest citizens, bring them to trial or to seize their assets in forfeiture proceedings- 
powers the private sector lacks. 

In privacy proceedings, die FTC and the Commerce Department have each emphasized 
that their view of privacy includes giving consumers a choice about privacy. The FTC explain* 
that "choice means giving consumers options as to how any personal information collected from 
them may be used" Under the Bank Secrecy Act, however, banks do not generally disclose to 
customers the extent of theii customer profiling program, and if a suspicious activity report is 
filed, is statutorily barred from notifying the customer. Again, the private-sector, which poses no 
substantial dangers in it* use of information, is the target, while the govemment-the real threat- 
is off the book. 
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Ill 1998, Vice President Al Gore has proposed, with great fanfare, an Electronic Bill of 

Rights. In discussing privacy, be said: 

Privacy is ■ basic American value - in the Information Age, and in every age. And it must 
be protected. We need an electronic bill of rights for this electronic age You should have 
the right to choose whether your personal information is disclosed; you should have (he 
right to know how, when, and bow much of that information is being used; and you 
should have the right to see il yourself, to know if it's accurate. 

Why should government, with its unique law enforcement powers, be permitted to 
disregard "basic" privacy principles? The privacy rights affirmed by Congress in the Right to 
Financial Privacy Act are nMsstingsaw, because the Financial Privacy Act does not override me 
Bank Secrecy Act Under the Financial Privacy Act, customers must be given notice when their 
information is transferred between federal agencies— but not when FtnCEN transmit* reports to 
law enforcement. In targeting the uses of information in the private sector and permitting 
government-sponsored information gathering to grow under the Bank Secrecy Act, federal 
privacy policy stands upside down. 

From an international perspective, the United State's Bank Secrecy Act brings U.S. banks 
into constant conflict with laws protecting financial privacy in many other countries, exposing 
bankers to the impossible problem of having to comply with two inconsistent legal regimes. 

PubUc Accountability: The Bank Secrecy Act aid Regiilatory Practices 

The FDICs proposed "Know Your Customer" rule was withdrawn in large part because 
thousands of angry letters filed in comment showed thai the rule would undermine public trust in 
the banking system. John D. Hawke, comptroller of the currency, emphasized that "Know Your 
Customer" inadvertently undermined confidence in the banking system by violating the 
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confidential relationship between bulk* tod (heir customers.' 

Yet many of the practices thai would have been formally enacted into Ihe law by "Know 
Your Customer" already exist under the Bank Secrecy Act, both directly required by the Act or 
required by regulations and guidelines under Ihe Act. 

To comply with the Bank Secrecy Act, about 48.000 auspicious activity reports were filed 
between April 1, 1996 and September 30, 1997. The Suspicious Activity Reports database is 
open to all U.S. Attorney's Offices and to 59 law enforcement agencies, including Ihe FBI, Secret 
Service, and Customs. No showing of probable cause is required tt> access the reports. Many 
agencies simply periodically download all of the files and keep them as a long as they want 

The suspicious activity reports must be filed under the Bank Secrecy Act if: 

• The transaction involves funds derived from illegal activities or is intended to conceal such 
funds to evade any law or regulation, including reporting regulations; 

• The transaction is designed to evade any Bank Secrecy Act regulation; or 

■ the transaction has no business or lawful purpose or is not the sort in which the particular 
customer would normally be expected to engage, and the financial institution has no 
reasonable explanation for the transaction after examining the available facts, including 
background and possible purposes cf the transaction. 1 

The Federal Reserve's "Know Your Customer" manual's section 601 instructs banks as 
follows: 

An integral part oi an effective "know your customer" policy is a comprehensive 



Patrice Hill, 'Regulators for Bank kill Rule on "Spying," The Washington TimcsM&rch 5. 1999, 
p.Al. 

See 12 CFR Sees. 563.180, 21.11, and 208.20; see also Statement of Gregory T.Nojeim, 
Legislative Counsel, American Civil Liberties Union, "Financial Privacy and the Proposed 
"Know Your Customer" Regulations, before the Commercial and Administrative Law 
Subcommittee of the House of Representatives Committee on the Judiciary. 
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knowledge of the transactions carried out by the customers of the financial institution, 
'there, it is necessary that the "know your customer" procedures established by the 
institution all for the collection of sufficient information to develop ■ "customer profile.'. 
. . The customer profile should allow the financial institution to understand all facets of 
the customer's intended relationship with the institution, and, realistically, determine 
whether transactions are suspicious or potentially illegal. Internal systems should then he 
developed for monitoring transactions to determine if transaction* occur which are 
inconsistent with the "customer profile." 1 

This suggests two problems: 

• 'lhe discretion of administrative agencies to require banks to engage in customer profiling 
without specific legislative mandates or even a rulemaking proceeding has caused an 
alarming failure of public accountability. 

• The Bank Secrecy Act has the same potential to undermine public confidence in the banking 
system as did "Know Your Customer." The difference is that the extent of profiling under 
the Bank Secrecy Act is not widely known to the public. 

TV Bank Secrecy Act Will Not Make Us Safer 

Despite this, the Bank Secrecy Act's reporting requirements will not make us safer. Swiss 
banks managed to respect their customers' privacy for decades without starting a Swiss crime 
wave (indeed, Swiss banking privacy made it possible for refugees from and victims of the Nazi 
regime in Germany to safeguard their assets). 

The Bank Secrecy Act sacrifices the privacy of all to catch a tiny number of alleged 
wrongdoers. Former bank regulator Lawrence Undsey of Uie American Enterprise Institute . 
reports that between 1987 and 1995 filed 77 million suspicious activity reports. Three thousand 
money laundering convictions were initiated, but 580 were convicted. For every 25,000 reports. 



lirto://www.bogfrb.fcd.im/boarddocs<SupMflnual/. 
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is obtained. In 1993, 63,000 of 10.2 million currency 
transactions were reported as suspicious; more sophisticated filtering improved the ratio of 
reports to cues brought somewhat-but only to 1 percent.* How could such ■ high ratio of filings 
to investigations possibly be supported against the Fourth Amendment's requirement that the 
police are not to go shuffling through our papers without probable cause, and a warrant 
"particularly describing" the item or person they want to seize? 

Money laundering is essentially a paperwork offense, the crime of trying to conceal the 
proceeds of a crime. Historically, it was not a crime at all. Money laundering convictions are 
obtained at enormous taxpayer expense, and the streets are no safer because of them. Only a 
desk-bound view of law enforcement would see more surveillance to catch money laundering as 
a meaningful way to protect the rights of crime victims. 

Is the Bank Secrecy Act worth the expense? It is useful to law enforcement at some level. 
But so, too, would be a requirement mat phone companies survey and record all telephone 
conversations and send "suspicious" recordings to the police. So would a requirement that all 
book purchases be recorded and "subversive" purchases reported. But such requirements have no 
place in a free country. 

Government Abuses of Information 

Government cannot be trusted with the power to collect complex and private facts about 
our lives without a showing of probable cause. History shows that government will not observe 
safeguards intended to prevent the abuse of die power to collect information: 



Lindsey, "Invading Financial Privacy," Financial Times, March 19, 1999, p. 20. 
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During World Wr n, U.S. census data was used to identify Japanese- Americans and place them 



When Social Security number* were introduced in 1933. the public was repeatedly assured that 
they would be used only to ensure mat workers were paying the payroll tax; they are now 

used throughout the federal government and private sector for many purposes entirely 
unrelated to social security. 

In 1995 over 300 Internal Revenue Service agents were caught illegally snooping through tax 
recoiiis of thousands of Americans, including personal friends and celebrities. Only five 
employees were fired for this misconduct. 

In response, the IRS developed new privacy protection measures. These measures were useless, 
with hundreds of IRS agents being caught in early 1997, again snooping through the tax 
records of acquaintances and celebrities. 

The Clinton administration reportedly obtained hundreds of FBI files, including those of: 

Billy R. Dale: Fired Travel Office Director 

Martin Fitzwaten Bush's press secretary 

Ken Duberstein: Reagan's chief of staff 

lames Baker. Bush's secretary of state 

Tony Blsokley: Newt Gingrich's spokesman 

The complexity of our lives and the government's lack of knowledge about them are a 
bulwark against authoritarianism as important as the Constitution. As James C. Scott noted in 
String Like A Stat: How Certain Schema to Improve the Human Condition Have Failed, all 
through history governments have struggled to collect more information about citizens. But the 
mote they strive, the more unlikely it is that their goals can be compatibk wim the complex, fast- 
moving life in free society. No American citizen should be treated like a suspect unless uid 
until he is one. The Bank Secrecy Act has no place in America.. 
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TESTIMONY OF W1LMER -BUDDY' PARKER, HI 



Mr. Chairman: 

My name is Wilmar Parker. I am known by my nickname Buddy Parker, i am 
presently a partner in the law firm of KHpatrick Stockton LLP whore my practice 
consists of both criminal and civil litigation. Prior to my entering into private practice 
in May 1997, I was a United States prosecutor for approximately 19 years; first as a 
trial attorney for the Criminal Section of the Tax Division of the U. S. Department of 
Justice here in Washington, D.C. from 1978 to 1 983 and then as an Assistant 
United State* Attorney ("AUSA'Ifor the Northern District of Georgia in Atlanta. I 
served on the staff of many United States Attorneys', including that of the Honorable 
Bob Ban, now a current Member of this Committee, 

I appear here today not only aa a former prosecutor familiar with the 
enforcement of the Bank Secrecy Act, but also as a partner in a law firm which 
represents financial institutions. I have experience end insight into law enforcement 
interests in the current Bank Secrecy Act regime. I also have experience and insights 
from the financial institution*' perspectives regarding the Bank Secrecy Act. For the 
record, I have attached to my brief opening remarks a paper I previously prepared aa 
an AUSA and one which I used in making a presentation of the evolution of drug 
money laundering prosecutions beginning In the 1 970's with the enforcement of the 
Bank Secrecy Act. I request that my prepared remarks along with this paper be 
received es if read into the record. 
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Generally, I support the currant statutory and regulatory aspect* of the Bank 
Secrecy Act which collectively are the lynch pin to money laundering prosecution* of 
wealth derived from the underground economy. Thia economy which includes not 
only drug trafficking, but fraud, tax evaaion, computer crime, racketeering and all 
other Crimea motivated by greed, require* ita participant* to aurface, thia la to 
launder, their wealth (usually cash) from the underground economy to the above 
ground economy. Thra surfacing or placement of wealth brings the cash into contact 
with the financial system of the United States. That ia. the cash is converted from 
dollars into an Intangible property right reflected by an accounting entry of a credit (a 
deposit) on a bank statement. Once converted the illegal wealth may then be 
transported anywhere in the world at the speed of e l ectricity via an electronic funds 
transfer or wira transfer from one bank account to another bank account. 

Because the surfacing of wealth derived from specified unlawful activity via 
the world's financial system is so critical to effective money laundering, it is an 
appropriate activity for government to scrutinize. Further, it Is perfectly reasonable 
for government to require financial institution* to report suspicious activities by 
customers which are inconaistent with lawful commerce. To suggest that access to 
banking records by government would only be parmkMibla If probable cause of 
criminal activity it shown, is too extreme to protect reasonable expectations of 
customers' privacy. Our nation's financial system is not based on strict banking 
confidentiality. The financial data per ae is not so senartfve that ha disclosure to 
government constitutes a violation of an individual'* privacy interests. I thank the 
Committee for ha time. I wll be glad to respond to any question* by the Members. 
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M QWEY LMIWDEWHQ PROSECUTIOWB 

(Ckca 1978- 1987) 

Beginning in the lata 1 970'i and with continued emphasis in the early 1 980's, 

federal law enforcement agancias (principally ths Internal Revenue Service and ths 

U.S. Customs Service) initiated investigations based an the prevailing perception that 

the South Florida economy was awash in drug dollars. There was so much cash 

being used to conduct business transactions (both legal and illegal) that literally some 

customers of banks were having to use handcarts to assist in carrying the boxes full 

of currency into the banks. Together with the Treasury agencies, the U.S. 

Department of Justice assigned prosecutors to assist in the investigations and 

subsequent prosecutions of individuals and financial institutions who were identified 

as criminally violating the Bank Secrecy Act of 1970, Pub. L. 91-508, (codified at 12 

U.S.C. 1829b, 12U.S.C. 1951, at. asa., and 31 U.S.C. 5311-5326).' This task 

force was coda-named Operation Greenback . Their efforts and others in the federal 

courts constitute the historical linchpin for today's current major n. 



' The Bank Secrecy Act of 1970 imposes a current duty on financial 
institutions to file with the IRS a Currency Transaction Report (CTR) whenever a 
customer conducts a financial transaction involving in excess of $10,000. Also, a 
person entering or departing the territory of the United States and transporting in 
excess of $10,000 has to file a similar report (Currency Monetary Instrument Report 
or CMIR) with the U.S. Customs Service declaring the transportation of such 
currency. Under the BSA, Congress delegated to the Secretory of Treasury the 
responsibility of imposing rules and regulations on financial institutions to maintain 
records end file reports of financial transactions that the Secretary determines to 
heve e high degree of usefulness in criminal, tax and regulatory matters. The 
Secretary hes promulgated the record and reporting rules in 31 CFR Part 103. 
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pe p— OU Bot tawMng not only the BSA but mow I m pq KWd y the Monty Laundering 
Control Act Of 1986. Pub. L 99-670 Iprincipattv codified at 18 U.S.C. 1950-1967 
and hanrirniftar referred to is -MLCA"). 

Than are only two way* facts or evonta can be discovered, hi s toric a lly or 
contamporaneousty. In the area of law enforcemen t , and ecpectetty U.S. federal law 
en f orcement, "cope* (law enfor c emen t officers) are hired and trained baa ad on 
"traditional" Investigative methods for the specific criminal conduct the officer 
Iswfuly Is empowered to inveetigate. Within the U.S. federal govammant prior to 
1986 the officers who ware recognized aa having the greatest expertise in 
investigating financial Crimea ware by design agents of agencies empowered to 
enforce laws which regubrtsd and controlled the flow of money; i.e., Internal Revenue 
Service (IRS) as to taxaa (income, excise, inherit a nce, etc); the Federal Bureau of 
Inve s tigation (FBI) (bank fraud, racketeering, etc.): (SEC) the Securities end Exchange 
Commission (securities fraud, stock market manipulation, etc.); U.S. Customs 
Import s and export duties). Congre ss empowered only IRS and Customs to 
investigate vio lati on s of the BSA. Consequently as IRS and Customs agents wore 
traditionally trained to inveetigate historical facta, the initial BSA prosecutions of 
narcotics related money laundering involved in large part circumstantial theoriss of 
evidence. Beca us e the evidence was promised on an analysis of the so called "paper 
tral", pro s e cu tors sought to have grsater jury appeal by charging not only any 
financial institution or it* employees, but sum the 'customers* who caused the 
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violations of the BSA. As the U.S. Justice Department's narcotics related BSA 
prosecutions intensified, federal court* throughout the nation increasingly found 
inconsistent legal support for the government's theories of criminality. 

The majority of BSA caaas established that "customer" dafendants may bo 
criminally charged with violating the BSA when causing a financial institution to fail 
to file a CTR. United States v. Tahon-Builaa. 706 F.2d 1092 (11th Or. 1983), 
(defendant and companion together bought two $9,000 cashier's checks at each of 
ten banks during a six-hour period; actions by e customer that cause a financial 
institution to fail to file a CTR are criminal under 18 U.S.C. 2 and 1001); United 
States v. Puerto. 730 F.2d 627 II 1th Cir. 1984), can. dfloiod. 469 U.S. 847 (1984); 
United $tat« v. Hayman. 794 F.2d 7SS (2nd Cir. 1 986), Cfltt. denied. 479 U.S. 989 
(1986), (defendant employee of financial institution convicted of causing institution 
to fail to file CTR'a, although defendant had no legal duty to file CTR's himself; liable 
under 31 U.S.C. 5313): United States v. Cure. B04 F.2d 625 11 1th Cir. 1986), (bank 
customer guilty under 18 U.S.C. 371 of conspiring with bank not to file CTR's; guilty 
under IS U.S.C. 2 and 1001 of causing bank to fail to file CTR's; multiple 
transactions at same bank, or different branches of same bank, on same day); United 
States v. Valdea-Guarra. 758 F.2d 1411 (11th Cir. 1985) (Operation Greenback 
prosecution); Unitod Slates v. Qiancole. 783 F.2d 1549 (11th Cir. 1986), can. 



2 The legal duty to file a CTR is on the financial institution, not the "customer" 
who caused the currency transaction to be consummated. California Bankers 
Association v. Schurtz, 416 U.S. 21 (1974). 
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denied. 479 U.S. 1018 (1986), (same day, different branches of same bank; 
customer can be proximate cause of a bank's failure to file a CTR and thus liable); 
United States v. Thompson. 603 F.2d 1200 (5th Cir. 1979), (actions by a bank 
officer that causes a financial institution to violate ha duty to file a CTR are criminal); 
United Stataa v. Entrain. 622 F.2d 857 (5th Cir. 1 980), can. denied , . 450 U.S. 91 2 
(1981), (defendants, who participated In money laundering scheme to disguise drug 
proceeds ore guilty of conspiracy to obstruct the IRS' tax collecting function and can 
be prosecuted for criminal conspiracy). Other cases established glering loopholes in 
prosecuting drug money launderara vis-a-vis the BSA. 

The First Circuit found in United States v. Amalpna- 70S F.2d 676 11985) that 
the BSA reporting requirements applied only to the financial institution and the 
customer had no duty to disclose information and therefore was not liable under 1 8 
U.S.C. 1001 or 31 U.S.C. 5313. Other cases which negated the government's 
ability to use the BSA in prosecuting narcotics money launderer* included the 
following: United States, v. Reinja, 794 F.2d 506 (9th Cir. 1986), (bank customer 
had 00 duty to report, thus no concealment and could not aid or abet a bank's failure 
to report CTR's; no duty on banks to aggregate multiple transactions under 
SIO.OOO); United Slfllffl v. LorjgiL 796 F.2d 244 (8th Cir. 1986), (the BSA imposed 
no duty to customer to disclose to bank that his multiple currency transactions 
aggregated over 410,000; thus the customer wa* not guilty of concealing such 
information from the government); United States v. Denemark. 779 F.2d 1 559 (1 1th 
Cir. 1986), (the customer wa* not guilty of the BSA as there was no duty on any 
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financial institution which was involved in only on* tub-transaction of what was a 
multiple transaction in excess of Si 0,0001; United Stales, v. Data EHtfOll. 781 F -2d 
1432 19th Cir. 1986). (multiple transactions, each under $10,000 and aach at a 
different bank, do not trigger duty to file a CTR; however, one defendant, a kingpin 
of an intricate money laundering operation who delivered cash in excess of 410,000 
to his couriers, qualified as a "financial institution* and therefore had a duty to file a 
CTR); United States v. Maatronardo. 849 F.2d 799 (3rd Cir. 1988), ( pre- 1 986 
statutes and regulations did not afford "fair notice" to bank customer that 
'structuring* violated the BSA - defendants were charged with engaging in a 
multimillion dollar bookmaking and money laundering operation). 

As prosecutors faced greater uncertainty in the use of the BSA to prosecute 
drug money launderora, a welcomed policy shift occurred within the government. 
Not only would IRS and Customs investigate potential BSA violations from a 
historical perspective, but they would also engage in covert or undercover 
investigations. Furthermore, in the ever increasing commitment to fight the "war on 
drugs" the U.S. Department of Justice, by and through its lead drug agency, the U.S. 
Drug Enforcement Administration (DEA), and the FBI would also orient their 
undercover investigative efforts to identifying and prosecuting narcotics money 



One of the most revealing cases concerning the magnitude of the narcotics 
money laundering problem was documented in the government's investigation and 
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prosecution of The so-called Hzia Connection cue. Not only wm this cm 
significant in terms of it* scope, but It also highlights the cooperation between Italian 
and U.S. law enforcement officers. The U.S. trie! involved some twenty-one 
defendants who were triad in the Southern District of New York over a seventeen 
month period. On October 11, 1989, the Second Circuit upheld the convictions of 
sixteen defendants in its opinion cited at 887 F.2d. 1941 es United States v. 
Casam anto. gt nl- In-themain the facts proven at trial reflected that a drug 
trafficking and money laundering conspiracy existed among individuals supplying 
morphine base from Turkey via Sicily to cities in the United States. In addition to the 
transportation function, the conspiracy also had a distribution function which waa 
staffed by members of the American Mafia. As cesh waa received in exchange for 
the drugs, the evidence reflected that the conspiracy caused the proceeds to be 
accumulated In pizza parlors and then either smuggled out of the country in sultcsses 
or, *... laundered through a maze of benk accounts*. The smuggled currency was 
dapoaftad into Swiss bank accounts and then wire transferred to Italian banks. It 
waa absolutely deer from the evidence that the narcotics violations hed as an integral 
part of their success the laundering of the cash. 

In the eerfy 1980's a DEA Special Agent of the New York Division developed a 
confidential informant who introduced him (the special agent) aa a banker to 
suspected narcotics money launderars. The facta discovered and developed by the 
DEA in its two year covert drug money laundering investigation resulted in a 
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significant development of the law under the traditional drug conspiracy statute, 21 
U.S.C. 848: in United St«f y. QmTnfhPrKlt 732 F.2d 1076, 1080 12nd Of.), cart. 
denied. 469 U.S. 345 119841. 

The government documented that Mr. Orozco headed a purported business 
called Cirex International which between 1978 and 1982 laundered more then S150 
million in cash. Through the undercover efforts of the DEA agent posing as a bank 
officer of a major New York bank, the government discovered that once the cash was 
received from various cities in the United States it was deposited into different bank 
accounts maintained by Mr. Orozco in his own name, in the names of others and in 
the names of purported Panamanian "shall corporations". "The money was then 
rapidly transferred into other accounts and ultimately outside the country", Orimw. 
supra, at 1079. 

The government charged Eduardo Orozco not only with conspiracy to defraud 
the United States by causing CTB'a not to be filed, but also with violating the general 
drug conspiracy statute; 21 U.S.C. 846. In upholding the legal ability to prosecute 
Mr. Orozco under the drug statutes for his role as a money launderar the court 



The indictment alleges that the means used by Eduardo 
Orozco and others to further the conspiracy was to provide 
"a money laundering service involving currency deposits 
and check and wire transfers." Eduardo Orozco argues 
that simply dealing in the cash proceeds of transactions 
involving controlled substances is not a violation of Section 
841 and that, therefore. Count One fails to charge a 
conspiracy to violate this provision. 
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We find that this argument, on this record, hat no merit. 

A« wo stated In linbad Sum v. fiuom 004 F.2d 121, 
154-55 (2d Or. 1979), est denied. 446 U.S. 907, 100 S. 
Ct. 1833, 64 L Ed. 2d 260 (1980), 

Importers, wholesalers, purchaser* of cutting 
materials, and persons who "wssh" money 
am all as necessary to the success of the 
venture es is the retailer. They can all be held 
to have agreed with one another in what has 
been called a "chain" conspiracy. 

Similarly, in Unttod Stataa v. Perry. 643 F.2d 38, 44 (2d 
Cir.t, call, dstlifld, 454 U.S. 835, 102 S. Ct. 138, 70 L. 
Ed. 2d IIS 119811, the majority held that defendants who 
"agreed to distribute drruenta with the Intent that they be 
mixed with heroin end distributed by one or more heroin 
networks" could ba convicted 'under 21 U.S.C. 1846 of 
conspiring to violate 21 U.S.C. 1841 by aiding and 
abetting the distribution of heroin." The court Stated that 
"the knowing supply of e raw material neceasary for the 
commission of a crime by another constitutes aiding and 
abetting that crime.' And, in JJottod Stfltsa v. Rush . 666 
F.2d 10, 11 (2d Or. 1981) (per curiam), we held that en 
individual who 'supplied the cash which made the illegal 
venture possible" could be convicted of conspiring to 
import marijuana Into the United Statas with intent to 
distribute it. Reed In conjunction, these cases stand for 
the proposition that an agreement to engage in actions that 
ant integral (sic) to the success of s drug venture 
prohibited by 21 U.S.C. 1841 - such as laundering 
proceeds, or supplying cash or raw materials - violate* 21 
U.S.C. 1846 as a conspiracy to aid and abet the 
distribution of controlled substances. 
Qroico. supra at 1080. 



I theory of prosecution of money launderars for drug 
violations was further extended in a Los Angeles based prosecution of a Harvard 
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educated entrepreneur, Oscar Cuevas, who was convicted of conspiracies to 
possess and distribute cocaine and to violate federal currency reporting laws, es well 
as 13 substantive counts of causing the failure to file CMIR's in violation of 18 
U.S.C. 1001. The facts presented at trial indicated that between 1983 and 1985 
Mr. Cuavas had assisted Los Angeles based co-conspirators in removing 
approximately 1 23 million dollars from the United States to England and Switzerland. 
CMIR's were not filed with Customs as the currency was physically transported by 
couriers flying commercial flights to Zurich and London. 

The U.S. government proved that the currency was drug dollars derived from a 
U.S. based narcotics conspiracy. Mr. Cuevas' central rola involved his meeting the 
money couriers in London and Zurich, receiving the cash and causing it to be 
deposited into banks from which wire transfers redirected the money to Miami bonk 
accounts. As noted by the Ninth Circuit, "ibletween June and November 1984, 
Cuevas deposited at least 819 million in small denominations U.S. currency at 
Citibank, London; (ijn November 1984, believing that Cuevas' deposits were illegally 
obtained. Citibank terminated the relationship with himl;] [thereafter, Cuevas 
deposited $4.4 million in cash at Republic National Bank, London.* United States v. 

Cuevaa. 847 F.2d 1417, 1420 I9th Cir. 1988), eafl. denied U.S. , 109 

S.Ct. 1122(1989). 

On appeal Mr. Cuevas did not contest that the government had proved a 
narcotics conspiracy, only that the government failed to prove that ha know that the 
cash he was handling was derived from the narcotics conspiracy. As noted. 
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howovor. the Ninth Circuit found that "iolnce the government hat proved that a 

narcotic! conspiracy exists, 'evidence of only a alight connection (aw) it necessary 

to convict a defendant of knowing participation In it,' United States v. AHmIwj. 719 

F.2d 1 453 {9th Car. 1 983) {citing linitod Stataa v. Kenny, 645 F.2d 1 323, 1 335 (9th 

Or.), jail, danlad. 452 U.S. 920, 101 S. Ct. 3069. 69 L Ed. 2d 426 11981) 

[emphasis added)," Cuflyji, maa at 1422-1423. The court thereafter detailed a 

litany of facts which it cited as providing the 'alight connection". Such facta 

included inter alia activities which the 1984 President's Commission on Organized 

Crime found provided strong Indicia of narcotics-related money laundering. 

The court cited with favor the Commission's finding: 

The President's Commission on Organized Crime observed: 

Narcotics traffickers ... often seek to change large amounts 
of cash received from ' street level' sales into an ostensibly 
legitimate form, such as business profits or loans, bafore 
using those funds for personal benefit or reinvesting them 
in new narcotics purchases and distribution ... Law 
enforcement egencies recognize that narcotics traffickers, 
who mutt conceal billions of dollars in cash from detection 
by the government, create by far the greatest demand for 



The £ajh, Cfrfinflfilrfrll' Oroaniiad Crime. Finiinciiil 
Inntmrtinna. god Money Laundering, rfi 1 (Interim Report, 
Oct. 1984). 

The Commission further observed that, "a narcotics 
trafficker who withes merely to increase the immediate 
portability of his cash receipts can Simply exchange 
smaller-denomination bills (e.g., one-, five-, and ten-dollar 
bills! for repeatedly larger-denominetion bills. [Olrgenized 
crime today uses banks and other financial institutions as 
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routinely, if not at frequently, as legitimate businesses." 
id- at 8. Finally, the Commission hat noted that, '[llama 
»5-»15 billion of the $50-970 billion in illegal drug money 
eemed in the United States probably moves into 
international financial channels each year." Id. at 13. 
Other indicia of narcotics trafficking identified by the 
Commission include setting up "shell corporate entities," 
using couriers to avoid filing currency reports, and 
converting sme I l-denomi nation Mis into larger- 
denomination bills. Id- at 37. Cuavas' activities include ell 
of those mentioned. 

Cuavas. supra at 1424, fn. 19. 

Thus, the Cuavas court judicially recognized a narcotics money laundering profile 

based on the activity described by the President's Commission on Organized Crime. 

The President's Commission on Organized Crime Report cited by the Cuavas court 

was published In 1 984. It's findings however es to modus operandi of international 

drug money laundering are by and large still accurate as evidenced by the C-Chaae 

and Polar Cap investigations snd prosecutions, infra.. 



The narcotics money laundering profile documented on the U.S. West Coast in 
the C uovs esse was confirmed through an Operation Greenback undercover 
investigation conducted in 1984 by U.S. Customs and IRS in Miami. The undercover 
agents posed as persons who had a "connection" with a banker and could cause 
lerge sums of cash to be deposited in a Miami bated bank without any CTR's being 
filed. Mauricio Lehrer who owned Velez Tours, a travel agency, agreed to use the 
agents' services. The government agents received the cash from Lehrer, bought 
cashier checks in excess of J10.000 from Flagship Bank identifying themselves at 
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government agents (no CTR's ware filed), and delivered the checks to Lahrer who 

then cauted them to be deposited into a Miami bank. The bank than wire transferred 

the proceeds to a Grand Cayman branch of the Costa Rican bank, BAC International. 

In upholding Mr. Lahrer and others' convictions for violating 18 U.S.C. 1001, 

the Eleventh Circuit in United States v. Hernando Ospina. 798 F.2d 1570 (1986) 

stated, 

The evidence is deer that Flagship did not file CTR'a 
because Valaaco and Abalia identified themselves as 
government agents and, therefore, from Flagship's 
perspective they thought it was an exempt transaction. 
However, regardless of what Flagship may have thought, 
the transactions were not exempt because they were 
conducted by the agents on behalf of the appellants, not 
the government. The money did not belong to the 
government, nor did the government make these 
transactions In the normal course of government business, 
which we find is the type of transaction this exception 
applied to. Id. at 1579. 

This legal reasoning was later relied on by the Tampa District Court in the £: 

Chaae prosecution, infra in denying a motion to dismiss a MLCA prosecution which 

argued that once government undercover agents took control of the drug "proceeds" 

the dollars lost their factual character of being "proceeds of specified unlawful 

activity" and therefore there was no MLCA violation. As noted in the Hernando 

Qspjnfl case, by 1 984, GrannhiiRk agents were involved In undercover work. DEA 

end the FBI consequently shifted their drug investigative emphasis to include money 

leunderers baaed in large part on the Orazco-Prada theory of narcotics prosecution, 

i.e., conspiracy to violate the drug laws. 
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As tho U.S. Justice Department Agencies continued their effort! in developing 
expertise in Investigating drug money launderers. Congress passed the MLCA 
explicitly granting jurisdiction to the Justice Department to investigate violations of 
18 U.S.C. 1956 and 1957. This Jurisdictional 'hurdle" having been "cleared", by 
1988, the government's four premium law enforcement agencies IDEA, FBI, IRS and 
Customs) were equally empowered to fight the 'war on drugs" by not only 
investigating the importation and distribution of narcotics, but elso by "working the 
money end" of the business. Examples of subsequent narcotics Investigative efforts 
by the U.S. officials are best exemplified by the prosecutions undertaken pursuant to 
Operations Pisces. Expressway. ££bajg, Pnlw Cap. Green Ice. Pjjmgro. end DJnefQ. 3 



as was an investigation conducted by the Los Angeles and 
Miami offices of the DEA. Pursuant to authorization from the Attorney General, DEA 
was allowed to further its undercover investigative efforts by actually "laundering" 
drug dollars. The investigation determined that large amounts of currency would be 
delivered by "runners" to undercover government agents posing aa money launderers. 



The MLCA created criminal sanctions for money laundering of proceeds from 
a "specified unlawful activity,' a term of art which includes not only narcotics 
trafficking, but almost all felony violations of U.S. law; e.g., fraud, racketeering, 
illegal arms trading, extortion, bribery, etc. It is the "specified unlawful activity" (the 
predicate offense) that generates the proceeds of the putative defendant's primary 
criminal conduct which later is "laundered." Sea G. Richard Strafar, Money 
Laundering: The Crime of the 90'a, 27 Am. Crim. L. Rev. 149 (1989). 
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The undercover government agent* had been introduced by confidential informants to 
Colombian narcotics traffickers who had negotiated a percentage of the currency 
laundered with the DEA agents. Tha government agents were celling their service* 
of being able to deposit the currency into the American banking system in a manner 
which avoided the filing of CTB's. The owners of the money (tha Colombian narcotic 
smugglers) contracted with Colombian money laundarara who in turn caused the 
"runners" to deliver the cash to tha Los Angelas and Miami based egents. The cash 
had been derived from the importation and wholesale transfer of multiple kilograms of 
cocaine by Colombian narcotic traffickers to American distributors. The government 
undercover egents, pursuant to instructions from the Colombian drug money 
launderera, caused the cash to be deposited into U.S. banks and than wire 
transferred to benk accounts located in Panama. These accounts were maintained in 
"shed corporation" names. Prosecutions of the MLCA violators were brought in both 
Miami lUnrtad States v. Lopez-Chacon at aj„ 886 F.2d 1324 (1989) and Los Angeles 
t, at a!., 87-216-CR (CD. CM. 1 987)). 



The FBI likewise initiated a similar investigation in their Operation Expressway . 
Posing in an undercover capacity, FBI agents in 1986 and 1987 assisted Colombian 
drug money laundarer Carlos Restrepo In laundering millions of drug dollars by and on 
behalf of tha notorious Medellin drug cartel. Mr. Restrepo was lured to Miemi during 
the summer of 1987 where he wes arrested. His prosecution occurred in New 
Haven, Connecticut and involved using RICO (the Racketeer Influence Corrupt 
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Organization) statutes (18 U.S.C. 1961 « Ma.), by using Section 1966 of the 
MLCA. United Stales v. Raatrapo, St si-. 1989 W.L. 4292. Tha avidanca ai trial 
indicated that, at Mr. Restrepo'e direction, ovar t16 million in a seven month parted 
waa delivered to FBI agent* who in turn laundered tha money. A* found in Pisces. 
tha currency waa at Restrepo'e direction wire tranafarrad to bank account* In 
Panama. Those accounts were again accounts of "shall corporations". Following hi* 
conviction*, Mr. Raatrapo appealed to the Second Circuit which in an unpublished 
opinion upheld his 40 year sentence by finding, knar, alia, that the 1956 convictions 
were constitutional and supported by sufficient evidence that the cash waa 
■proceed* of drugs". Units! Staina v. Raatrapo. No. 89-1163, unpublished opinion 
(filed August 21, 1989), citing United States v. Kimball. 711 F. Supp. 1031, 1034- 
36 (D. Nav. 1989); United States v. Mainiari, 691 F. Supp. 1394, 1397 (S.D. Fie. 



In late Fell of 1986, Tampa U.S. Customs undercover agents met Gonzalo 
Mora, Jr., a resident of Medeilin, Colombia. Tha purpose of the meeting was to 
arrange for the undercover agents to collect drug procee ds and cause them to be 
deposited into a financial Institution where they would be wire transferred. The drug 
dollars were to be collected in Los Angeles, Miami and New York. The monay 
laundering scheme waa designed to use the Tampa office of BCCl, Bank of Credit 
and Commerce International, then one of the ten largest banks in the world. Tha 
continuing investigations lead tha U.S. government agents to Los Angeles, Detroit, 
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New York, Miami, London, Paris, Panama City and elsewhere. Law enforcement 

authorities in the United Kingdom, France and Italy cooperated with U.S. authorities. 

In October 1 988, pursuant to a grand jury indictment. Operation C -Chase was made 

known to the public. 

The government charged numerous bank officers and BCCI with MLCA 
violations, conspiracy to violate the MLCA and with 21 U.S.C. 846 - conspiracy to 
aid and abet a narcotics conspiracy vie-e-tfis the laundering of the drug dollars. 
United States v. Awan. 988 F.2d 1416 (11th Ck. 19921. The government based the 
narcotics conspiracy on the flrnren-Pnda, theory, sum. BCCI Tampa's office was 
seized pursuant to forfeiture orders under 21 U.S.C. 853, which provides for criminal 
forfeiture of property of defendants who violate the drug laws, including the drug 
conspiracy statute. In exchange for the "unseizing" of the bank, *14 million was 
posted as a bond {the amount of money laundered during the undercover operation). 
In January of 1990, BCCI entered into a negotiated plea agreement with the 
government and pled guilty to MLCA violations. Despite an agreement which called 
for the bank to forfeit the 114 million plus interest, (the largest "fine/forfeiture" ever 
of any bank convicted of money laundering) certain members of Congress criticized 
the plea as being a "sweetheart deal". Trial of tha BCCI bankers from Panama City, 
Paris and Tampa started on January 22, 1 990. Tha jury received the case on July 

19 and returned its guilty verdicts on July 29, 1990. The bankers received fifteen 
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Although the prosecution was noteworthy in many respect*, Judge Hodge* In 

e pre-trial order found end ruled that since the peseege of the ML.CA, en Qtozeq- 

Preda theory of money laundering prosecution waa no longer available to the 

government. Specifically, the court held. 

The Government is put on notice, however, that this Court 
does not intend to allow it to prove a conspiracy under 21 
U.S.C. SH46 solely by evidence adduced at trial that 
defendants may have laundered drug proceeds. While it is 
true that e line of cases has permitted the prosecution of 
money laundering under the guise of conspiracy to aid and 
abet narcotics activity, those cases cited by the parties 
predate tha enactment end/or effective date of the money 
laundering statute or are otherwise factually 
distinguishable. The Court finds no suggestion in the 
statutory language or the legislative history of the Act to 
indicate that Congress intended to permit money 
laundering {without additional narcotics activity) to be 
punished under both Title 21 conspiracy law and the Act. 

True to his word, Judge Hodges dismissed the drug conspiracy count following 

the government resting its case. 

On March 29, 1989, then U.S. Attorney General Thomburgh announced the 
unsealing of an Atlanta indictment which charged Pablo Escobar, Jorge Ochoa, 
Gustavo Gaviria, Garardo Monceda and others collectively referred to as the Medellin 
Cartel (hereinafter Cartel) with federal drug and money laundering violations. The 
indictment alleged that the Cartel used Banco de Occidente (Panama) S.A., a 
Panamanian subsidiary of Banco de Occidente (Cali) S.A., with aiding and abetting 
the Cartel In laundering millions of dollars of drug proceeds, i.e., en Orotco-Prade 
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theory of prosecution. This announcement was presented as the "culmination of 
' Operation Polar Cap ' a lengthy federal investigation into a billion dollar money- 
laundering ring with direct link to tha Colombian Madallin Carta)." 

General Thorn burgh also in announcing the Atlanta indictment indicated that 
the U.S. Attorney for the Southern District of New York had filed a civil suit ... 
" asking the court to freeze money from Phase I of the investigation and return that 
money to the United States for purposes of civil forfeiture." Previously on Februsiy 
22, 1 989, General Thomburgh and Secretary Brady of the U.S. Treasury Department, 
announced the " ... culmination of the largest drug money-laundering investigation 
ever conducted by United States law enforcement agencies ... ," Phase I of Operation 
Polar Cap . The investigation was jointly conducted by all four major federal agencies, 
FBI, U.S. Customs, DEA and IRS, without any agency being designated the lead 
agency. 

Phase t represented the arrests of defendants in Los Angeles, New York, 
Miami and Houston and the seizure of millions of dollars of assets. Two prosecutions 
were filed in the Central District of California egainat these defendants, United States 
v. Andonian. at. aj... No. Cr. 89-190-WDK (CD. Cal.) and United States v. 
Koyomajian. aj. aj., 970 F.2d 536 19th Cir. 1992). As reflected in the Atlanta 
indictment. United. Statafl v. Eacobar. ej. aj.. No. Cr. 89-086-WCO |N.D. Ga.), the 
Los Angeles defendants were collectively referred to by the Colombians as "LA 
MINA" -the Mine. 
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As noted by General Thomhurgh, the drug money laundering organization was 
"... allegedly controlled end directed primarily from two wholesale jewelry companies, 
Ropex Corporation and Andonian Brothers Manufacturing Company, both located in 
the Loa Angeles Jewelry Mart on South Hill Street in Los Angeles." Further, 
according to court documents, over a two to three year period, large shipments of 
currency totaling hundreds of millions of dollars were delivered to Andonian Brothers, 
Inc., and Ropex on a regular basis from purported gold and jewelry businesses 
located in Loa Angeles, New York and Houston. 

The purported gold and jewelry businesses were "fronts" whose primary 
purpose was to take in enormous sums of drug-generated cash. The cash deliveries 
to the 'store fronts" were boxed end sNpped cross-country vis armored car to 
Andonian Brothers, Inc., and Ropex. One such shipment of $4.8 million was seized 
by federal egents in Mew York City in January, 1989. 

In addition to receiving cash from around the country, both Ropex end 
Andonian Brothers, Inc., reportedly accepted sizeable amounts of "walk-in" cash from 
local drug traffickers. As alleged in the criminal indictments returned in Los Angeles, 
the money was counted by their employees and then deposited in bank accounts 
around the country. Tho money wee ultimately wire transferred to bank accounts in 
South America and Europe under the guise of legitimate business transactions, 

Pheee II of Operation Polar Cap resulted in arrests and seizures in the San 
Jose, Celifomia area. These defendants ware directly linked to the Los Angelas La 
Mina defendants. 
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With the announcement of Phase III of Operation Polar Cap, U.S. 
correspondent bank accounts of Atlanta defendant Banco da Occidents (Panama) 
S.A., (hereinafter BOPI were "frozen". The "freezing" of the accounts was made 
pursuant to an tX pang, application of the government under 21 U.S.C. 853(e) 
seeking pretrial restraint of "substitute assets" of defendant BOP. Within a 48 hour 
period, approximately »20 million wee "frozen". 

Also, OEA agents discovered information which identified additional liquid 
assets of BOP located in Canada, Switzerland and Germany- With assistance from 
these governments an additional S60 million of BOP funds had bean "frozen" by the 
end of April, 1989. As a result, end in order to avoid bankruptcy. BOP negotiated 
guilty pleas with Atlanta. On August 14, 1989 General Thomburgh announced the 
first International sharing of seized drug trafficking profits.* 

Phase IV - Following the Los Angelas indictments. Letters Rogatory ware 
issued by the California U.S. District Court to the judicial authorities In Uruguay 
seeking the production of bank account records of Letrss, S.A./Cambio Italia, entities 
created by the La Mine organization to fecilitete its drug money laundering activities. 
The accounts in Montevideo were maintained at six banks all of which ware the 
subjects of the New York civil suit. 



* Various defendants charged in Los Angeles and Atlanta either pled guilty or 
were tried and convicted. The Andonian brothers were convicted end sentenced 
each to 500 years imprisonment. 
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On October 17, 1989, tha Colombian government saizad records from a ranch 
owned by Cartel member Rodriguez Qacha. These record! were released to tha U.S. 
An analysis of these records lad to tha eventual seizure of #121 million in bank 
accounts located in Switzerland, tha United Kingdom, Luxembourg, Austria, tha 
United States and Panama, together with currency seizures in Colombia. Tha monies 
maintained In these accounts were in nominee names. Further, DEA determined that 
that (40 million of Qacha's drug money was laundered through La Mine. 

The U.S. obtained bank records of La Mine from Panama. Tha records of BOP 
accounts traced directly to the Ronel accounts ware analyzed. These accounts were 
controlled by Eduardo Martinez and others on behalf of the Cartel. Based on these 
records, freezing orders ware issued against 1,035 U.S. domestic bank accounts 
which received from tha Panama BOP accounts the laundered drug proceeds. That 
is, a portion of the drug money was directly traced from the New York Ronel 
accounts into the Panama BOP accounts only to return to the U.S. into yet new 
accounts. Later, the U.S. government dismissed its freezing actions based on 
determinations that the owners of the U.S. benk accounts had unknowingly 
purchased the drug dollars through the underground black/parelM market for currency 
exchange. Sea United Slim v. Eighty-Eight [flflj Daalgnatad Accounts Containing 
Monies Tracrahta Tn EtttaPQM *•' Controlled Substances. 740 F.Supp. 842 (S.D. 
Fie. 19901.° 



ir criticized tha unprecedented freezing order sought 
by the U.S. government. Alan S. Fine, Of Forfeiture, Facilities and Foreign Innocent 
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Phase V - A* a result of lead* developed through previous phases or Eclat Cjq, 
in November 1991, RICO and drug money laundering charges were brought against 
Stephen Saccoccia and others in Providence, Rhode Island. Additions' Indictments 
were returned In Los Angeles, Miami and Atlanta. The evidence indicated that 
Saccoccia was responsible for laundering over $137 million from late 1986 until his 
arrest in Switzerland in November 1991. As the da fflfila owner and manager of 
several corporations ostensibly engaged in the business of buying, selling, and 
refining gold and other precious metals in Rhode Island, New York and California, 
Saccoccia managed a sophisticated money laundering scheme. 

In-the-main, large volumes of cash would be delivered by courier to Saccoccia 
in New York City. In accordance with faxed instructions, much of the cash would 
then be shipped by armored car or private vehicle, to either of two companies owned 
by Saccoccia in Cranston, Rhode Island: Trend Precious Metals (Trend! and 
Saccoccia Coin Company. These two companies together constituted the 
headquarters for the Rhode Island branch of the organization. In 1990 and early 
1991, such shipments occurred almost daily and would typically contain hundreds of 
thousands of dollars in small denominations. Once in Rhode Island, the money would 



Owners: Is A Bank Account Containing Parallel Market Funds Fair Game?, 16 Nova 
L. Rev. 1125, 1160 11992). However, in other Polar Cap initiated bank account 
seizures, the U.S. government was successful in confiscating the drug proceeds 
despite the bank account owners' claims that they innocently purchased the drug 
proceeds on the parallel market. United States v. All Funds, 801 F. Supp. 984 (E.D. 
NY. 1 992) and United States v. All Monies, 764 F. Supp. 1467 (D. Hawaii 1991). 
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be counted on an automatic counting machine and sorted. Pursuant to Saccocela'a 
instruction*, it would then be taken to Bros banks and used to purchase cashier's or 
treasurer's checks. Those transactions ware frequently "structured" so that the 
amounts were less than $10,000 - a device designed to avoid the filing of a Currency 
Transaction Report. On other occasions, when the purchases exceeded that amount. 
the defendants caused falsa reports (or no reports at all) to be filed. The check* 
were made payable to Trend or other dummy companies controlled by Seccoccia 
businesses ostensibly engaged in such trades aa gold or jewelry that would be 
expected to generate large quantities of cash. The checks would be deposited in 
those companies' accounts, and the funds later transferred to s central account 
maintained by Trend at a Providence bank. From there, the money would be wired to 
bank accounts In Colombia and elsewhere, including Europe. Saccoccla was 
convicted end sentenced to 660 years in prison and ordered to pay a fine of 
415,700,000. 

On September 28, 1992, law enforcement authorities from the United States, 
Colombia and Italy announced the arrests of over 165 Individuals, the seizure of 
multiple kilogram* of cocaine, and the seizure of millions of drug tainted dollars, all 
related to the laundering of money from sales of cocaine by the Sicilian Mafia and the 
Colombian Call Cartel. Operation Green lea waa yet another coordinated effort 
among law enforcement authorities to bring to justice narco-trafhckers and thaw* 
money leunderers. As reported, the investigation involved undercover penetration by 
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DEA agents and others of drug money laundering organizations servicing both the 
Sicilian and Colombian criminal organization*. Aa with Operation Polar Cap, the 
modus operandi of DEA penetration resorted from drug money 'pick tips" in the 
United States and the subsequent monitoring of the 'laundered' proceeda. The 
prosecution of Qraorj lea cases In the United States it pending in San Diego, 
California. 

In late June, 1 994, U.S. authorities in Atlanta, together with French authorities 
in Paris, announced the erreeta of over 70 people involved in the laundering of 
Colombian Cali Cartel's drug proceeda. Initiated by Atlanta U.S. Customs agents, 
Operation Primero involved a two year investigation which led law enforcement 
authorities from the drug money centers of the U.S. (Miami, Houston, Los An galea 
and New York) to Madrid, Rome, Mian and Paris. In addition to confiscating over 
• 15 million in drug proceed a , muttipta kHograms of cocaine were also seized. 



On December 16, 1994, DEA Administrator Thomas Constant™ end IRS 
Commissioner Margaret Richardson announced Operation Djdkh, the culmination of a 
two-year joint enforcement drug money laundering operation coordinated among 
DEA, IRS, FBI, INS and international law enforcement counterparts in the United 
Kingdom, Canada, Italy and Spain. Operation Dinaro resulted in 88 arrests, the 
seizure of approximately 9 tone of cocaine, aa well aa over (50 million in cash and 
other property, including masterpie ce s of art by Peter Paul Reubens, Pablo Picasso 
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and Sir Joshua Reynolds. The investigation, which started in Atlanta, involved the 
first use of an undercover bank authorized by the United Kingdom and operated by 
Atlanta DEA and IRS personnel. 

The first phase of the operation focused on undercover money pickups that 
identified the connection between drug trafficking and drug ceil money groups in tha 
United States. The second phase focused on the operation of a private "Class B" 
bank established in Anguilla, British West Indies. Once the bank became operational, 
DEA worked undercover to promote the bank's services within the international 
criminal community, including tha Cali Mafia in Colombia and tha Italian Mafia. 

As a result of opening accounts for various Colombian drug trafficking and 
money laundering organizations, DEA gained a wealth of knowledge concerning 
methods used by the traffickers. Through a review of the documentation surrounding 
the monies coming into tha account and orders for disbursements, DEA gained 
intelligence that led to related investigations in other jurisdictions throughout the 
United States and abroad. 

Two European investigations were also initiated as a result of Operation 
Binero . First, Dinaro targeted the criminal network of the Locateili organization which 
operated in France, Romania, Croatia, Spain, Greece, Italy and Canada. This Italian 
Organized Crime Organization head by Pasquale Locateili was directly linked to the 
Cali Mafia. Locateili was serving a 20 year sentence for drug distribution in a French 
prison, when he escaped by helicopter in a dramatic shootout with French officials. 
On September 6, 1994, however, Locateili was arrested in Spain. In addition, the 
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Italian and Spanish investigation of this organization resulted in the arrest of 
numerous mafia organized crime subjects in Italy, as wall as key individuals in Spain. 

The Locatfilli organization used ships off the coast of Colombia to pick up 
drugs that were transported near the const of North Africa, where smaller boats were 
■ent out from Southern Europe to intercept the shipments. Further, a vassal tied to 
the organization was intercepted by NATO forces suspecting that the ship was 
smuggling arms in violation of the United Nations arms embargo. The ship was then 
taken to an Italian port and seerched. Two of the eighty-one containers seized were 
opened and small arms snd ammunition were discovered. 

The second Italian investigation involved the Severe organization which 
delivered approximately $1 million in drug proceeds to undercover operatives. 
Investigetions also uncovered three supermarkets and a car rente! business in Rome 
used to launder drug money. 

DEA Administrator Constantino stated the laundering of illegal drug profits Is 
essential to a drug trafficking organization. The worldwide achievements of 
Operation Oinwo have assured the Cali Mafia and other drug trafficking groups that it 
will not be business "as usual." "This serves es a warning that DEA and our law 
enforcement colleagues have the will end the investigative expertise to attack the 
most sophisticated and ruthless drug trafficking organization- wherever they exist," 
said Administrator Constantino. ■ wide underground economy. 
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